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Survivability Evaluation Model for Wireless Sensor Network under Multiple Attacks
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(School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013, China)

Abstract Survivability of wireless sensor networks has emerged as a fundamental concern for sensor network deploy-
ment. One survivable wireless network demands continuous supplies of critical services under concurrent attacks. Due to
such requirement, a survivability evaluation model of WSN under mixed means of attacks, where the network topology is
described as a cluster-based one was presented. Because of several nodes being attacked in one single cluster,a threshold
mechanism to trigger the transition between the states of WSN under mixed ways of attacks was designed to make
countermeasures more accurately. Adopting the continuous time Markov chain, one survivability evaluation model of
WSN is constructed, thus attributes as availability and survivability can be obtained. Parameters which influence the
availability and survivability have been analyzed. Simulation results show that enhancing the repair rate and response

rate of attack can improve the availability and survivability effectively and the introduced model can reflect means of at-

tacks correctly.
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