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MapReduce-based Parallelization Model for Firewall Policy Conflict Detecting and Resolving
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Abstract Firewalls are playing a very important role in network security, because the firewall policy rules are determi-
ning that the network packet “Allow” or “Rejected” out of network. For the large networks, the rules are too many to
ensure they have not conflict, therefore the detection and resolution of the policy conflict become an important aspect of
network security. This paper presented a parallel method of firewall policy conflict detection and resolution algorithm,
which resorts the segments formed by the rule-based segmentation technology, and translates the segments into the

form of rules,uses this new rules instead of the original rules for packet filtering. Because all segments are pairwise dis-

jointed and every segment has one action, the conflicts in policy are resolved.
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1. foreach r€R do
2. s,<PacketSpace(r);

3. foreach s€S do

4 /x s JEsHTFHE/
5 if s,Cs then

6. S. Append(s—s_);
7 S < s

8 break;

0. /xs St HIEH */

10. else if s, D, then

11. S, < S, —8;

12 /x s 5shgEx/
13. else if s, s % @ then
14. S. Append(s—s,);
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15. s< s, s;

16. S, §,7S;

17.  S. Append(s,);

18. return S;
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