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On Intrusion Detection Technology Based on Machine Learnign Method
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Abstract Intrusion Detection (ID) is a new emerging network security technology in the recent 20 years, which can
protect the network system from the network attacks effectively. With the rapid development of the network technolo-
gy and the fast increasing of intrusion problems, the traditional intrusion detection methods cannot work well with the
more and more complicated intrusions. So introducing machine learning into intrusion detection systems to improve the
performance has become one of the major concerns in the research of intrusion detection. This paper introduces the basic

structure of the intrusion detection system and the application of machine learning in intrusion detection, including the Bayes-

based method, the neural network-based method, the data mining-based method and the SVM-based method.

Keywords Machine learning, Intrusion detection, Network security

1 38

Rk B R, B 5 IFE, MW T3S & 1T
BHEELGMER, T2 -HREMEH A K~ KER
HE, B7E 1988 4E, Internet BRI & NSFNet iR &4 T4
— KPR BBt . Rk, [F B REER Mg TR
FTRRBEHER. AW, &I IR AN RYCE F
e, B AR A A E, SR KIEMEEAR
FHAREBE AR HF A R RERIFE T B F Bt
ZEFRE, REENRBERAE:BE— ARETUF
Ry KB T REMOT S 115 58 = BB 1E I et 5 58
ZLABEESREEARE M, X MG F B AE
bz BB GRS . EIG, FEEBGE A HHE B R W
FEAMTHMHBEEZH, RAME KERERBOAET
EHENZLBEERNTIINTEE, NERZL Uk —
FRNTREY B RERY L H BRI 3% AMRR R4 IDS(Intru-
sion Detection System) 12 4L

ABRREMEARRE 20 ER LA —FFHBMEZLH
AR EAE R B KRR RS —E R 2], BRI i £ R X
RIARIT R, BRI BN G e RN — N EEHRH
e ANER X —BEE &5 & i Anderson 7E 1980 42
B, R EWRE S THAFFRELZRART BN,
H5, 7F 1987 48, SRI(Stanford Research Institute) fffj Denning

BAET —FMEHIABRNEE, AR KR
™, 1990 4F, Heberlein B R #2 1 T M 4 A =46 90 9 #E &
HHE TE—NRE AR R Y NSM(Network Security
Monitor)™ , i, ARG 2R 55 B B b B AR 45 4y BT
FHLAIETF R4 B AN R R T8 Tk, R AR -,
DA T A EERNE TR I ERARBIBEAR, &3
FEBR TSI ET N2 5 8% BT W E Mg
ETF RN EA BRI EAR

2 MENBRRI RS

2.1 A\NEBRnER

BEE AR B AR B R, & A0 AR R GEAHSk 1 B,
DARPA (Defense Advanced Research Projects Agency) F
1997 4£ 3 A RET ABKRI ARG Mir b THE, B T2 H
AR I HE 28 4 B CIDF (Common Intrusion Detection
Framework) , . H WREF KL — B, B X T ARKD
RGERERNE BRI HEIE S U X RE LA M2 [ E G
W fEEAFE CIDF SLE M AR R R 5 2 R BB L 246 1)
EE . MERRE, . R T, AT U S HERER S LEL—
P T, B8 M) o IR B R i

CDF AR RMNBAREFTETHBERER I EH (e
vent) , B AJ AR EETF R4 B AR 78 5 DA I 45 o S B Ay 3
HE ETUEREET FINABRBRUNRENRGH EEHE
BREANEEEEL.

BRI WL, BIERHRT A BEESFEERE MAOTENREEAR AXREN AT L.

-90.


http://www.cqvip.com

CIDF 4 4 2 [8] B 3¢ 5. 505 8 8 A R 2 U X 52
GIDOs(Generalized Intrusion Detection Objects) %=X, —4~
GIDO 7] BAR /R TE — S48 78 B % R AR 1 — Lode i B, ]
RN A — RIS 15 1 — 5508, 10 T DLR R AT
MTEIE L.

M, ElREX T —MBHN ARG, E 1R,

| [msnz] |

’
EHINE ’

o L 5 7T

B 1 CIDF $&#!

CIDF # R g 2 A 41 - 350

1) ZE {4 7= A= 3% (Event generator) : N AR 3 48 A 7
FEEAME LR S P IR BUR IR B8R, 40 3 18088 I 45 S8
11 R4 H H%, LU gido R Rt A a 4.

2)H {43 Hr 4% (Event analyzer) - X A ECALZH 740 L2 19
BALEE T R AE B IAT AT, FHHE 38T I 45 SRR 3L 45 v 7 1
JC.

3D M-BAR E (Event database) : fF 4, 7l LA
BB ZR IR, m] AR TR B SO S

4) W [ 8876 (Response unit) ; Xt 25 {47087 %% B9 20 #7 45 5=
8 SN, R A IR AR

CIDF %4 Fh AR R 2 G4 35T T g, X5 4144
IR APL /T T L, BAR BB RS AN, £ F A
R R FAR A THLLAL I .

2.2 NBRWNRSZ

BRI AT, AR R G AT A4 A E T FEHL
HIA {3 8 Il & 48 (Host-Based Intrusion Detection System,
HIDS) F1ZL T M 4% A 2461 £ 48 (Network-Based Intrusion
Detection System, NDIS)P! , 23251 L 3= HLF1 M 45 75 S SR 00 .
METF EVA R RS X AT DU — R —F TR
FAMARRBN RS, RERERRE LBITHNA., X—4
BRET NG HEERERT, IEG™48, £TR
FBERNSMHARBNAEE & BOEBS ERTAR
HISE .

WRIEBIEREN AR, EFARBRNASE EEA MWL
Ba., HP, BTFMEMASEN AL L FTHEZERERS
HXT A MBS R R B . HERET
P &% B AR A R G5 35 BEXT 45 BT @ R A T I i R
ST, AR B — R B iR, WA B R AL BERE Sy, X
R, T EVRAREN RS R HiRREN
g B AT AT, B BRI BESR AT, IR BBAR I HH 2
TR A RAT 2 4 0t o, 30 I Bk 25 ol .
HEBTEHET I EIL L, A5 52 W, FEmEILNE
BB, ET R AMA R R G R, R4 R T &
FEIA RN R ER B .

H, B R AR R R G R ER A EZFEIER, 1
EZMARKENREEA BRI G A&, B X ZHHER
LR E IR BRI EIF R4 R, BB TARUR . HiX
ZRMBUR R IR S B A — R R B R, 38 F SR FH R AL 4%

£ 000 http://www.cqvip.com|

9 E IR EEH 5 TR — I AR A0 2R 4 09 2 285 2R vl LA g ] —
A R R AR KR SR .

3 ETHRFEINANEBRNTG ZE

AR 7 G B 24 43 2% 00 BT 0 SR AT 40T
HIZE R G RABGEIT AW, B ] B, X2 o M
RIFFFTRARRIMEARF T EBERNE.

AR 5 3 RBOT LA 43 R wi 28, 1R R (Misuse De-
tection) F1.5 ¥ Kl (Anomaly Detection)™?,

TR AR X PR O 25 T 4% 1E ( Signature-based) 8{ & % T
A1 (Knowledge-based) i) AR KT . EMEARMERE
M BGEAT R U — MR B RE R BRI R R W
HAr 21 © A8 I RHE R4 A i SR, X R A5 B
BAER BB R AT I, AW R RS S R A RS EA
AR, R AL SRR R AG, B TR BIW
S FIBR O 2 2 R BT B B R B A
R ARG R FEAR, HR, BT R RN AR
BUtiAT S » 3o BUAE B 10 14 SR AR T R 1T BB B 2 B, LR AR I )
TR 1 B, @ P MER — R AERIAR
PRI A A 2 RIMER

FEE R AR BT M AR ERRARST
ARFBETHNTE, SEKMEETRIAR. B, FER
MR GEEA L RGN IEH AT 508 (Profile) , Y
RIREMAP AT AR BRE T IEH TR, A BrR &
KET AR, FERNS RGEMMER, 8 AR, mET
Rl R K N BEHAT R X R TR E SR
#EE. HERERNMIRBAMBHRERERE, BVARSE
A B IER TR R ESE LR S AMREEC AR
FRW R FFEMRR T, o LB A3 IE #4718
B R REEWIE B, T R A TR IR

ARE St F R L, WEFERT LU TR
SR, AT LURF R A, B0, 2T R Rl &
LA P IE 8 SO s#EA T 9N 25, SURT LA P 57 3 80 , BT 25T IE
AT HIATERE, B F R ERI , 5 & N R R

3.1 BETMERGHAE

WrtirE SR N MBS P R EEN AR, RS
PR E R R I B R T R, HERER
FIVRE A BCHR B8 o ) T AR

N

AR B AT S R HIBRE R B R AR R
EFEATHR, FTAR LIBER— 2 d 8. Hit, BRSA
RIS R T I A BB B AT 2 RS BLA R R
WL EE.

AN 7 2 B R DU 20 2R R B TR L B
— . EL AR A B R R R R R AN T A
KT EM A RN M R . X—BIRAKRLT R
BRI, HE—ENEEBE T HRFHNER. HiEE
BIFEBE Y Valdes 1 Skinner % AN I -1 43 228 5% 4G IR
BT R TFRN cBayes B AR RS . Bar-
bara 7 G SO MR T M AME ok sy 8 E 4
AT R A BRI AL ADAM®, K1, Fh 2 T M35 i
S HEBIRFESE IR IR AL R 1 BB SE W R, EH AR AL
RETE— SRR TR . 3T P AR 8 TR A 2 e A 3R 56

. 9] .


http://www.cqvip.com

RE AR, SR Z)E H B M2 (M M E K. Kruegel £
ANTER Z248 53 A 0 o33 o 2% 20 %R U RS B B B
A EZ BRI 7 TR T R MR RER

3.2 BETHERENS®

MEMER—HIES BN ER, Bd ABBERIK
3o 22 TC Y T BT B B T M R, B 5T 22 [RS8 A HE S AU 1
BORMATR ., MAEM %A R 2 AP H RS, i
HE R R S AR M 22 0 22 (] B 1 S A1 FAG 38 R B <
B. HEMgREBRRNFIMABENES K Fox EAH
FHA 2 P 28 SR A0 AT A R, X 5 4600 3 PR I 43 1) 2R
BT £ 2 BA 4, (Multi-Layer Perception) #142 )& BP (Back
Propagation) #1223 P 44 AU . Ghosh #1 Schwartzbard
F 1998 4 DARPA BUEWFFT T # £ M 45 75 75 38 AR 46 o
BN AT SR 45 SRR A B T W 2 M5 A SR ik
FEBR BRI P SR B A, ZERIRE R T AT LU 45 K &
BE MR R, B0 kR AR R,

3.3 BTHEBENAE

1999 4£, Wenke Lee ZE3C[13]H 44 H T RSB IH AR
BT AGEUERM SR, BB 7EE MR B E .
“PEAR” R ME A PHERE TR E 2 Y A
FRRWIEZNKE KM EETRBEMEARTERART
> B BRI IR B R E AR IR ET LN T AR A
40,8000 . 5325 RS R T T

SRABR W 2% B Y 4 B B TS R S e o
%, BB RELARE . AEM. 2688  ME Mm%
%, (HFIBAR AT AR B9 3 A BARR o Sl 2
B G ARE ST 43 2588 BE T I 85, (F BB X IE 3 F e
BOPWEKBEAHTX S REFERNGE R LB TTFER
WA T A NP BB EITH .

RARBYHRHBR R WE ST ERN H AR TR
AR ZAHE (cluster) 3, FARARRKE, BENE
RIS RRAN ., FEBEVGEFTFERERNE LR
BV GREHE , EAE S PRI T » SR OE R A B0E 52 R A 24 B
. ZETREXNTHERERN T EHERBEREBEA
BATAMERITANZRB A ARERD, N ek
ERWBHBESEIAE LERRKEM. Portnoy Al Es-
kin E ABRH T —MERALEBRFEENETRLN L L
FEANRIN g, R EREA - MR ETERNE
BHEREEES. & Eeil S T HATEISGE
TR ERRER S, FBREFE R R n e 2R
TG EHER.

KEHMNZHEWENREITEAXKERE DITE
(itemset) Z [ RBRERAHXE . HITARRBMASE $, ¢
BEAL R vT LA bR s FH P AT R AE , R BLIE #1708
W2 BB, I AN R P BT A RE . T R
TABATRN . Lee AW Agrawal % AT 1994 SFR-H K
KB BB % Aprioril  FIZEA BRI U, A B
REETATES VIR, BRSO 8 2, B IgE R
ERUEH.

IR 2 i AR X e 1R R A =X Hh BT R
BrE, FRERBEE L EEN S, N EFE K
FpgEmtia], B EAE O M & I R 2 R B E A R 4%
Lee % AR H M A BRI R Z A RN IE 48 Apriori Bk
BUBLRN 3N T B4 & A B AT (R 5] R B 2 SR &4, SEJE S &

e 02 .

P 000 http://www.cqvip.com]

WU B giE B A BRI S,

3.4 EFZRHRBINEE

TR EHL(SVM) £ Vapnik 2 AF 1995 4E48 i
—F B R LB S BN . SVM BB SR — T
YIZRER 115325 0] B (margin) 35 B £ KA B A4 548 F T 3k it
11433 . SVM AT BB IE R AT AR, W EHE KT
RERESBEEERPLERI R, A SVM SEHEH T8
FAERM R, Mukkamala 4% f] SVM 7 DARPA &1t
¥ KDD ZSEEEE L L I s 7 H A MR . Sung
F Mukkamala SR Fl SVM Rk AR P EZ M AR
), B, A IR SVM M B a8 AR H R
FHHARKRNEY:. flin. WuE ABmERbERMA
SVM &4, fe R I B B LB AR R 45 i 8 E N, 4
B—MIGREAE, RIFRE SVM EX M SmE 4 g
SEABRRRIEER] 2 Kim 03 ER M SVM B & —iE R
FR-TBILHERER, Z B AR B SVM M “B
ST BRI RN BEEF RN BT £,
LR AR N F P, SEME AR ERMET,
SVM J LB U Zhet ] Py 35 B — MRS B HEBE

WHRMERIE AR R (DS) ML F AT E]
e ED = EM TSI RE ZIAE. B T 2+
ZERHRFTI B, M 20 tiH4E 90 FERBIBAE, ARKW A
SRR EREE RSB ERRE, HESRLTI AR
FAHEEE T K ERMHE, 1980 45 4 H ,James P. Ander-
son R E Z E M T — 17 & Xy { Computer Security Threat
Monitoring and Surveillance) GFE P L2 B LS BH)
BRI . F—KIFHERT ASRNAES. XOHE
BRI RABEM M IF WL Z/E, M 1984 4£5] 1986 /£, FF
YABA %8 DorothyDenning #1 SRI/CSL(SRI 28 w5+ & L8
FHF D Peter Neumann FFRH T — L 0F AR R R
SRR, 4 N IDESCARKM L RERL) . 1988 4F, SRY/
CSL iy Teresa Lunt 2 A Bt T Denning A2 BINE R, 3
FERHBT—4 IDES, 1990 FERABGBMAGZRES Fi—
AR X—8, I R FE B4R 4 L. T. Heberlein
& ANFF R H T NSM(Network Security Monitor) , A2l
REWPKMBEEERTE K ZF MK IDS AT EIL8
IDS, 1988 EWHEBEHIR M BHLLZ G MEREAEIE
SIETEN EZARMGLMNEEER. FRYSHARAR
Kl 2 42 (DIDS) WAF 52, DIDS B A AA BRI ARG &
- NEEERSNS. JEFREASNEL . BES
BRRRRYE. RERRMENR= 5, X REH AT FEH
BIA R HTBE AR RIS BAR BB BRI 4 R AR 68
A NWE X EFRE R R B BRI M R F B F
FR, o SR ST B 43 A RIS I BB S 32

¥R R BV E AR IR B IEAEFEST , FHd LUm
KWW GrIDSP , ¥ BF K2 iy IDIOT L & SRI
/A AR K EMERALD™ 435 HEm# A

BRRIEFER  AERIWARRE TERWERE, HEE
X HIRFRH M E LR EME RETHNIHFR HAW
AR R GEAARTTAE — L6 [ B, SRR IR

EGEMET YR MENARKRMALRMTFE—K

54, X R LA BOK BL i M E R BE T A B AR, X% R 4T
IR Z @R, — SRR AR R R W ULE
EBERE LEATHAR. B, X — I, WK


http://www.cqvip.com

JEsH AT AR L AR MG R GG BT BB KRR &
EEFME AT, RN AARENEARGEWE
B2 AP A AR 4 B RS T 8k SR R
B SCBM A S J7 2R W oA 2R Bl , Fe AR i e B
HARBRNE 2 R HMARIGE 2 RE SRR,

« GHRBARREVREA B L AMER. AR FR
G BB AT SR R A AR DU BE T R ARG R G 8E S
MReE. TSR 6, 3 AL T AT B BERY AL, R
FIA TR AN TR BN R — RIAE AR, AR
R 7 BE A BEALUISR A i — AR M BESR, LARI AR R
et e, R BE ST . FR B RTE SR T A 2, an i
XFAR Bt B BEAT A4 A BN A BRAS I 75 8 B ST R AT

A SCAUR B T AL 2 T 77 R P2 ARG BOR A%
B BRI — R RA AR, i LM AR R GEHA # S
PURIFE BEL, FTLAR KRR B AR R RG] R,

2 % X W

1  Anderson, Computer Security Threat Monitoring and Surveil-
lance: [ Technical report]. 1980

2  Denning D E. An Intrusion-Detection Model. IEEE Transaction
on Software Engineer, 1987

3 Heberlein L T, Dias G, Levitt K, Mukherjee B, Wood J, Wolber
D. A Netork Security Monitor. In:Proceedings of 1990 Symposi-
um on Research in Security and Privacy, 1990

4  Common Intrusion Detection Framework Working Group. Com-
mon Intrusion Detection Framework Specification. http://www.
gidos. org, 2000

5 Bace R, Mell P. NIST Special Publication on Intrusion Detection
Systems. 2001

6 Boyer RS, Moore ] S. A Fast String Searching Algorithm. Com-
munications of the ACM, 1977

7 Roesch M, Snort: Lightweight Intrusion Detection for Net-
works, In;Proceedings of the USENIX LISA Systems Adminis-
tration Conference, 1999

8 Valdes A, Skinner K. Adaptive, Model-based Monitoring for Cy-
ber Attack Detection. In:Proceedings of RAID 2000, 2000

9 Barbara D, Wu N, Jajodia S. Detecting Novel Network Intru-
sions Using Bayes Estimators, In:Proceedings of the First SIAM
International Conference on Data Mining, 2001

10 Kruegel C, Mutz D, Roberston W, Valeur F. Bayesian Event
Classification for Intrusion Detection., In:Proceedings of the 19th

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

£ 000 http://www.cqvip.com|

Annual Computer Security Applications Conference, 2003

Fox K, Henning R, Reed J. A Neural Network Approach To-
wards Intrusion Detection, In: Proceedings of the 13th National
Computer Security Conference, 1990

Ghosh A K, Schwartzbard A. A Study in Using Neural Network
for Anomaly and Misuse Detection, In: Proceedings of the 8th
USENIX Security Symposium, 1999

Wenke Lee, Stolfo S J, Mok K W. A Data Mining Framework
for Building Intrusion Detection Models. In: Proceedings of the
1999 IEEE Symposium on Security and Privacy, 1999

Han Jiawei, Kamber M. Data Mining: Concepts and Techniques.
Morgan Kaufmann, 2001

Portnoy L, Eskin E, Stolfo S J. Intrusion Detection with Unla-
beled Data Using Clustering. In:Proceedings of ACM CSS Work-
shop on Data Mining Applied to Security, 2001

Agrawal R, Srikant R. Fast algorithms for mining association
rules. In:Proceedings of the 20th VLDB Conference, 1994

Lee Wenke, Stolfo S J. Data Mining Approaches for Intrusion
Detection. In:Proceedings of the 7th USENIX Security Symposi-
um, 1998

Vapnik V' N. Statistical learning theory. Adaptive and learning
systems for signal processing, communications and control, New
York: Wiley, 1998

Mukkamala S, Janoski G, Sung A H. Intrusion Detection Using
Neural Networks and Support Vector Machines [C]. In: Pro-
ceedings of IEEE International Joint Conference on Neural Net-
works, [IEEE Computer Society Press,2002. 1702~1707

Sung A H, Mukkamala S, Identifying Important Features for In-
trusion Detection Using Support Vector Machines and Neural
Networks [C]. In: 2003 Sympsium on Applications and the Inter-
uet, Orlando, Florida, 2003,1:209~216

Yang W, Yun X, LiJ. An improved Network Intrusion Detection
Method based on VQ-SVM. In: Proceedings of International
Conference on' Parallel and Distributed Computing Systems,
2005. 583~587

Kim D, Nguyen H, Park ]J. Genetic Algorithm to Improve SVM
Based Network Intrusion Detection System. In: Proceedings of
the 19 International Conference on Advanced Information Net-
working and Applications, 2005. 155~158

Chen S S, Cheung S, Crawford R. GrIDS-A Graph Based Intru-
sion Detection System for Large Networks. In: The 19th National
Information Systems Security Conference (NISSC), 1996

Kumar S, Spafford E H. A pattern matching model for misuse in-
trusion detection. In: Proceedings of the 17th National Computer
Security Conference, 1994

Porras P A, Neumann P G, EMERALD: Event monitoring enab-
ling responses to anomalous live disturbances. In: Proceedings of
the 20th National Information Systems Security Conference, 1997

(L#%$ 63 7D
(OFE—H s ERUE
DR TEFIAT I EREE
HITRERBER e e = 2 w5

j=TH
O0<LiKK—TH—1

lﬁgﬁfigeng Milass2 lost Z .o
pat'e
iti=

2) A BAF Fn 4 I BAF [E] B A7 AR R ) 2 R AR
TR E LR : sz o0 = n; + > om

itji=K+TH+1 j=TH
K—TH+1<G<K K+1<<K+TH—1

E\ﬂ@%i#&’fﬂ%%:mﬁﬂz st — ﬁ%m e
K+TH<<2K

G ASOHIE AR T DDQQT 577
IR . BN HORBAS B AR B A AR L B AT SR
IR, SE I XM e B TR 4 B A S 4R 4 4 DA
BB HGAT S ], T R 4 T RSB i £ S X,
AT B ARIE T & KA BRI E kK, K3 TR E
QoS IITE R, i it B v 38 o B4R JE AL HG M, + M, /M/K +
CKOHEBAAERY , i FIAERE S LA A B X A TR A 4 1 T &
SRR AR L B 10 T BT X 0 48 BAF IR A B
U T IR

2 E X W

Braden B, et al. Recommendations on queue management and conges-
tion avoidance in the Internet [J]. IETF RFC 2309, 1998,4

Floyd S, Jacobson V. Random early detection gateways for con-
gestion avoidance [J]. IEEE/ACM Transaction on Networking,
1993,81(4):397~413

Hayes D, Rumsewicz M, Andrew L. Quality of service driven
packet scheduling disciplines for real-time applications: Looking
beyond fairness [J]. IEEE Infocom, 1999, 405~412

Boxma O, Dwon D. Dynamic server assignment in a two-queue
model [J]. European Journal of Operational Research, 1997,
103:595~609

Feng W,Kowada M, Adachi K. A two-queue model with Bernoul-
li service schedule and switching times [J]. Queueing Systems,
1998, 30:405~434

Takahashi M, Osawa H, Fujisawa T. On a synchronization
queue with two finite buffers [J]. Queueing Systems, 2000, 36:
107~123

Jang J, Shim S, Shin B. Analysis of DQLT scheduling for an ATM
multiplexer [ J]. IEEE Communications, 1997(1):175~177
Bedford A, Zeephongsekul P. On a dual queueing system with
preemptive priority service discipline [J]. European Journal of
Operational Research, 2005, 161:224~239

The ATM Forum Technical Commute Traffic Management Speci-
fication [S]. Version4, 0, 1996,4

0930


http://www.cqvip.com

