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Application of Coupled Bi-directional Toggle Cellular Automata on Data Encryption

ZHAOQO Xue-Long LI Qian-Mu PING Ping LIU Feng-Yu
(Department of Computer Science and Technology, Nanjing University of Science & Technology, Nanjing 210094)

Abstract A cryptography system based on the coupled bi-directional toggle cellular automata is proposed to solve the
similarity flaw in the toggle cellular automata and enlarge the key space in bidirectional toggle ones. The encryption and
decryption of data is completed by the evolution of the mutual influence of the cellular automata. The analysis results

show that the cryptosystem can resist brute attack and differential attack, and also has high security and strong practi-

cability.
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165 2 101000110100110101111110110101000111111011100011

165 3 10111001011100001000000001011101100000000101001111

165 4 1011111000101001101100110010000010110011001000111111
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165 7 1000011011000000010011110011000010010010111011010100000101
165 8 000110000101100110001111110000110001110001010000100011001000
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Rule Step Cellular Automata B’s encryption

150 0 00000111011101101111011100100110110001100100

150 1 0100011100101011001100111111011011000011110100

150 2 110011001011110010100101001000000110101011001000

150 3 00010101001000001011100010110100001011101101000000

150 4 0010111000101001010111111010100010001110010010000000

150 5 001100100111010101011110011011011001101101011000100010
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Rule Step Cellular Automata A’s decryption

165 0 000110000101100110001111110000110001110001010000100011001000

165 1 1000011011000000010011110011000010010010111011010100000101
165 2 01100010001111101000110000001101001001101010011110111011
165 3 000101010011101101000011110001100100001111000110101010
165 4 1011111000101001101100110010000010110011001000111111
165 5 10111001011100001000000001011101100000000101001111
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Rule Step Cellular Automata B’s decryption

150 0 010101010111101101010010000011011010010100101011011000110110

150 1 1100111111011010111110100100001011110110110110000000100000
150 2 00000010110011100111001011010111111101111001110101010101
150 3 001100100111010101011110011011011001101101011000100010

150 4 0010111000101001010111111010100010001110010010000000

150 5 00010101001000001011100010110100001011101101000000

150 6 110011001011110010100101001000000110101011001000

150 7 0100011100101011001100111111011011000011110100

150 8 00000111011101101111011100100110110001100100
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