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Abstract Vulnerabilities in the ARP protocol became a threat to TCP/IP security. Countermeasures to these vulnera-
bilities based on Symmetric-Key Cryptography or Asymmetric-Key Cryptography are proposed recently. In the present
paper, the principle of ARP attacks is analyzed, and the most popular secure ARP protocols are discussed, Clark-Wil-
son commercial model is introduced to analyze the integrity of ARP. While applying Clark-Wilson commercial model to
the ARP integrity policy, all of the secure protocols failed to pass the rules of Clark-Wilson model. With the classical
scenes of Clark-Wilson model, corresponding attack scenes are presented,
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