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Subsequence Outsourcing Query Method over Encrypted Genomic Data

WANG Zhan-bing SONG Wei PENG Zhi-yong YANG Xian-di CUI Yi-hui SHEN Yuan
(School of Computer, Wuhan University, Wuhan 430070, China)

Abstract Precision medicine is a medical model that relies heavily on patient genome analysis. The subsequence search
plays an important role in performing genome analysis. Recently, the amount of genomic data are increasing dramatical-
ly.and the storage cost and processing complexity of them have been far beyond the capacity of hospitals. So, utilizing
the powerful cloud computing capability to analyze and process such massive genomic sequence data is becoming popu-
lar. Considering that cloud service provider is not completely trusted, encrypting genomic data before uploading is a
straightforward and effective solution to guarantee the privacy and security of DNA sequence data. However, how to
perform queries over the encrypted genomic sequence data becomes another difficult problem. To address this problem,
this paper made a detailed survey on genomic data processing and full-text retrieval fields. It constructed indexes on fix-
length windows of the genomic sequence using g-gram mapping,and performed queries in every window. If the query se-
quence is the prefix of any window in genomic sequence, the query hits. Throughout all the processes,cloud service pro-
vider stores indexes and performs subsequence query,without obtaining any privacy details. Moreover, this paper set up
the system model and several security assumptions,and proved their security. Experiments were carried out to evaluate
the performance of scheme on a public dataset. The results show that the proposed solution achieves better performance
in time cost and storage cost.i. e. when w is 100 and q is 6.the building index algorithm costs 15. 60 s for sequence of
100000 length. Compared with GPSE,the proposed solution has higher execution efficiency in performing queries.

Keywords Precision medicine, Subsequence query,Ciphertext query,Full-text query

FNENE /M e ik BEr A, 2 B 7 A 2R 3w A

SER M s R, B GAR UL TT %Eh  DNA J5 51 808 B B2 97

s 1 E 97 (Precision Medicine) &—F 2L AN A 41 15 B T7E B SR L Bl 2 M i DNA B SIS B9 R W4 L A 4%

S FER L R A E R AR YT T R ONMR FATT AR ok A RIS A B C G B L BT O AR BIE . 5 — 7

1 58

) H:2017-03-11 3RME H I .2017-07-04  ALZEEK R EE4 (61232002,61572378) )y,

FEHEEQ992—), B, 8+, jr_%bﬁ?ib‘ﬁﬂ%v%if/#.E—mail.bingo711x@whu edu. cn; SR (1978 =), I, BIH4R, ZEBI I 1618 = % 42
KB R 2 45 T % S 2 % E-mail : songwei @ whu. edu. en GEE1E#) s 8 B (1963 —), B, #4%, B GE 5 18] 8 B8 % %5, E-mail: peng@
whu. edu. en; 8558 (1974 —) , 2o, @I #BZ , EEHF 5307 0] R Al A5 $0 96 4% Iﬂfr E-mail : xiandiy @ whu. edu. cn; £ —# (1981 —) . B, i+, 3%
WF5E 7 18] 8 0] {5 B0 P8 4 B 4%, E-mail : cuiyihui@whu. edu. en; B 3 (1983 —) , 5, i+ A=, S 7 10 N R AAE 37 %5, E-mail : shenyuan@ whu.

edu. cn,



52 AN I A =

2018 4F

I, B TR HOR R R T i, SR = I ss 3R AL R AR
—FhSe 8 1) DaaS(Database-as-a-Service) fff B 5 %, B B T
WA R E R, TR, B r it 88 s s k54w
(Cloud Service Provider,CSP) , 3 4 CSP 1% %} £ 7 ) 17 ik
o3 A B N e S BE N TS AT T Rz — . A i T
CSP H- A58 2T 5 PG A7 8 P 010 5 PR BSCHIR 110 22 4 1 A B
FOE ) L,

BE PR AR AR R A R e — P 1 AR IR T 5 1 2 B AL R
B0 F 00 R B 17 IR AL FRIE S . DNA JF 815 B
— B B K TG Ok A AR ORI VUSRS A T TS L.
T DNA 5 BT AE 2, — B & A it 88 H S X do # Kk iz 1w
I S m R, BN T AR DNA {5 8 5 F ik 8% Al 4 . 55
[ [ 2 T 2008 4F i b /e % R A5 8 8 0 7% 28 (GINAY L i1k
2010 4 AN EFIEH B mik 201 B, BNH Z. R 3HE
bR R T 1 o s

TEAS AL B2 97 37 5t v, di M0 S5 BRAT 178 56 R Ak 2 45 4 2 3L
R R B R R BN N a B A A R R, B T E
FEA 2R, CD5 +, T T+ % JL RO, B2 AR 75 2 AR 4
9 N R 2 2 5 5 i A B0 B TR Ok 8 U 12 DTG A E
N a IR, BEAXH A DNA 75317 80R 5B B
Mg W B2 T BN R Be A il iy @ ok,

2 1 B A F PR B b 1) 22 e R RA R LA B R 0
[ 7 B 0 ZE P L 4R — A 3k T 25 DNA T 371 S04 4
AT B HE R B i 3 1 6 SCAS ) S8 R o ) MY G, R
SCHE T HE T q-gram WA A WS FIAE 4 ] 1 SE T AR R I
T3 GRS e LA L 1) B, O 38 5 S 0 3 iR A O7 58 1 A AR K
SR

ASCHE 2 19 5 IR HEAT SEE 5 B 3 X () g
1778 3, I AR ) S 43 A ML AE R G5 BRI 4 Al st 5 58
4 XA T DNA P81 B4l 19 5 17 81 48 SORE 2R it
DT HEAT T VRS B3R 5 55 5 0 HEAT SC 06 R IR 43 BT SE I 45
W A2,

2 MXTIIE

B XEAE N DNA 538G AT % 50757 9 ke R 1Y 18]
R, AR Y X 2 A S R Y B A R 5 R SR R U I AR D 5
AT T RS,

8 3 R DR B AR B 1 R R O 5N 2 TR S K] AR
LR S5k 99. 9%) » Wheeleer %5 AT 3 AR T — #lUF 51
ARSI KRR BRAR T B0 ¥ A7 6 25 [ B JF 85 . %07 3 R H s Al
LR 30 BCHIE v 1) R T B AR R ke FL A )T B A7 A F R
BEVE R St B BE B, LI 3K B R R 45 0 B R R 48 1L 3k
1000: 1), FEFZEA, =4 TR Z B8R, X HFF5T
BRI DR R FI KB Ay W, 58— R B T
AT 405 4 7 12 0 B0 HE AT 2R 51 DT 3248 B 7 R 4 BoilE b
HEATA ). BN : Ferrada 48 AM 36T LZ77 48— Al
5|75 ¥, Schneeberger %25 A i 33 ¥F Lempel-Ziv JE 46 4544 |
A g v AT I R Ok B RO s Wang™ B 45 T Z i 1 A
X T BWT He i 5 ik X ik S5 B0 1 s it AT 4 A5 3 5850
RN, 5 I BURE T A A grgram FEAT PR A I E L, AR
Je i L B EAT IR R A, BN Claude 55 AT 3 F )7 5

BHE AL HE q-gram 25 2 M 52 S0P A5 T Yang 55 AT R A
q-gram I HER B S, A& T BST SEHl @ s i, DLk
75 1% T L it P SR 1) R 0 A At R e A 1 ) R, SR R T I
BAFEG T R A RT3 5 T BOKCHE 14 1 5% 1) 4

53— 5 T A — LR 5 R B R A B ) A 4 b
B AL, o S A 2% 2 001 Sk b o ) A I A Pk R R AT T
L Bl Ayday 8 NS AR TSR B S08E S TR B A
VI R 9 L T I 1 % 4 5 R R BB s Kang 88 AP 2 F
2 A FEAE AR 3 T — b Ik R B L RS T AR SRR T —
SEGSM il 75 %8 . LA R 5% R, 32 8 X 3% 400 A 34 07 2 1Y
SEARLIN 5 F2 B A e g AT T X, R R S OE AR R At
THEF . Kobori 58 AT HE H — i o Jmy 38 47 181 i 450 % B
P S DAl B> DNA R 81K A B

I PR 4 SO R AR SR B A AL
B, Wang 25 NI T GPSE a5 B 7 SORE =X 5249 5 4
R AL ST T A A Y B T4 B R % s Song %
NET G T — il B A e 2o DR A 0 251 S5 K L i e T
TN 2 BOlE 2 SCH R )8 ; Wang 28 ANPSIR I T — M E T
BIHER G A AT RINE A, L LR RAE B A4
3L B U O L (R T 3 RO B SR R I AN RE R
AR AF BRI .

3 EAER

3.1 E@EEX

A 3={A.G.C. T} AL MWBEZE I, & s=s[1]
sL20s[30sCIsIIGLile DR IF AW ILF )y 51, Ho | 5|
TR BEFH s KB sLIRRFI s T AIEON 1 IF

ATHED . & s INREEF I sp B FI o KX s $1AT
T PR IS (9 8 S0 e AR AT I 151 .
sse={(si iy |si=s[isitm—1]:i=1,2,,
[s|—m+1} (@)

EX VI F IR k&) X T &M (sposcoped , H
Hosp IR scope WRTR K], s N R R, & FTE
i<jisj€scoped it 2 sLisj1=sp. W3R [ FF ba 1 & 7, 75 W58
[l FALSE,

EX 20PN ER) SIS m, & — 4
IR (e query) , AR AT N c=eCmikey) Gn WL,
key FIMEE W o WSO G R query(c.sp) H5E L 1R
W] ) 45 58— 20, MU FK e s query) SRy 34595 SCF B A 3R 19 i 4% 53
B

EX3 4 p.sEFA DNAJFS, 4 SC R s K ER
m WERKE M si BES. & p s BT H=>Isic SCHERH p
J& si RIS,

EX 4 % pos RMADEERTFI LY.L 3512 pos 77 E
B q-gram FEF0 L UNOR p s ORGSR, W15 LA R 4548 .

DYgeli=g€L!;

2)Y g€ Ly=count, (g) <count, (g), H:H, count, (g) M
count, ()43 W FEIR gram TE LY F L 1 %f i H B0 A IR BT

3 Y g€ Ly= pos, (g) = pos, (g) s pos, (g) » pos, (g) 53 il
FR g AE Ly LU E R B A
3.2 BEXRF*E

q-gram 73#] : q-gram JE— N T A SR F AL 5 A



55 6 3]

T B, A — ol I (i) 8 SCE DRV RCHE B TR S A B A IR T vk 53

PESCAKT RGIR B AR . g-gram S2 18 )7 5 BHE o iE £ o T
Al i /N TG, 8 N GramCreate, ZBE A WD A S
B DNA JFHIH Gi 3 sp) A g Hofig i g-gram WY EIA
L HPEHATEHIKEN ¢,

B 3 FFEHE s= AGCAGTTA, H g=2 B4 7% R
{AG,GC,CA,AG,GT,TT,TA},icly L7,

A I T2 3k R P B R R O O L B BT i )T B
SEELT RS R AFAE DL R T8 R . 1) 25 5 5 500805 2R FH B 4%, )
T A B R3] 436 TC 1 AR IE T 50 BOHE 9 i e b L Bl n - i
RIFFIH ACTC,block=4, B 4Kz % CTC B2k JH R HE 1 i 25
LS % S SRR, ) R AR
B T 98 %0 A2k DNA 75 #RJ2 A8 [F] ), IR 4 AR 4 %5 S0 %%
Sy E W BI S0, 3) 5 R FH AR B P R A BBk, WIAG: R i) E ik
SR B SRR RBCRART 5 5 — J7 T BT [F] i 1] 52
23 AR TR A 4 S, 0 BR 5 BODG TR HE A ) . 4T
VLR, R SCR I K8 L ARl 084 IR B T2 4 58 i
KO SRR WA FIWE P sp REK m @
O EY AT, MR [ TRUE, 165 R [ FALSE,

AR SCHG - H A 3 [R) A% A6 Sy e ) T2 T G ) R B
sp s WAL B D F5 si BATER . sp s BT B,

window

---AG|CTTTAACTTAGGCTT|CCT...

- >

...AGCT‘TTAACTTAGGCTTCC‘T...

PR B DR A A A
Fig. 1 Window of gene flow data

3.3 REERMLTEMRIE

AR R —AE T 2 09 5 BB o 7 F0 A R R SR 5
WiE 2 prs. REEEZW 3 Mgl pl - BIWAE RO =
M 55 B2 R CCSP) MBI 20 BT o 25 18 30 BBl 22 4 1) g M o
T ANANERA E bR i 90 25 22 Tk AN DBA RO 3RAE R 2 5
TR ARG ORERUE — B W P 58 2 DL SO
TE R 55 4 v A BESAAT i 2 48 AF . AR R LR B CSP Sy il 5K i
A 19 JF SR FDRE JEUIR B n %% S5 A% 2= CSP iy B A T AR,

ZIRHRUEH

7 {5 CSPH 3 7

@

S

‘ipwﬂﬁisiﬁ

wwEr
LS . e
r [ RCE I wm
| @ @ | iibaki e T 4 | * 1
I | | ! I '
| | | BB AT | BB P
| S snne e Puary |
| e
I(...AGCTAAGTTACCC..4)I E 7 W | Efs |

2 %SOk IR 9 BN A i Ak 51 R e R R
Fig. 2 Genomic subsequence query processing system model
A TGRS 4 A SO B CSP 2y 2 7l 15 IR 45
J5 . Bl CSP A LA AR AIE A0 4 H5 40 00 B2 78 P F0ml FH P L O 8 5
AL PR ZE R IR 55 5 (6 P s DR 354 AT, FTBE AR AE CSP

A G B 24 AR U P B FA B i 1 2

AR A #H OR O A K= W DNA JF 51 £ , 91K 41
PEOML ZE CSP; % JEF| CSP I A& 5. RA L EARH
client5g AU UM 2% 5 25144 22 , Fols 5 115 & CSP,

= e 55 SRR (CSP) - 32 LR 19 B 77 4 Fn ot 5 IR 55
AR R AR 25 (0 RS (H 2 A7 28 B50HE Tk 28 14 XU

R o 3 - ek A BOE A E AL, ) CSP 258
I, IR I 25 AL BT O 4 H v A IS T G

4 AOZZMERERRNX

TE B H R, B0 100 <22 4 e AR A BB AR AT A S RE SR MO
P 3 8 % SR AE AT 2 S N SR S T, RSOy
TR T 51 R R R I L A T £ D I ) A R R
b WERBE R sp & s MREAE DFFE 50 BFTSE. W sp —
FEEs BT H#,

4.1 FERBRHE

45 DNA JP 51 (¥ 5 sp a0 B 751 si) R A4 R
A B T7 G877 A A A4 I . AT — P B A AT LBl A3 7 A Y
q-gram FIFTAL 5 5 P9 09 060 B ok ME — AR iR, DL si BBl sis
((grid g€ Lt LG () =g b Joit Lo S — Ay si 7 AR 1Y
ggram WA FA . T Ly MO EE B A B G B (g,
count , position) , K H FEIET & O F 5 EE Gsp A sid) T
E AV, MV B R AR R 4ERE 30 d, AT
P hk(W 7 2 80 XA R 9 g-gram 04T BG4 1 FEwF, 40
7] (4 q-gram 23 4% B 5 38 2 44 ) 1 (W AH R0 B . 0 f] 7 AR 4%
AN TE 4.2 WA A .

HTF q-gram AT ISR E LW PAT LR E TS A M=
Vo, MV T HE sp ZENsi WHTH . I AXF L m & V.,
MV, QCGp.si)=dis(V,,, V) ¥4 4.3 T k4
3
4.2 BEZEEMHMWMEREE SVE

840 AU % (SVED (9 it A S 800 4 BT 51 50 A
b BN A K R V. FE Bl si— AGCAGTTA % b
K R 5% SVE,

DREMRMTLESE qom Fd.

2L step=1 X EAJFF) si #EATUIE], AR BEH m 1Y
% H Ll 5 GramCreate X &A% 0 ¥ 51 si #£17 g-gram
AbER AT AR A . A g=2, ME R AG,GC.CA,
AG.GT.,TT.TA}.

3 A EE A gram [ position Fl count 18 B, MK 35 2K
MK =R MG ERE A, s ARG RN
{(AG,1,2).(GC,2,1),(CA,3,1).(GT,5,1>,(TT.6,1),
(TA.7.1)},

OB E GramMap M HAN ST THEE L MRV
R N A 40 2 (D TR S IR BT position s count ) X R
P,

SRR YT 4 1 i VIR BhEE T 0 BR 2) 4k S tAT Ho A
WMV AR BE s 45RO Z5HREH

Position(g) =min{j|L{ (=g, EN"} (2)
g€LY
len
Count(g) = 2icheck(g;==g) g € LY (3)

i=1



54 2 I

2018 4F

Hrr, Position(g) 183 qrgram 7T0Z ¢ T L4 U 00 6 & 5
Count(g)XF g 76 L4 09 B KB s check C » VR T FLAH
PREC, A 4 A TRUE JUGR [] 1,25 i A FALSE Wg [ o,

GramMap(hk,g) =%, (g)mod d,g€ L% (4
For s hke S WS bR B B TR R G IR AL I S A T P AR
HHIF kB BRI A E RAE 9 Dl 20 A R
(SECR hle) 3B A & 0 IR G B AT 0] 4 WS 5 d R 48
LRV YR

SVE Sk ik 1 Pos
&% 1 Signature Vector Extraction (SVE)
Input: & H P8 805 & 10551 si 3K sp, AT GramCreate bR AL U1 #

BLEE q. 10V RS4EE d
Output: ff ] SVE 5 gk " L& H i V
1. function SVE(si;q;d)
# every element of GramInfo (gram;pos;cnt)

2.Set Vto 0
3. Set GramlInfo to 0
4. Set GramArray to GramCreate(si;q)
5. fori=1 to len(GramArray) do
element=GramArray[i]

if GramInfo. exist(element) then

SIS B

GramlInfo[ element]. count-+ +
9. else
10. GramlInfo. add({element;i; 1))
11. end if
12. end for
13. while GramInfo. isNotEmpty() do
14. cell=GramlInfo. popElement()
15. index=GramMap(cell : gram)
16. V[index]= (cell: pos;cell: count)
17. end while
18. return V
19. end function
4.3 EEMERREZESVM
& 47 ) E DU g B9k SVM T IR si 5 sp . SVM B LY
MASBRPIA L B, R SVE Bk sp Ml si
A, BB MITEC e A & 2R 3D, A
MHIWT sp =N si AT .
XFGEMN VMV, iV, oA 0 4R Z AT A
V., O B B G ER 2 5 TR AR ie V., R AE A B
A Ne={nsnyssmby, LB Vn, €ENe(i=1,2,+,10),
V., (n;) 70,
QCGp.si)=SVMV,, . V,) :leﬂwcheck (c1& &¢2)
c1:V,, (D[ pos]==V, (D[ pos] (5)
c2:V,, (D[ent 1<V, (D[ ent]
SVM Bk sk 2 fion .
&% 2 Signature Vector Match (SVM)
Input: f FFF si P2 A 028 2 1 i Vg BT 5 sp 7= (1 28 4 ) i
Vo
Output: True 5% False(4N3f sp J& % H 381 si 09 772 W R 7 True, B
sp JE si FTESF )Y T ef L 35 R [ False)
1. function SVM(V ;5 V)
2.fori=1 tod do

3. cl=Vy[i]:pos!=V[i]:pos
4. c2=Vy[i]ient <=V_[i]:cnt
5 if ¢l &.&.c2 then
6 return False
7. endif
8. end for
9. return True
10. end function
4.4 EESH

23 18] I 4 « % 3 F) SCA B B 4 A4S ) 4 S RAR I o 1 3
AT AL 3, X R AR e — A2 A L TETUAR ™ A . SR T
IR 90 BCHE o S il 2 58 A ) 00 00 AE I 2 0% [R) B R IE I 3%
SR TN A U E A B R R OR T
LN €T S N1 S oy 107 = (1

n—m+1
ISC(s):% S U+ nCma @) (it ~+bitas +bity)) (6)
i=1

Hrr,m FoRtd AK B, ¢ BaR AT GramCreate YJFH) 1R E ,
n TR s FKE., RPN RKER m E O =
rGn. QN HAMIE ) g-gram, 1SC 1E b 67 & ££ 6% T 85 10
SRRV R T T X VAT IEZ ST R AR T %, HAX
AR ETER ., g NN BEE m K aGn,q) B,

WEA 3 AT T4 T 1 R s S 4 SR 2) R 3D
B FN W AR I8  PUAT T DL, T $2 25 SRAF 7R PR . 5k
5 B 14 48 10 T LA 43k AR R

Dg€Ly Hg IFAEERILIM WL g 76 sp TR IR AL
ANKT g 16 st gL B UE, B8k v B a5 2 1 ¢ {1
A B AT 22 N A I A

2) W Ay PRECE S o 58, B 9 (@) mod d 4 AR B gram
B ER—( . Sl EEBEEDSTEE ¢4 gram BETHEIR,

min{i,m—q+1}

1" a—pre=j» %)
i=0 j=max{i—m-+1,0}

Hor, PG %R & AR BV, P (6= )RR AE LL 5 |
A gram B K BLAYME R,

5 SKBERDH

5.1 XIigit

ARSI C B F BRI T &K m A s
ZWECEA L, W ERAME RSN windows 7, EHLSHL
3 :Core-2320 3. 0GHz CPU,4GB RAM, 528 ffi i PizzaChili
INTFEE 5 (http: // pizzachili. dee. uchile. c) , A 5 £ %} DNA
Vo 5 BCHE B A R O T R R L U7 0 ) B A
P B 100000, AT E MRS K2 RFAFH sp EBEHL™
A . B R A R  BE f 28 55 % b T $2 550 vk 5 LA 1Y DT
i 30 1T Y DG T AR L LA 6 UE S I R b
5.2 RWERSH

AR X T B O AT S H X L AR B R BB TR A A
ARSI RIS m fq HXR,

D) B[] H 85 %5 L (SVE)

W 3BTRS AL SVE 806k B sk ] T 8 . 9058
o BB K 100 F1 500, 48 J5 43 B8 FH SVE 5 3%
3 Ay 1), 2 S L RS IR T 8 9 P S0 . AR SO TR
F BN I R RATH S A B E IR . ¢ 8K, gram 1Y
SBORR F B 1 TR R K O R R B K BT LB g 1



% 6 1

T B, A — ol I (i) 8 SCE DRV RCHE B TR S A B A IR T vk 55

4K, B T R R ) e )AL N % A — A LR A (I 3
i w=100,¢g=5 5 w=500,¢="6 W ), 25 4 R b FH K
UE T3 — 55,

26
e w=100
29—~ w=500 =1
-

22 -
£y Z
& ~
w18 .
= o /
= 16 e ~_/
Fg T ~

12

10

2 6 10
q-gramK &

B3 Mgl ey T A
Fig. 3 Time overhead of constructing indexing

)& M FF 24 ISC(SVE)

WE 4 R4 9 L g #l window B Ry 728 8 %) 1k 1SC
myAEfL S, ISC MdkE R W& HF S si B i Ls iy
HAME K gram AN AN FiR) . SEOKE—E.q
MR 2 B grm 25 TAVBK, AR HE 2 TR il b 3% £, M T A
gram B H A FIEBEIA 1SC EFR ;24 g-gram — E B, 8K s
R = A ORI R gram 198 2R A L 5 w S 500 B ISC 19
SERE T w 100 W ISC 131 .

1400

e w-100 A
1200 1| 2= w=500 #

6
q-gramﬁﬁ
B 4 ISC IF4S 5 m Mg X ER

Fig. 4 Relationship between ISC overhead with different m and ¢

3K RN L

EF XA RACE B TR FE0L 5 A 7 & CPSE #EATXF 1 .
AR TR BE R n BFEF) H 50, SVM RIS E 448 O(N) F1 1§
AR iR T B AR B bR )T 8025 4 1 i AN B, 5 —
J7 T X F 48 4 ) H X ALRAT C position s count) (AN (5) JiF
RSB, XS iR S w=0500,¢=6, LR
W 5 7R, AT A AR 305 G AT F H8 DG T B EL A B A AT

1000

) AXFR
800 GPSE

Time cost/ms

Al
MANNNNNNNNN

2000 4000 6000 8000 10000 12000
number of index string

Bl 5 A %S GPSE fyI 1 JF 854t
Fig. 5 Comparison of time overhead between proposed

scheme and GPSE

LERIE LRI R0 R R A B b B — B
Wb = v 2 v A R TP i g B o s T R A

SN H B R R BGE AR FE B0 R B SR . HA X
— [a] A, 2R FH A Jin % (R 2 W] A R B B BeURA 1B TR B
25 (B8R 38 2 AT A 3R 1 R L DT IR 41K R 1 Rl R
M AR SO e T i S B A B HE B AR e R BT
P 5505 5 3 R ) q-gram #5050 e B B R 1 AT 1 11 2 44 1)
dEA SR Rl T A 4 AT B DA, AR SCTR A
iR T SVE il SVM S3E 04071, e 5 25 T BT 3 5 ik R A7 52
B3, B UE T 5k A A 2 R I T B 0k e A

& % x W

[1] WHEELER D A, SRINIVASAN M, EGHOLM M, et al. The
complete genome of an individual by massively parallel DNA se-
quencing[ ] ]. Nature,2008,452(7189) :872-876.

[2] WANG J Y.WANG B, YANG X C. Efficient compressed ge-
nomic data oriented query approach[]]. Journal of Software,
2016,27(7):1715-1728. (in Chinese)

FAEDE, ok A WA T [0] 457 A= 4 B TR RCHE 1 e R A i)
B[] #opF 24, 2016,27(7) :1715-1728.

[3] SCHNEEBERGER K,HAGMANN J,OSSOWSKI S.et al.
Simultaneous alignment of short reads against multiple genomes
[J]. Genome biology.2009,10(9) :98.

[4] FERRADA H,GAGIE T, HIRVOLA T,et al. Hybrid indexes
for repetitive datasets [ J ]. Philosophical Transactions of the
Royal Society a Mathematical Physical and Engineering Scien-
ces,2013,372(372):20130137.

[5] KOBORI Y,MIZUTA S. Similarity Estimation Between DNA
Sequences Based on Local Pattern Histograms of Binary Images
[J]. Genomics, Proteomics &. Bioinformatics, 2016,14(2) ;103-
112.

[6] CLAUDE F,FARINA A,MARTINEZPRIETO M A,et al.
Compressed g-gram indexing for highly repetitive biological se-
quences[ C] / IEEE International Conference on Bioinformatics
and Bioengineering. 2010:86-91.

[7] YANG X,WANG B,LI C,et al. Efficient direct search on com-
pressed genomic data[ C] // IEEE International Confernece on
Data Engineering. 2013:961-972.

[8] AYDAY E,HUBAUX ] P. Privacy and Security in the Genomic
Era[C]// Proceedings of the 2016 ACM SIGSAC Conference on
Computer and Communications Security. ACM, 2016 1863-
1865.

[9] AZIZ A, MOMIN M, HASAN M Z, et al. Secure and efficient
multiparty computation on genomic data[ C] // Proceedings of
the 20th International Database Engineering &. Applications
Symposium. ACM,2016:278-283.

[10] BANERJEE S S, ATHREYA A P,MAINZER L S.et al. Effi-
cient and Scalable Workflows for Genomic Analyses[ C] // Pro-
ceedings of the ACM International Workshop on Data-Intensive
Distributed Computing. ACM,2016:27-36.

[11] CERI S, KAITOUA A, MASSEROLI M, et al. Data Manage-
ment for Next Generation Genomic Computing[ C] / EDBT.
2016:485-490.

[12] FRIZZO-BARKER J,CHOW-WHITE P A, CHARTERS A, et
al. Genomic Big Data and Privacy:Challenges and Opportunities
for Precision Medicine [ J ]. Computer Supported Cooperative

Work (CSCW),2016,25(2-3) :115-136.



56 it BN R 2018 4F
[13] QIN Y,YALAMANCHILI H K,QIN J,et al. The current sta- quences[ C] / IEEE International Conference on Bioinformatics

[14]

[15]

[16]

tus and challenges in computational analysis of genomic big data
[J]. Big Data Research,2015,2(1) :12-18.

KANG S,AUNG K M M,VEERAVALLI B. Towards Secure
and Fast Mapping of Genomic Sequences on Public Clouds[C]//
Proceedings of the 4th ACM International Workshop on Securi-
ty in Cloud Computing. ACM,2016:59-66.

KOBORI Y, MIZUTA S. Similarity Estimation Between DNA
Sequences Based on Local Pattern Histograms of Binary Images
[J]. Genomics,Proteomics & Bioinformatics, 2016, 14(2):103-
112.

CLAUDE F,FARINA A,MARTINEZ-PRIETO M A,et al.

Compressed g-gram indexing for highly repetitive biological se-

[17]

[18]

[19]

and Bioengineering. 2010:86-91.

SONG W,WANG B, WANG Q,et al. A privacy-preserved full-
text retrieval algorithm over encrypted data for cloud storage
applications[ J]. Journal of Parallel and Distributed Computing,
2017,99:14-27.

WANG B,SONG W,LOU W,et al. Inverted index based multi-
keyword public-key searchable encryption with strong privacy
guarantee[ C] //IEEE Conference on Computer Communiations.
2015:2092-2100.

WANG D,JIA X,WANG C,et al. Generalized pattern matching
string search on encrypted data in cloud systems[ C] // IEEE

Conference on Computer Communiations. 2015:2101-2109.

(E3F 40 )

Tk

HRIE

AW T —Fp 3L F 22 50 BB ALY FP-tree K 1R
T B B et R e M RUSCR I s

W25 R R AR SCER Y 22 03 K2 BD FP-tree B A 7 5 7E 0K
DAL T VR 2 B A OGO 2 4 D vk 5 A B A 1
R HR . SEIRNEE L L 2 B

K

(1]

(2]

[4]

(5]

(6]

[7]

[8]

(9]

O I 5 1 B4 2 ) R 20— 2 A b
5 % XM

AGRAWAL R.SRIKANT R. Privacy-preserving data mining
[C]// ACM Sigmod International Conference on Management of
Data. ACM,2000:439-450.

CHANDRAMOULI B, GOLDSTEIN J, QUAMAR A. Scalable
progressive analytics on big data in the cloud[J]. Proceedings of
the VLDB Endowment,2013,6(14):1726-1737.
CHANDRAMOULI B, GOLDSTEIN J,DUANS. Temporal ana-
lytics on big data for web advertising[ C]// International Confe-
rence on Data Engineering. IEEE Computer Socieyt, 2013: 90-
101.

LI B, MAZUR E,DIAO Y.et al. A platform for scalable one-
pass analytics using mapreduce[ C] / ACM SIGMOD Interna-
tional Conference on Management of Data. ACM,2011:985-996.
JOHNSON A,SHMATIKOV V. Privacy-preserving data explo-
ration in genome-wide association studies[ CJ // Proceedings of
the 19th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining. ACM,2013:1079-1087.

BONOMI L,XIONG L. Mining frequent patterns with differen-
tial privacy[ ] ]. Proceedings of the VLDB Endowment, 2013,
6(12):1422-1427.

XU S,SU S,CHENG X, et al. Differentially private frequent se-
quence mining via sampling-based candidate pruning[ C]J /2015
IEEE 31st International Conference on Data Engineering (IC-
DE). IEEE,2015:1035-1046.

LI N,QARDAJI W,SU D.et al. Privbasis:Frequent itemset
mining with differential privacy[]J]. Proceedings of the VLDB
Endowment,2012,5(11) :1340-1351.

ZENG C,NAUGHTON J F,CAIJ Y. On differentially private
frequent itemsetmining [ ] ]. Proceedings of the VLDB Endow-
ment,2012,6(1) :25-36.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

BHASKAR R,LAXMAN S,SMITH A,et al. Discovering fre-
quent patterns in sensitive datal C] // Proceedings of the 16th
ACM SIGKDD International Conference on Knowledge Disco-
very and Data Mining. ACM,2010:503-512.

WONG K S,KIM M H. Privacy-preserving frequent itemsets
mining via secure collaborative framework [ J]. Security and
Communication Networks,2012,5(3):263-272.

NANAVATI N R,JINWALA D C. A novel privacy - preser-
ving scheme for collaborative frequent itemset mining across
vertically partitioned data[ J]. Security and Communication Net-
works,2015,8(18) :4407-4420.

DWORK C,ROTH A. The algorithmic foundations of differen-
tial privacy[ J]. Foundations and Trends in Theoretical Compu-
ter Science,2014,9(3/4):211-407.

DWORK C,MCSHERRY F,NISSIM K, et al. Calibrating noise
to sensitivity in private data analysis[ C]// Theory of Cryptogra-
phy Conference. Springer Berlin Heidelberg,2006:265-284.
GIANNOTTI F,LAKSHMANAN L V S,MONREALE A, et
al. Privacy-preserving mining of association rules from out-
sourced transaction databases[]J]. IEEE Systems Journal,2013,
7(3):385-395.

MCSHERRY F D. Privacy integrated queries:an extensible plat-
form for privacy-preserving data analysis[ C] // Proceedings of
the 2009 ACM SIGMOD International Conference on Manage-
ment of Data. ACM,2009:19-30.

ROY I,SETTY S T V,KILZER A,et al. Airavat: Security and
Privacy for MapReduce[ C]// Usenix Symposium on Networked
Systems Design and Implementation (NSDI 2010). San Jose,
CA.USA,2010:297-312.

HAN J,PEI J, YIN Y. Mining frequent patterns without candi-
date generation[ C] // ACM SIGMOD International Conference
on Management of data. ACM,2000:1-12.

XIONG P,ZHU T Q,WANG X F. A survey on differential pri-
vacy and applications[ ] ]. Chinese Journal of Computers, 2014,
37(1):101-122. (in Chinese)

REF R RVE . E e, 2200 B Ah R B B LT B PLAE 4R
2014,37(1):101-122.

BLAKE C L, MERZ C J. UCI Repository of machine learning
databases [OL]. http://www. ics. uci, edu/~ mlearn/MILRepo-

si-tory. html.





