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P2P Botnet Control Strategy Based on Social Network Analysis

CHEN Duan-bing WAN Ying TIAN Jun-wei FU Yan
(School of Computer Science, University of Electronic Science and Technology of China,Chengdu 610054, China)

Abstract A P2P botnet control strategy based on social network analysis was designed. The strategy includes two as-
pects: the first is to mine and protect the key nodes and bridge nodes in the P2P botnet; the other is to detect communi-
ties in the network and survey the key edges between communities. Experimental results show that the strategy pro-
posed in this paper could mine the key nodes, bridge nodes and key edges precisely. Precision of bridge nodes and key
edges mining is 95% and 93 % , respectively. The propagation of botnet virus and hackers’ attacking commands could be

controlled effectively by the strategy proposed in this paper.
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