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Sensitive Content Protection in Digital Certificate Based on Bit Commitment
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Abstract The absence of sensitive content protection in digital certificate makes the holder’s private information to be
easily disclosed. The protection and selective disclosure of sensitive content in digital certificate can be achieved by using

bit commitment protocol based on one-way hash function. This paper described the process of certificated application,

certificated distribution and certificate access,and finally analyzed the security and efficiency.
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