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Abstract The certificate-based encryption (CBE) is a new PKC paradigm which combines public-key encryption
(PKE) and identity based encryption (IBE) while preserving their features. CBE provides an efficient implicit certifica-
tion mechanism for a PKI and allows a form of automatic certificate revocation, while it is not subjected to the private
key escrow problem and secret key distribution problem inherent in IBE. This paper firstly proposed a generic construc-
tion of CBE scheme based on three general primitives: IBE, PKE and strong one-time signature (SOTS) scheme and
proved it to be secure in the standard model. Then, it described how to use message authentication code (MAC) to re-
place the SOTS scheme to further improve the efficient of the first generic CBE scheme and to achieve another generic

CBE scheme. These two generic constructions show that CBE scheme can be constructed in a more general and efficient

way.
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PKE=(KeyGen,Enc,Dec) &—4 PKE 7%, L & S= (Key-
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KA mk,# tag B M WABARC, B tag = Mac(mk, M),
Mg 1,5 W o.

— g, B NER R R A Hi— WA B B B 5 (a-
gainst a one-time chosen-message attack) {& £, E XL E
XWTF .

B 6 XTE—E BN (Mac, Verify) , R EER
ZWAN AT A Wik R HEHE Succa = | Primk<{0,
1* , M<~A(*) ,tag=Mac(mk, M) , <M, tag’) <-A(M, tag) :
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WitE M| | mk=PKE. Dec(usk, IBE. Dec(Certy,.,c))Fl b=
MAC. Verify(c, tag, mk), 05 6=0, W4 | ; 7 W H
M,

%% b, 775 Generic-CBE’ iy ¥ REB] & 1 F 77 R Gener-

e 0]



icCBE. B, T T itE 4 EE T M MAC R E
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