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Abstract Centralized Security Response System has many shortcomings, such as local response, single service invalida-
tion, lack of cooperative response to large-scale complex attack,etc. In order to enhance the robustness of response sys-
tem and realize cooperation, based on distributed architecture, this paper introduced multilevel delegation mechanism to
response policy: Security Response Policy (SRP) and Delegation Administration Policy (DAP). This mechanism was
composed of dynamic delegation of response privilege and construction of credible delegation chain, SRP and DAP were
described by XACML Admin criterion language; the structure of delegation chain and the process of delegation were
described in formal method; the delegation response algorithm was presented in pseudocode. Constructing credible dele-
gation chain did not only realize cooperation response, but also solved single point invalidation, etc. Multilevel delegation

mechanism will establish favorable theory base for constructing dynamic distributed cooperative network security de-

fense system.
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2.1 ZIENHHEXHAE

ZEREE-MEENZLEER HELABREREFHE
LA A O R RS WAUR S AT M E S L, LG
HUMHENE R — TN, K, R B EFHE
IR A BIEE BB B3R R R A B ITE .

ZHRAHBBERHIEHRIEHER S, HRARE
RBAC Eal FBIAZ S . RETETACHEIGHE
6 (RBDM, role-based delegation model) , ¥ B E A+
WEEAGENE., BRAREENE Barka M Sandhu 7
2000 4E4R 9 RBDMU, LR 3 S B B IEM 8 M
H, Bt R A . B REHR . BRI E . RRER
# B ENRE REELRAN T ESTE L AAXELY
KRHESSH, IR T MM MBI RELR, B LKA B,
Ment B MRS E RSN T EMEERNEXENE.
XHR(8]# i T PBDM A B I A, HE K2 X/
SERMACIACHETR.

A, AT BIER T T KB R, B REAE
Xt$/b, HH,Bandmann #1157 — 2 R ZHEHEAOH , 52
BT B EHRG, ZEEAENRARHARBRY
R, AMUBR A B AR M ZFE R L 0 B o) LA R RS
TR 595 .

2.2 BHRETHERNH
22,1 MmEEL

SIAZREZRAHA IR RNE LB RAE TR R
Ll R S e i1

EX 1 H2BARRERVUEERSITLHENR
%1220 SRP; BICE MR IR KN BEBAEHHEL,
iy DAP,

EX 2 BIHAEBELSHELSNRINGFRR, =EH
AT SRP ™4 DAP {3 BICH S MLk, SMUEA—
X EHFAMALD G AT I DAP UERILH B K
AT SRR AMHE RS RT3,

ERHRBRRE S, —BEEFHMEFRTRREERIT
B3h. (1D ERSUETERSNE ST & HBsER, 2R
HEREMRIDARBRBELZRES. (O FFIBESRE
AT AR —F QAR T T R E A E UMER, BE R
2 E M E R T UMET — & B, LABT BB FRR .

EX3 THREIFEEELRFHHERT, HATH st
FHERE RS R B A KA LA S . H
L, BN E R B AERE T & DAP, R BE B IR &5
2 (ANEEPRATER SR B A R — %% SRP, .

EN 4 “BRERERRIBHBRIWEPHELBNE
HREAEAEEERBHREWUI SR M PREITR
AR A BB,

2.2.2 A F XACML Admin # B¢ 3h K ek bk

XACML R4t T —Rh R U o] 42 i SR B R LB AR
A, XACML BRI A B A B4 5 B 40 2 T 15 64 TR
WNAEEFILHER, XACML Admin §* B T (Policy) &
X, A (Issuer) fil ( Delegates) , f BB RN B, Y RE
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BT R EE R IB BB X FR“TEA R RHT , K EHETL
GEATLD UFER TG RERR T BRI EEARER A
BB &M, FE KT L (EARA D AR R R %
B, AR URSEAN KA TR EREHELHT . EE
] DU R IR DR 27 B G RE , iAb By
“EBEHE A PR DATE H B R B P9 A 1 ) SR, st
frik—PHIE. '

R T LIRS KR HE AL , A LT XACML Admin 3
HIESHRER ., FHRNELBFHRGEFH SRP 1 DAP, &
SUxd R XACML Admin #1175 [0] ERE M BFCHRE. HEH
(Subject) A KL R LEM I F R BTHA MBLSHCUH; g
PR Action) R X & 2 B8 & AT B9 S 7, IR B2 19
15 % ; (Resource) BN AN F B2 W &, B k3. IDS. &
HTREE.

258 SERBHNMES  ARTBEIFTRESRE
AEEEEZES, TRRANNEXFEES. K

SRP 2N WL acc(s,a,r,t) ,iﬁﬁéz‘sﬁ’r\‘.ﬂ s TERTAIR
A : HEELI T K a Bk R 21E it AT LIBUEoo, 7N s BE—
BUHFRaBFhr, HP,5€5,a€A,rERET,

DAP i MR IGH admid,a,r,i,t) , BB ¢ SR
“TERSRICE] ¢ L BRFIRER d WTVER U TR a BT L
B r’”. HP deS RAUBRE, ot L RS PAT
FH;aCARTEBRRNBIH I X;7ER RARBENWER LR
#3i€SRABHE 1€ T R YUBFHNBRHA TR,

adm’(d,Ki(a) ,K:(r),i, K. @) FRAE i A BEshAHE
EORAIN G BLSR R BB B B LR
2.2.3 RiEBH

A RE LB R G b LB Bh ¥ & (Console) M4}
SRR P MBS AHE (Agent) AR, BN H LW E MR —
AERSHAHE, BRFRAR R URZ LR ENRERE . AR/
%1% DAP.$14T SRP. #.LBRiEH R EHA #E. . BH
BAAR . “ELREN METE TR RGN D AR
23 SRP, BANRGEMIMEALE , h.OoBRSIER & M & BRI
BT RAHIIR . RLBEW M ER SRP. MHLTRE
J&, LB ER IR .

FIEBFHRAEHNBEME 1 iR,

Bl ZERBEIREREE

B, Area-A 1 Area-B R 5IHR] : Area A A K2R E
A, Area- A A AP F I, A HIM N ELBE A Fl A,
H 227 E& A FIENBRERENS, MU RLERE An;
Area BB Z21E B, AreaB B 41 53 AW N T, 4+ HI Xt
MELEE B M B,.

HERHEEERENF MRS LB REFHERTAN
M AMBREARMEL. ANBLEELREL2REES



BB T , BIE T —RE LB BWNL; 8 BLRE NP
BT B, BB ERRE P HE LR SIITREL, B
BFRR E AR R BT BG4,

- MBIXTE, Area-A 1 R Bl Code Red 45 H, 3B it AR B )
Hmg, E2VE A BLEAT“BEBTXS TCP 80 %t 1 5[A)” iy i
B4R Agent A RIRE A HBUHEE, B LMW R, T2
F4E Agent A; Ml Agent A, ,iEF 4% A F1 A, thiTHR
BIW R, ASERR R & A BB, TE Agent A, Bt
Agent Ay ERELRE AnWHR., HTFH Area B REHLE
5 Area- A PR EHIE , BIFF7EM BRI . Bt Code Red
T—HBRH HIRRATER AreaB, 3y T 3250 M by 6% B /%
3%, Agent A &L Agent B $47“FHETYT TCP 80 %8 046l ”H)
MR, B 1 PR R ERRANERINEF, BRRRBEE
BRBHIFHE. & ERLHH, =EREY R ERLE A>-A—An
M A—~A; , — R ZHEHE A—>B,

KIS BFREMNERMLR BRI T .

R —HBREEICH Ay Az, or, An s Ser, Al FRHEBRED
R (ERBF A, LHIER, A, XFBHE As, LI HE, B3
RE A, ZREKBIRF A Ser TRIER . BftricUA—FE
BRI HRAR. A Ta RN A Bl A B BITHRIT, reg
FOoRBBNER BB A, M A BIBKBI R %528 Ser Z BIMIMH .BAE
BRRMT

req, TAn s TArr—l PRI TA2 , TA1

BELHED -1 SR 2 S RBHBER. BE—#
REEMBRSER, ZHFCE—1HTH

Ta, :CAisAivysacta, sresa, s1:i?

TR A B A BT & WX R 2R ress, BATIE
acts, . MEIFHEFARIEN

TA{. " (A A ’KAI. (aCtAi sTesa, N)

BHEESERBEEN

Ai—>Ain (A, Ta, Y G<n)

HEBFEUE B A AASTIRFRE) A MAYHFEE
AR T, HE R LW R resa, H BUBE T Bk L HERX 3)
W A ARAE T, BSEHGE T, 360085, R4
%4 DAP,

% i=nf},A,—>Ser:(A,,Ta,);

Y i=n+18, Ser BEBIKEY resa » X RLEX BN TH R req:
(Ser,acta sresa_ st > BIFT A —% SRP,

B A PEBRNEROEBRANT

Ai—>Ser: (Seryreq) (An> Ta,") (Au-1, Ta_, )+ ( Az,
Ta, YA, Ta
B n M EFIRICPE SR EZRMNERA

rank(resa ) Z>rank(ress, Y= Zrank(ress )

TR —F P IBERINE TG —SRic PR ESE
MEFE AR . BEEA“RLREN " RAKERSE
BB R VR AR ARSI,

RN I BICIRIE Ta, : CAis A1 s Ka, Cacta, s resa, »
) (i=1,2,,n) £ LB DAP 3§ adm’ (Ai+1,Ka, (acta,),
Ky, (resa, ) Aiy Ka, (2:)) 3 B req % B SRP 2 acc (Ser,
acta sresa, sta) o
2.2.4 Hikpi

BRif:x RS H, Attack(z, ) BN = FIERRE L

BEFH ; Valid(re) RANE LR res BREREHE, B E
R HFE R REME; Search(i, z, Policy) TRl W &£ %
i 7 = W F RGP FREE W IRRE Policy, 1 FRHA
XACML Admin {55 #R KL, B Policy. a 1 Poli-
cy. r X RUKE B BT B 3 1 BB 3 9 BT I ; Delegate (z, y,
PrFa » ZHBRHAHE y PITHR Pro K, Pr 2 4l
(act,res) s Junior(res, sub) iR I B2 % res W T —R L4
BB B sub TR LB 4 7R Coequal(res, bro) iR A1 & 4
B res MIRRE LB E N B bro FREBRE L Ex-
ecute(x, Policy) &R x AT H LB 3K ®E Policy; Produce
(Policy) /NI HWg Policy, %7 DAP, MHERELE K
M ; Add(z, Policy) F~n] x M) HBEFEF &0 Poli-
cy; Credible (DAPolicy) | Fi DAPolicy. i By s 41 & %
DAPolicy , %3N, 8 DAPolicy W {5, EMARF,

P80 : ¥ Delegate(x, v, Pr)& T £ AR K DAP,
BHETRBARBE B, 5T FRF U, F 8 E Produce(Policy)
XHRT —H .

B RIKRE PR R EREAER, FUE X
FHES—, MBS x TR S, B BEREZ LR
BT —RiR BTSN, B T RUEw B K B, TR B4
B depth, IE“RLEEEM” P T IRARRESHEE;
M FER ., x RS R — R 2R A X R AU, H B
AR RIS, BRI HRBEHRDT

(BREL—

Attack(x,i);
Search(i, x,req) s / BEWEIITHISEMBRIAORE
if(Valid(req. ) { /(B x WK B LR EHRK
Execute(x,req);
}
else{ /BKBHATR x WMEBFBKEY
n = Junior(req. r,sub); / FWHEMFEZH T —REE
for(i=0; i<<n; i+-+){
Delegate(x, sub[i]. agent,Pr); //Pr. act=req. a,Pr. res=
sub[i]
Produce(adm); /4% DAP 3im#, Hw,adm. i = x,
// adm. d = sub[i]. agent,adm. a = Pr. act,adm. r
= Pr. res
while( (depth>>0) & & (Credible(adm))){
A REBIMABFLRE H AW ELETRE
#(Valid(sublil){ /EL2# & subliTAR
Produce(ace); //# DAP 4 SRP, K+,
// ace. s = sub[i]. agent, acc. a= adm, a,acc. r =
adm. r
Add(sub[i]. agent,acc);
Execute(sub[i]. agent,acc) ;
break;
}
else{ [/ H2HE& subli | BB, HMEYEERF;
m = Junior(sub[i],re);
PAT L for FEIF, LB
depth——
}
} // while
} // for
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}// else
(FHEHEHRD)
Attack(x,1);
Search(i, x,req) ;
Execute(x,req);
n = Coequal(req. r,bro); / 5i%% req. r R ELRHFILn 4
for(i=0; i<<n; i++){
Delegate(x,bro[i]. agent,Pr); //Pr. act=req. a,Pr. res=bro[ i}
Produce(adm); /i DAP 3N
if((Credible(adm) ) & & (Valid(bro[i]))){
Produce(acc); // B DAP 4 iR, SRP
Add(bro[i]. agent,acc) ;
Execute(bro[i]. agent,acc);

}

ZHIFE AXET XACML Admin HEESHRT
SRP #1 DAP,  ZRBILHHZI A REZ LB RE+
EFRFHIEHARENBRT . B E RSB HOFERT
BR IR R RIE, Fef ¥ LB T 40 8 2B E i FE

WAL ; FRER RS NBHZREFTLNHRKKER TR

BBl W 7 A R T AL R , 3438 T 8K B R L etttk s dE X R
FERRKKEL T RBICREENHEHIR, A EEE D B3
FIRAEHHBERE ., XPARKXMMN T ERRT R
FEHNHARMBRARE, FURBRERSE THILES
Bk,

BRANFBSHAERE, Flin, ZRHREE. FERHT{F
B AR EREHEE., T REZRFRIENEH TS
WREKB) R R R R, RSB W R e LREE, 74
B TR  BFEH S NEENTE LBIFEMRR M
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