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Mathematic Description of Intrusion Detection System Based on Immune Mechanism
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Abstract Intrusion detection can be looked as a problem of pattern classification, Since intrusion detection has some in-
trinsic characteristic such as high dimensional feature spaces, linearity non-differentiation, severe unevenness of normal
pattern and anomaly pattern,it is very difficult to detect intrusion by using classical pattern recognition method directly.
Nature immune system is a self-adaptive and self-learning classifier, which can accomplish recognition and classification
by learning, remembrance and association. In this paper first we used four-tuple to define nature immune system and in-
trusion detection system,and then we gave the mathematic formalization description of performance index of intrusion
detection system. Finally we put emphasis on designing an intrusion detection system based on immune mechanism,

named AIIDS, which has many good features such as multiple layers, distributablility, diversity, uniqueness, anomaly de-

tection, restraining false positive alarm, robustness, adaptability, dynamic defensive.
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