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Improvement on the He-Dawson Multi-stage Secret Sharing Based on One-way Function
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Abstract In the (z,7) threshold multi-secret sharing scheme, there are n participants in the system. At least ¢z or more
participants can easily pool their secrets shadows and reconstruct m secrets at the same time. He-Dawson proposed a
multistage secret sharing based on one-way function. But their scheme is one-time-use and suffers from the conspire at-
tack. In this paper,each participant’s secret shadow was selected by the participant himself, so the UD cheating is not
exist, And every participant can detect the cheating by any other participant. Each participant can share many secrets
with other participants by holding only one reusable shadow. And the group secret can be reconstructed in free order.
Furthermore, the new scheme can withstand the conspiracy attack. The security of this scheme is that of the RSA crypt-

osystem and Shamir’s (z,n) threshold secret sharing scheme,
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Withstand the conspiracy attack Yes No
Reconstruct several secrets parallelly Yes No
Reuse of the secret shadows Yes No

SRIFE AXIHT HeDawson FRER—KF R, HFH
THIIRERER, ATTRE T — 38 RIEH ZBEH
REFR, ZAXR-PEBRFE,.FHEISE5EWTHE
HZ25EHCER. AFATHERKE. M55 6]
MBI BERATE- A UE AN FRE, ABETL
MEBN AR E , 45 SO B AR A BT

2% XK

[1] Blakley G. Safeguarding cryptographic keys[ C] / Proc. AFIP-
S1979 Natl, Conf. NewYork,1979,313-317

[2] Carpentieri M. A perfect threshold secret sharing scheme to iden-
tify cheaters[ J . Designs, Codesand Cryptography, 1995,5(3); 183-
187

3] Chang D C,Hwang R J,Cientcheateridenti E. cation method for
threshold schemes[ J]. IEE Proc. Comput, Digit. Tech. , 1997,
144(1).23-27

{4] Chang C-C,Hwang M-S. Parallel computation of the generating
keys for RSA crypto systems[J]. IEE Electron. Lett. , 1996, 32

(15):1365-1366

{51 Chen L,Gollmann D, Mitchell C J, et al, Secret sharing with re-
usable polynomials[ C] // Proceedings of ACISP ’97, 1997 183-
193

[6] Chien H-Y,Jan J-K, Tseng Y-M. Apractical (t,n)multi-secret-
sharing scheme[J]. IEICE Trans. Fundamentals, 2000, E83-A
(12):2762-2765

(7] Chor B,Goldwasser S, Micali S, et al. Veri, able secret sharing
and achieving simultaneity in the presence of faults[ C]// Proc.
26th IEEE Symp. FOCS,1985.251-260

[8] Gennaro R,Micali S. Veritable secret sharing assecure computa-
tion [C] // AdvancesinCryptology, EUROCRYPT ’ 95, Lec-
tureNotesin Computer Science, 1995.168-182

[97 Harn L E. Cient sharing (broadcasting) of multiple secret[J].
IEE Proc. Comput. Digit. Tech, ,1995,142(3) :237-240

[10] He J, Dawson E. Multistage secret sharing based on one - way
function[J]. Electron, Lett. ,1994,30 (19):1591-1592

{11] He W H, Wu T S. CommentonLin. Wu(t, n) thresholdveri, able
multi secret sharing scheme [ J]. IEE Proc. Comput. Digit.
Tech, ,2001,148(3):139

[12] Hwang M-S,Lee C-C, Lai Y-C. Traceability on RSA-based par-
tially signature with low computation[J]. Appl. Math, Comput,
2002

[13] Hwang M-S, Lin I-C, Hwang K-F. Crypt an alysis of the batch
verifying multiple RSA digital signatures{]J]. Informatica, 2000,
11(1).15-19

[14] Hwang M-S, Yang C-C, Tzeng S-F. Improved digital signature-
scheme based on factoring and discrete logarithms[ J]. Discrete-
Math, Sci. Cryptography,in press

[15] Jackson W-A,Martin K M,O’Keefe C M. On sharing many se-
crets[ C]// Asiacrypt’94. 1994 .42-54

[16] Karnin E D, Greene ] W, Hellman M E. On secret sharing sys-
tems[J]. IEEE Trans, Inform, Theory, 1983,1T-29 (1):35-41

[17] Lin T Y,Wu T C. (t,n) threshold veritable multi secret sharing
scheme based on factorisation in tractability and discrete log-
arithm modulo a composite problems[J]. IEE Proc. Comput.
Digit, Tech. ,1999,146 (5).264 -268

[187 Rivest R L,Shamir A, Adleman L. A method for obtaining digi-
talsignatures and public key crypto systems [ ]J]. Commun.
ACM, February 1998,21:120-126

[19] Shamir A. How to share a secret, Commun[J]. ACM, 1979,22;
612 -613

[20] Stadler M. Publiclyveri. ablesecret sharing [ C] // Advancesin
Cryptology, EUROCRYPT ’ 96, Lecture Notesin Computer-
Science. 1996 ;190-199

[21] Tan K J,Zhu H W,Gu S J. Cheateridenti, cationin(t, n) thresh-
old scheme[J]. Comput. Commun, 1999,22 (8):762-765

[22] Tompa M, Woll H. How to share a secret with cheaters[J7.
Cryptol,1988(1):133-138

[23] He J, Dawson E. Multi stage secret sharing based on one-way
function[J]. Electronics Letters,1995,31(4):262

[24] Harn L. Comment:Multi stage secret sharing based on one-way
function. Association for Computing Machinery[ ] ]. New York,
2005,39:48-55

[25] YangChou-Chen, ChangTing-Ti, HwangMin-Shiang. A(t,n)
multi-secret sharing scheme[ ] ]. Applied Mathematics and Com-
putation, 2004,151(2) . 483-490

o 77 o



