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Abstract Masquerade attack is one of active attack forms in sensor networks, which will be a serious threat to the sy-
nergies among sensor nodes. A collaborative neighbor based algorithm for masquerader detection and identification
(CNAMDYD) was proposed, In CNAMDI algorithm, nodes can use initiative or slave alarm rules to detect a masquerade
attack and can identify the masquerader based on collaborative neighbor with volunteer rule of suspect set forwarding.
CNAMDI algorithm can work without the need of any underlying routing protocols and global topology information, and
the identification process does not rely on any cryptographic algorithms. Theoretical analysis shows that, when higher
density in local area networks, this algorithm has a property of low leak rate and high success identification rate, Simula-
tion analysis shows that, compared with simplicity algorithm, CNAMDI algorithm reduces averagely 25. 8% leak rate

and improves averagely 45. 5% success identification rate with only introducing additional 1. 19 sending packets per

neighbor.
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