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Stream Media Intrusion Detection through Interacting Protocol State Machines
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Abstract This paper proposed a novel model to cope with these attacks such as SETUP flooding, session intercepting,
malicious terminating stream media session and RTP assorting in stream media application based on RTSP protocol.
The analysis in this paper was discussed in a particular assorting model in which the technology RTSPSTAT (RTSP
Network State Transition Analysis Tool) was proposed based on state transmission analyzing and session management

in application layer. In addition, the performance of this new model was quantitatively evaluated, The experiment result

data show the processing method works well, specially characterized by fairly short delay of intruding detection,
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