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Abstract Network users need a new integrated solution for network security management,or in other words, unified
network security management. This paper discussed collaborative alert analysis, which is one of its key functionalities,
and based on a sufficient understanding of research direction,a basic network security alert analysis model was then pro-
vided. As for collaborative alert analysis, the main problem is how to guarantee unified representation of context infor-
mation, background knowledge and attack knowledge for security alerts. And the fact is that, a practical and efficient app-
roach is still lacking these days, which influents the realization of unified network security management. This paper in-
troduced the use of security ontology by means of OWL+SWRL based on CIM Schema for unified representation of in-

formation and knowledge,and aimed at proposing a promising approach to improve existing collaborative alert analysis

techniques as an important stage to realize unified network security management,
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BEefEh. NE—1TAEE, FTREH £ Avack(H) E R
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Vulnerability 3 ik 353 — H #), B 4b, #|FH Vulnerability %
28— Unwanted Event( BApF4H) ) & 4 , % Unwanted _
Event $f B4 —ZE ) Impact(FEm) , 7EXFEMR T, Counter-
measure i@ 17143 F§ Control (3§D i) 5 2.8 2> Threat # Im-
pact, F#,Security Policy (%45 #%) % Control L4 &
A B R Asset_Owner FTHIH K — N EEHM L LK
REEH,
4.3 CIM ¥ RHI OWL EX

R TEHAKES S CIM oA RS, MR SURE7 ]
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TIHEB BREEEMARIT AT — B B R T M %
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F R — IR BB 77 88 H ¥ @ (Remote Buffer Overflow
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BN E 2, BR— N ARFEE—E IR, R &=
ERSRUTREEMHATARIT . BREFREYE BT
FIERMG MERERHREETRRTENER, FIH
SWRL i 5 & X Rk AR AR R LB M B H I ETRME R,
FH LA EAY, FF SWRL (S ALHIE R £ M IRE S
5 JE R A NIRRT I AT IS (FT AR R RR AT A ASE B
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5.2 SWRLENX

T T 28 4 B X R4 AR Gt TR R R TR AR KR
i B R G % 2 ¥ DDoS B ) < Bk HL U 4 55 ] X SWRL
KERFLIIE S LA B

BHES L R A SWRL % E X H P — K KB
(RDF #0530«

{swrl; Variable rdf;ID="x")

(swrl; Variable rdf: ID=%y”)

(swrl: Variable rdf: ID=%z")

(ruleml;imp)

(ruleml; body rdf; parseType=*“Collection”)

(swrl;classAtom)
{swrl;classPredicate rdf:resource="# DestIPAddress”/)
(swrl;argumentl rdf:resource="# x"/)

{/swrl;classAtom)

(swrl:classAtom)
(swrl; classPredicate rdf: resource="# FTPService”/>
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Sadmind(? x,? y) A Access(? z)
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