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Secure Key Management of Mobile Agent Based on TPM

WU Xiao-ping ZHAO Bo ZHANG Huan-guo
(School of Computer, Wuhan University, Wuhan 430079, China)

Abstract Aiming at secure key management in mobile agent security, the key management tree architecture provided by

core hardware module of trusted computing platform was adopted. The key’s secure storage feature was discussed. On

the application to secure communication between host and agent, generation and using of secure session key were also

analyzed.
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HEHRBEE AR MBI EEERILER T Z MM %N,
MBI R EENS R RE TR %, BE, BE
BARETRA R BHNELHENRBHEREAMIROHEER
B, aBRERET, ABHNBTEELOAARE PRI
BEYAHREDATIE. BB ENMFTEE ABEFAE
8 A R S A AR B T R B B R A TR ) SR L SR B
DARHERZRE.

RERNSHRXREF WS AR & REB N
BRGNS HETEE Y R RARHRCHIE T —EK
BAR, B THEREEHARBRELLEMNHED Y, &
BIXLRFRTTERE BT HRE T E N — B AR LAY
REPHEREAR. Gl R B AR A% 2, R
AR T | 52 BE P A B0 N B 10 DA SE PR T LA A ) 4%
S h BT BT R AR T T 5 B8 B AR ) R A BESR AR
BRAENSEAPIERMRALAAS TR —EEL (0
B AR P RRES) B BV EE S AT F 8
AHIE X BT R IER M ECE A& 8, HFREBE R
R B R AR LA R B BT IR AR S

MERNAEE B UERAZLT RPHLERILRH
KEREZ -RREANE 2T, —BHEHRR WA
HELRBBRBAN2BLT. BHEELRE TR
A R CAR A EHE - RPN AR R, B —
FERHIRG TR . A GER A HR B A ) A0 3E 3 R % W il 72

2% H 1 2008-06-02
fEHHEF & LR % £ 55K (200850731373) % BY .

HTBEAEHEN AR HSA - PIENEZ NS, K]
TR S5 W& T HTIMER B REH. TXFE
hRYEHEXEBNHESHEREP OGRS LONES
AERIRR RN E B R, 3R AT ETE Y E (Trus-
ted Computing Platform, TCP)™ 4 4% . 58 {4 82 3k ( Trusted
Platform Module, TPM)™ $2 {1t i) %2 4 {5 {E 4R F1 7 15 0 77
BB 4H (Root Of Trusted for Storage, RTS), %54 TCP #43
REACHER, TABNIRBRAETHELBHER.
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o] {5 E B (Root of Trust for Measurement, RTM) A §&
WERBERAFE W T EE. RTM ENTENHE I
W, BF 58 8 BRI T RIS I BB R W O B, B T 2
TER . RIS E T & RE 3, 8t — R 5370
AR EET RIE ST, £ FEE®E"TRBP, 51—
BB RS E AU i 4 T — W B A, Se i B B,
L RER SRR X IR RERSE T &, HBIAF
FHRERZE 3. "TIEHRAH (Root of Trust for Reporting,
RTR) A28 Bk (4 e # $E02 TPM R Y (9 K 38 7 1
¥l f148 PCRs MRS R NAF. HAZZBHEZIELX
SRR e . R PCR AR AURA Bedia , T LT R0 B
RIFERIRF . A5 BFEEHR (Root of Trust of Storage, RTS)
RYFTR 64 TPM WEARBUIE. B4 LGF T HH™
A EAE IR INE R F 6.

EEBIOS b
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M1 R SRR B EERE
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A{EHHE T G 84rE TSS (TCG Software Stack) £ 7 4%
TSR EHS A L E B, 1R TPM S B F1 R P R =22 1A
HEOTE, X TPM B2tk R GI0E . Fg%
MRS FLS A EBMETEEDRE. TSS AEE LR R AR
HEHR, FTUEH . BNSAE. Z2RE . THEREM
TPM BBEEE, BE—EEEERN TP ERERE.

WAMEFE B MNEREHWE, TSS ikt m— R
KT EEOAR KB T OSHETYE. HEWaE . £T
TPM T aE R R — A O & B 4T TPM 8 [R5 15
w) s B2 TPM M IR (RS RIZ AR s 44 L BN AR T
RGO REN TPM ERMHESN.

TSS 4 5 = F i #3843 4 B, 2 5l & TCS(TSS Core
Service) F1 TSP(TSS Service Provider), TCSHHER A,
BEURERSEFTE, BRI ARSI (TCG Device
Driver Library Interface, TDDLD 1 TPM #47i& 5. TCS &
BT ILERRA MEARTIREME 2 TIRE . 8 E T CEE HHE
M OHAEHEMEITE RS, B TSPR4tE 0. TSP#EY
TCS kffffl TPM fThAE. TSP tuiR it T 3 & BT 17 X £ 50
RMAED, A5 T UEHE FHEBEMEZ2BESE.

TSS #7471 #2398 A (Local Procedure Call, LPC) it
251778 B (Remote Procedure Call, RPC) W Fh R F A
. LPC RHIRA S — I A SU=E s R A, 5 e iy 8
Bk B OS AR F—# R s iht = ia . RPC# g EHE =2
Z IRV ST — il {5 B FE R e 31 42 it A 42 A bk B HE B2 52
MHRRRIRAH.
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AERAN TPM 8 3 MAERZ WA (FHFER
RTS, A Dhfe#t & 1% KL R4 % 4 (Storage Root
Key.SRK), SRK kN 776 M5 ER A A TPM KN 35,
TPM R A FHEHAR, mE 2 iR, TPM RN
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MG RS P EE IS /NE D MET E R E
B X F AR A B A S B R 1S B B R 7R 7
TPM LISM AR & 5, RERE# AR A @S TPM
$RAEAY$E O 5K B (TPM_LoadKey( ) hi# %] TPM, & F
SRK #yFAEARR 538 AR AT IR T TPM 22 5h, R &
B SRK #1TR A B EBHE , ff % i B2 6 B0 TPM Bt
1T, Xt BERE IR — 8 SRK M E W EIEEF T RE
FEMLAERLEBIAELNFET. EF 2 WEHTERN
H,SRK B TENEHMULEWNE LB, B FER
F WP AR S E X R N T &
15 SLRE ST B I I R AT A St AN TR Y
FROUEH TREBEP . AMENEANNZEERER
R, EEEENE, BEHNESUE R HRTF TPM
ZHRAREHNERAFTE - ENERER . It EHEREAN
R PBE T TR R R A ISR A BB E RN
A A S IE B H i B4

l TPM

Endorsement key ERTH

[ RHHE] — e —
SRR ®pmproof | |

oo | FGEE | oo

B2 TPMHEHATHEARSEH

TPM @24 AP {75 A P BE 98 R84 A TPM AR
TheEmEE D . —A TPM M3 P 7E[E A TPM B, 62018 5
B8 TPM WA R P8 R E A &HW D 4 . TPM
£ BHC MR ES SRK f1E5% tpmProof 4, . BI 91 1R
B, AT IR TPM, H P abif= 4 TPM B 5
AM—-mEER., FHEHESRRSARE. A RRRE
FHRTHEREHD S LTBFAD K ks APL
AREBNFAURE . FHEH . SLEH . ShEHngE

TPM 2L RTS 35 APT 3 — 25 7] 57 2 . QR FEAE 2
s, XEGAFEY RIA TPM S8 A ENEE R X
SIFAEARVEHE A B A B4R 3 H AT X S RA A R AR,
QEATHEMS., NHEFHANTENEHANMEH, L
TPM RTS W EEH R, BHEAEHE KO EAE
ELARREHEHEE 5SARMN API 482, REBVEH
KRN APT IR AT, FrA 8 RTS EHNEHA S HAT
BAMEIHEMNEE, EITBFHHEN - TPM 45E, ft
U2 B 3 E FH %48 ( Attestation Identity Key, AIK) , I 5
AIK A RAE, AT LA aiF— 4 TPM ER A —4 TPM, &
¥ % 4H (Endorsement Key, EK) \AIK 1 SRK X} TPM B %
B, B SRK 1 EK £#%& A% TPM #. QFHATHBEGS,
ERERMERRETIBHFATHE LY TPM,

TPM MEHHAHEHOSMER DS, FHOSEN
AR AFATINE R E BRI, AEARKE L EBEHANALHA. R
AHTE TPM AEARE RS, — BEHABEIF TPM Y
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7 TPM WEHL IR EM £, TSSHEHER
TR 4558 ST AARE B9 43 R AR R B B R G5 4 3R SO
FREBRA, A 3 R, EHERRFEONBEITZRFR
HHEPAEH, i, 3 — ATk, A XEHREH
ZEFEH, LA TR NBEMNREA T EBRNEHE,
FIAEY TSS HEHB MRS OB EHLHE TCS K
TSP WA AL E P M. S800M0%EFEESE
M —FREIR UUID, x4 UUID 2 MFiR 8 el aE
HARRBEAEMNREWEMEL. RHENTLGEG
UUID A AR PEREVAFAFERNEMLEHAER
%, TEHNFEMERTLER BACHBRATTRHL
FHMEEFE@EN. KikE B E, e FEEEY
SRK, FE R 41 R T2 TPM {RiF B 4H FIBUE 27T {511

ruinany HERED
FEER FRER

A AABRE I ;ﬁmTﬁﬁmﬁl [(Rr26Esg
[(RrPtEZsy Armisss (AL ofEE%E]

B 3 TSSHLAMEEH

LGN P Userl B EZF R0, G FILNHE.

DESHAEFIRESG TPM YT &5, TR HRE
53] TPM ) owner R, & i SRK, b5 2 18 B FAEAR E
£, SRK FE47E TPM PyEB. B A LA B ST SUAERETESNED

DRIEEN - RI M RAE, 53] TPM MFA PR, #1T
PIBFMES BB B . BB G MRERF, 7 L4
F—BHEE TV EFHEEARBIEEEY. EHESZR
#, TP BT L.

DYUARFPA A TPM it FEHRE N H o/ —
MR P MEEES 3 ST A E .

OYAFFEFERHHBTELN, W TPM & 2%
ROESREIER PSS T4 TPM LU A P RS S8 E R
RKFEARE W TFHEANAPNEZE.

3 RESWH

EHSHEZ FHIAE

PABE THEXI RIS IR R AL E R B A B, AT
B EMBMAEY SET TSS HHEIEMR F R G A A E
B A A aME— AP ID MR, HEE A S NE
F/ RN B EHESEA M — 7R UUID, BEH
FEAMFVE LR & 28T, Sed R @at UUID 7Ek
AFHEXFERRBYE SR HEEMENLESERS,
HEMABTHAY. METHA#ERTH, £F TPM 8%
WRAMEH. BT B A ST NE , 38 F B S A%
U, 225 PR F - U7 X BAIE( 1T .

EV SR K% L8

AR BB SR G2 H M — 2 8E U F
BEAMREHNYG LB — 22, TREEERSIE
HHRH TXHE B AT IR E e A2 B, R H%E
A& b e DA SRK S AR i 344 S Sl e A AL LA B (R 2L
REMEH BT ILE, P& FWHMTRR SR T %
RAZ S EEHR WTTIREE T8 R L F R
HiF.

EHSRE 202 28 F R R PR il
mnE 4 B

A (Mobile Agent) , P (Platform)

A-P: Dy ; HARBEWENL

P~ A: Np; 128bitFEAL#

A~ P: Na; 128bitBi#lL%
A: Kp~a =MACsrk [Ccomm » Cp» Np, Na]
P: Ka ~p =MACsrk [Ccomm » Ca, Na, Np]
P -+ A: Responsep=MACKp - o [Np, Na]
A = P: Responsea=MACKa - p [Na> Np]

AR

P: MAC Ka - p[Na» Np]=? Responses
A: MACKa -~ p[Np Nal]=? Responsep

P,
A,

B4 RE5FE 2R 4058 A R  E hil

HTRERE R, BRI AF G X7 AT LU R Y
a7 & B SR — PRIV BUE — L H B A
MEBEHERLEGUEFE LR L SRK AR5 AR, AR
SWEEP Kawr F Kowa o SREDT IR EAELLHE BN
HERS MAC, @3t MAC B 5 5 D8 {5 B B B E K
MRS Fh DT HEEARR . NAFSEEY
A BUER Sr FY LA S R Bt (3048 XU R A i B T RO 4
— A HRME KRR W B, 5 — T HREEMRIE WL,
H EX RS E AT LU T LAPRAE T TSL B f7 i &
2ifE.

SRIE HETEIREBRSHANLARENZSIH
RARHE THERS,F S Z EAAE SR
BB S URBSHRENE LS,
ARERREE T EBFWHEEAR, MBERTEREE P M
RTPEAEAL . il R MG S A AR B I b A X R 25 5
i, — BEARRRIER &, WELHERMAE L. FHA
RIEESEE T X, R E 2B E WS AHE, &M
RT, REBERBMBEGTE AR - MRIFWLE, £
A EE RS AR — N ER LR, IRAREEE B A B R
HER B4 E—MRRMRPERZELEAR. FENER
G EHIMERUE B E AT AT RRERZ T Bt &
HREHITERRBEN]. EAEFERRRS, BTE X
MEREE LS TPM R R, T2, RAEE BN
B TPM A BB R GBI . XHE, TPM B0 T R G A 15
MEMRER, ERBT BN REEHEM. IRFITBEYE
L TPM SRR AR O R, 18 SCT & F R [ 26 B B 35 419 04 7
G T HBREME R AENRE TR EETRE
PARBEME LRSS, RO SRK ARFENRETHE
AR B RERERAETBRE N ENS =T, A
B BB B BE (F BEAT AR BE LR TP ERAR KB ISR T B E M %
IR,

& % x o

(1] Trusted Computing Group . TCG Specification Architecture O -
verview, Specification Revision 1. 4[{OL]. http. //www. trusted-
computinggroup, org. 2007. 8

(2] Trusted Computing Group. TCG Software Stack (TSS) Specifi-
cation Golden Candidate 2 Errata 3c. November 2005; TSS
Specification Version 1. 2 Level 1 Errata A, Part 1; Commands
and Structures, March 2007
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