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Abstract In traditional anonymous routing protocols in mobile Ad Hoc networks, forged route control packets can’t be
distinguished and too many public key operations make the route construction delay too long. A new secure anonymous
routing protocol based on neighborhood authentications was proposed to solve such problems. By anonymous neighbor-
hood authentications using temporary identity-based public key, shared keys were established between legal neighboring
nodes. In anonymous route discovery process, route control packets were hop-by-hop authenticated and hanlded. Such
schemes ensure that the forged packets could be efficiently distinguished and nodes en route could handle route control
packets by symmetric key operations which decrease the total route discovery delay. Theoretical analysis and simulation
results show that this protocol can resist DoS attacks based on forged route control packets and has lower route con-
struction delay than traditional ones.
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