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Design and Implementation of Process Checkpointing System Based on Linux Kernel
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(R&.D Center of High dependability Computing Technology, Harbin Engineering University, Harbin 150001, China)

Abstract As a popular software fault-tolerant mechanism, checkpoint and recovery technique can be implemented by
two modes: user-level and system-level. First, the differences between the two modes were discussed. Then according to
the Linux LKM (I.oadable Kernel Module) mechanism,a method was proposed to design a process checkpoint and re-
covery system based on the Linux kernel. Checkpoint and recovery kernel module was implemented using the Linux ker-
nel thread. Based on this kernel module,a checkpoint library was constructed in the user-level to provide corresponding

interfaces for users. By using some selected interfaces, the particular checkpoint and recovery algorithm can be imple-

mented effectively,
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3 FERHILIT
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(1) HBREH R

stop_process(pid_t pid) : B pid ANBEBELRE
VAR getpid O RPUS DB M BTH P HEIRR S, lREDIRE
EFHZE TR P H R HETT.

unstop_process(pid_t pid) : BH pid 6 L EIK pid {H,
WRBONEER X4 $E R R A R B S A RS R R 52 R
& EFESHE.

(2) HPRRBEBRFERE

int ckpt _ store Cconst char *filename, pid _t pid, int
flags) : BH filename RFRAFRE RPBIM - pid AR
AP EBRWIRG, flags BB B B FT EIH B : ckpr_code_
file Fl ckpt_share_library. #5¥EEERT— 0N FAESERE — 3¢
e P RB B, BT, E—BRIF T A E
T 5 25k R IS — TN AR L B %, BARFFGE .

(3) BHRRTIKE B

int rollback_restore(const char * filename, pid_t pid) : 5
¥ filename RF[RE BRI 4, pid RFEHBPRE A
FHRERIRE .

4) HBHRIC TR

int message_store(int msg _ from_pid,int msg _to_pid,
char buf [SIZED) : B8 msg_ from_pid K K 2% 8 B W #
B msg_to_pid {RERBBH B M B, FREA buf RFF6E
HEABTHNFEWX,

(5) FH M BKE R

int message _ restore ( struct Message “message, pid _t
pid) : B¥ message Be— 0 H BRI ER, pid
REWRE HEARRR, BIFRITEIRE pid MK B SR
SRR BIFERXAHE BHITIRE .
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int process_ckpt( pid_t pid, char *name, struct Option
*option) : BH pid A P HBIR NG, name BRIFRE R
RIS B option REMBIRE TR, BHLREE
AR R BB, BT LURSE AR R M B AT A R R 2 R R A .

(2) B #HEER SR 4 0 R R
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int process_restart(char *name, pid_t pid) : ¥ & name
BT AR AU — N R IR E HE T .

(3) HERE SR

int set_ckpt_incremental(pid_t pid) : R TWE R AR
FRFIBE AN X EEEEBRRE SR, A RE—1
K& SZSE MR mprotect O FHTAF M 2T AN B S
BN i, U3 — MR U EHITERIEN, RERSHE
B —4 SEGV 55, Xt T il M BRI E Aik-
B, B REERICHN diry, YiIEE T~ MR, B4E
B dirty” UH .
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int ckpt_compress(pid_t pid) : X FAIERER B B 5L
B REL AR A EEBREER THASEIEES JFHE
HEREPBESN A REERMERAGITH. REGER RE
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(5) MR FEZS (A FH R AE BR B

int memory_include_bytes(caddr_t addr ,unsigned int len) ;
TR S P AERAMIE Y addr KRN len FIRTFEL.

int memory_exclude_bytes(caddr_t addr ,unsigned int len) :
TR S PHER R G N addr , KR len FIRFFERL.

4 REHEREIEM

R FREE A . AMD Athlon(tm) Dual Core CPU 4400+,
2.31GHz,1G HfE, 120G T8 £% .

MABRFRAEERER, UELRAAGSTRIER
BERESREEKE.

BRI AL TSR, (U6 A BRI AL A Th R
X o7 F S AR UK 2 bR B B BIR R IR BEE ik 1 BTsl.

£ 1 AUIAEERIREN SRR E

EERER REAE LR & E KD XTI L
¥ % #t  (ms) (KB) (ms)
1000 527.4 963 95, 2
2000 542.1 996 96. 3

& 1 FEBET LR B R A R B MR K E A
PHBRE R RIERSEHMN,

SRJE BATTREA S Sk %t B P AR R B 2 15 Be B
YRS, 3R 3 B 2T SRS , Xt 7 P AR AT R UKL 2 AR
(CK1 #1 CK2), Bk #4E Z M M IR RR % 2 3500ms, I
Ik 2 Fro.

#2 WERESCRESHET MR

WEHE FREER 3
S T ﬁiﬁ:’h 2341
BERBH () ()

CKl1 526.1 960 93.6
CKz 47.2 69 94.7
CK1 540.7 992 97.1
CK2 45,2 63 95.2

1000

2000

3 2 F RO AT A, 3 AR AR R BUR & U (CK2)
FITE BRI B 1) LA e A BB 2E A5 SCHFI K /N 5 58 — IR (CKD)
ML B TR, X ERF A B RE S BB A

B F RGBT 5 R 4 B B ENBE K

(F#% 214 30



400
300

200

kAR 4

0 12 3 4 5 67 8 9% 10 11 12

B3 mEHEaER

BRIE  ASGHT Web 23 MBUR BB T EFER, 4 b
T—"1 Web Al fFHFN RS RE. FH Web %l 43
2, TR % ol BE , IR I Web ARG HIZHLA KSR
AR P 69 O F I B A 8 SR AT I S P4 25 T BE » AT A5 3
PRI — Az 8 B 45 RN AT (5 B ATTERTS Web F2E48 10 7T 5
BERIR MR BRAGE R LURTE BoR R a5 45 R AT AE AT
LTk BT T RSB, (2 iz s [ R HL
o HFZER Web EHBERIZH . AT~ THEK# 2
R A R AE VI A SC B SRR, LUK SE e BT 1 P 45
R,

2 % XM

[1] Zhou X,Li Y, et al. Using Information Filtering in Web Data
Mining Process // 2007 IEEE/WIC/ACM International Confe-
rence on Web Intelligence. 2007 .163-169

[2] Michael C, Hsinchun C. A machine learning approach to web
page filtering using content and structure analysi. Decision Su-
pport Systems, 2008(44) ;482-494

[3] Ridvan S, Kemal T, Novruz A. A new approach on search for
similar documents with multiple categories using fuzzy cluste-
ring. Expert Systems with Applications,2008(34);:2545-2554

{4] Manber U, Smit M, Gopal B. WebGlimpse: combining browsing
and searching // Proceedings of the USENIX 1997. 1997,1

[5] Sun A,Lim E P. Performance measurement framework for hiera-
rchical text classification. Journal of the American Society for
Information Science and Technology,2003,54(11);1014-1028

{61 Yolanda G, Donovan A. Towards content trust of web resour -
ces, Journal of web semantics,2007(11) :337-358

[7] Kristin R E. Behind the Web site; An inside look at the produc-
tion of Web-based textual government information, Government
Information Quarterly,2004(21);337-358

[8] Laender A H,Berthier R N, Altigran S, DEByE-date extraction
by example. Data & Knowledge Engineering,2002, 40(2),121-
154

[9] Lin S H,Ho J M. Discovering informative content blocks from
Web documents // Proceedings of the Eighth ACM International
Conference on Knowledge Discovery and Data Mining. ACM
Press, 2002.588-593

[10] AlbertoD, Antonio G , Pablo G. User - centred versus system -
centred evaluation of a personalization system. Information Pro-
cessing and Management, 2008(44):1293-1307

[11] http://lucene. apache. org/nutch/index. htmi

[12] BT, £, %5 WWW Rz 2k Rt WCSWLTD R4k
KR ARRIEEIR, 2007, 21(1) :44-48

[13] Efk,3KAKHE. % TF Bayes WA M AE(EIR]L £ FHkE
BRARRKSMEHEHEFWEALRE,2008

(EBF 194 5
REAIRENEMZ EL 72/ P2 BRI . SRR
AHEA REFRAY otk BRI RS R T 4.

Besb i proc XM ARG AR E G REEM T A
B ORI P LA AT 808 S0 s R kAT S S8R, T B
RiG. RBUGE QBT F 45217 : flag= = checkpoint, F B 4K
R EF AR, 17 flag= = recovery, /T K MK
R S BITR B0l A A RCR S BT AT .

BRIE AXFMENATHPARHBRESRES RS
FHBEERRES BB, I E L ERL A Linux
WEBEHREIT LI T T Linux HENHFERASRE. i
Y RGBT R TERBL R TARRR FEAH T
JUA EZ R B R AL R % B HITIRRSE B, B G X R G m 1 RE
BHTREEHN, KR E N SWE REEWITRA RGN 8
Rt REFRY AT Y T LB Al 4R A

2 X M|

[1] Jose C S,Petrini F,Davis K, et al. Current Practice and a Direc-
tion Forward in Checkpoint/Restart Implementation for Fault
Tolerance // Proceedings of the 19th IEEE International Parallel
and Distributed Processing Symposium, 2005, IPDPS”05. April
2005:19

[2] Elnozahy M, Alvisi L, Wang Y M. A Survey of Rollback-Reco-
very Protocols in Message-Passing Systems. ACM Computing
Surveys,2002,34(3) . 375-408

[3] EAEF XY BER, ¥ —FETRESNBERE SHE
HEBRLELT]. 5 AF#H.1999,10(1):68-73

(4] #BE WARK HMHARRLPHRESE R HENFHK,

« 214 -

1998,21(4).:367-375

[5] Sancho J C,Petrini F,Johnson G,et al. On the Feasibility of In-
cremental Checkpointing for Scientific Computing // Proceedings
of the 18th International Parallel & Distributed Processing
Symposium, 2004, IPDPS’04. April 200558

[6] LuisMS, JoaoGS. System - level versus User - Defined Check -
pointing // Proceedings Seventeenth IEEE Symposium on Relia-
ble Distributed Systems, 1998, ISRDS’98. October 199868

[7] Meyer N. User and Kernel Level Checkpointing // Proceedings of
the Sun Microsystems HPC Consortium Meeting, 2003. April
2003:15

[8] Tannenbaum T, Litzkow M. The Condor distributed processing
system. Dr. Dobb’s Journal, 1995,25(2):40-48

[9] Plank J S,Micah B,Gerry K, et al. Libckpt: Transparent check-
pointing under unix// Usenix Winter Technical Conference, Ne-
wOrleans, Louisiana, USA,1995

[10] Sankaran S, Jeffrey M S, Barrett B, et al. The LAM/MPI Check-
point/Restart Framework; System-Initiated Checkpointing //
Proceedings of the LACSI Symposium, 2005. LACSI’ 05. Octo-
ber 2003:479

[11] Gioiosa R, Jose C S, Song Jiang, et al, Transparent, Incremental
Checkpointing at Kernel Level:a Foundation for Fault Tolerance
for Parallel Computers // Proceedings of the 2005 ACM/IEEE
SC| 05 Conference, 2005, SC’05. 20059

(127 Paul H H,Jason C D. Berkeley lab checkpoint/restart (BLCR)
for Linux clusters. Journal of Physics,2006,46(3) :494-499

[13] Zhong Hua , Nieh J. CRAK : Linux Checkpoint / Restart as a
Kernel Module. Technical Report CUCS-014-01, Department of
Computer Science, Columbia University, New York, November 2001



