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Research and Application of Software Security Testing Based on EAI and AOP
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Abstract Improving the easy operability and reusability of the software security testing method is important in soft-
ware engineering. After introducing the security testing method of fault injection software testing based on EAI model,
this paper presented a security testing model called as AOEAI and a method to carry out fault injection based on AOP.

The testing results in application programs show that this method is not only effective, but also has the characteristics

of easy operability and reusability.
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RERBOMIE FATRARZ ST, e b, R R H
ET EALF AOP W3k 4% &M, BIR H AOP 75k
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E1 AOEAI 4% £MiARAEIRK

AOEA] H— M HITHB K -

AQEAI = (FL,FT,FIP,FK,FD), Hb, ZFndHNE
MAF .

(DR E AL B (Fault Location, FL), MR AHZERTE
MRS A W) R B 3R R S SR B A 1R v A VR T RSP IR 4
REAS MR RFELTENFEEA N SR AEEFEHR
HEAR, REAREREABRREABENNHREREZE
FARR, MHERERREAERRERENNHRELE
ZHRIEAREIR.

()8R fh & & R, (Fault Trigger, FT), iRtk & T
AOP “UI AR -E R HIHI L H, RS R 3L B Ak (B4R
WRIEANE) E LHEH S (oin point) , A5 E 3 YA & (point-
cud EEEERES . ERARBFEWNRPWES, EWLE
ik (FEH 1 R ¥ A RS AT 3 — M 3E &R i T T
BER B ROB AL R ECEOIITE. DALSBE
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PR . BRI R, AT AR R E AR
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BB S BPE R T 0 4R e e X e i B AL BB AR,
aspect 1, M “IREHR” LI ME"WIE R EABIRGE H, L
IRERIEA.

(R HKR (Fault Kind, FK), EAI R EEIR AR

« 170 -

B 1 R, ATRE L SRR M P SR So iR B P A SE iR R IR AR
BT U A e R A SE i SERR A ST PTRE I
BRI R R G R R .
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BEIRERFEASL Hiht FREARBEGER EABEK
BER HREALGR,

AOEAI R py BAR LB B R LU T IL 5

1 R EEANEIRER(FK),

2. B REANME(FL),
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(FDHEREAFTRFP),

4 TERRE AL B S R REAR BEIEL (FD),
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H— AR ERERE A, R TFENRENFES
BERERTITT— R M E SR &\, 73X 'R
ESCHZTA S . xR, il M AOP B AR #E, AT
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RAER M REAFTEAL, RAOEREARE 5 REST
] 2 HtE.

5 BB

5.1 SQLEAWENREIR

#1 T AOEAI # &I 2 7F WenLiang Du % AR EAT &
YRR R, 2 SO R 4R Y o 42 B Y BT A 7T RS
R#A (Fault Kind) 9% £ RN LH, TR BB HAIrSA
LR - LR, FFHRIFET AOEAT BRI LRI I
SRREERAI B .

H Web BHEE R RGP, F P 5 RuT AR P 2 MEn
R—HMAMMHPRA TERFRAANTES, ARER
SQL HEAKEHMBEIEREHE. SQL EARGHHREART
& BRI H S A AN AR RA XA P A MBI T
ERARMEEHRASRE, £RFPEAFNTECH
) SQL #EAI™, SQL ARG RA T B BEAEER
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W BE . Union 7 A, select HE A\ Delete # A . Update ¥
AT, BREZ B UMEE sol IEMHTEEERE



B ECFF AR B ik, B R Bk & ol LU B E R e sk
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R AOFAT IR M T2 WK 2, A2 3C T X Web 3
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WA Web BB R4 R A J2EE 38, 3 £F Hi-
bernate 2 AR LB KIFANL .. B R SalServer 2000
SP4,AOP LB T H 2 AIDT®, R4+ —1 Action %
LoginCheckAction i T8 8| A P i A B P & FUEG, 3
T8 RBIF. LoginCheckAction ) getUserByLogin 7 1 #
AP ZNES  EASEEREFEZAF IFHEEH—TH
F1(Usen 3., getUserByLogin J5 BE B SEBARTB I T B7R «

List{User) getUserByLogin(String userNarme, String userPassWord) {

try{

String queryString="from User y where y. dengluming=""+userName-"
and y. mima="+userPassWord+"";

List(User) result = getSession(). createQuery(queryString). listQO ;

return result; }

catch( HibernateException ex) {

System. out. println(ex, getMessage());

return null;

i 2 PR, 3 T sal EAREMELMKETT -1
& HE Sqllnject, ZH HE X — MR TIA S EE%
—EE Y sl EARG L., BAMRFEWENETE
A2 ERATENRHEMN sql 2WK, LoginSqllnject 7
#& Sqllnject, $t XA REREE LWA K. LoginSqlln-
ject EI AT LAGE FIFLAC M b 3 19 sal i A ek, Al L
HREX sql it ik, FEA LR, getUserByLogin J5 ¥ 2
BEWANFREAME, W E LERER FEBEH (a-
round advice) 3{ZF getUserByLogin H S ——B F 4
FG,XBLEE P REA SQL BEHME M.

public abstract aspect SqlInjec
abstract pointcut Squn]ectPomt(Smng Name, String passWord);

ectlon(Smng Name, String passWord){...... /I
EERRT R, T A
setSingl eQuoteanecuon(Smng Name, String passWord){......

W%iﬁmm%m Name, String pass’

String]] setUnionInjection(String Nm’]’kam éﬂﬁ ﬁ)\&#ﬁmfﬁ}

String]] setSelectinjection(String Riame, Smf?;gﬂ E)‘U‘“‘"‘mﬁ)
...... A . Nselect e

}
String[] setDeleteInJecuon(Smng Name, String passWord){
String{] setUpdatelnj E"’E(?Mﬁﬁ Eﬁmlewm&/} )
tring[] s telnjection(String Name, String passWor
...... //&E?ﬁ%*ﬂ A\ UpdateBCiti
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public aspect LoginSqlInject extends SqlInject {

pointcut SqlInjectPoint
(String Name, String passWord): Class LoginCheckAction
call(*getUserByLogin(String , \
String))& & args(Name,passWord)& & within( % . ]
LoginCheckAction); & Llst.<User> getUserByLogin
Object around(String Name, String passWord) : * (String userName,
SqlinjectPoint(Name, passWord ) String userPassWord)

§// ¥ setinjection......; §

return proceed(Name,passWord);
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Xt Web BHE B RAH sql ZLWIKLERME 1 Fr5.
HPFEET L A#IEE LoginCheckAction 28 # getU-
serByLogin 77 , 3 A B 8 4% {5 & & (name: myname; PW.
mypw) .

F1 Web BEERFERREN sql Z2WHZAR

Sql E A XA ANFHERE BANERNER
¥E 23 #  Name:myname or 1'="1 PW.mypw iiiz%ﬁ'
5 " RO H Y.
H B % # Name:myname—PW.mypw SQIException
Union 3% A\ Name:myname union from User u where w. ~ RZ&# H 7% .
& dengluming="200610303014 ; PW.mypw SQLException
Select 3 A Name: myname’; from User u where u. den- 2? fﬂ'ﬁ;zi
K& gluming="200610303014 ;PW.mypw oo ’

Delete ¥ A Name: myname’; delete User u where u. den- i‘? §§z§
% & gluming="200610303014 ; PW;mypw o TN

Update 3 Name:myname;update User u where u. den- f&?i@gi

NK & gluming="200610303014 ; PW.mypw .
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