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Abstract DBlock algorithm is a new type of block cipher algorithm proposed in 2015. The packet length and its corre-

sponding key length are 128bit, 192bit and 256bit, with 20-round iterations of each. Based on byte fault model, the dif-

ferential fault analysis on the DBlock was used on the key expansion to import a random fault in the 17th round, Experi-

mental results show that the analysis can recover its primitive 128bit key only by introducing four fault ciphertexts.
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