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Abstract To deal with the issue of modeling and designing trusted collaborative systems,a RBN-T model was pro-
posed,and the trust guarantee mechanisms and their policies were also discussed. To illustrate the usabili:cy of the RBN-
T model, a modeling procedure based on RBN-T was given and a case study was presented, RBN-T raises the normative

role based management approach toward a higher level which facilitates the concerns of trust into the early phases while

developing trusted collaborative systems.
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BRIIMR R E RS H) - F X3 (context) , Al TR FR
BP BEMISMAREREE, A 1 iR,

Norm based system model
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MHBEHNAES, € RBN-TER P OE 3 M FE
R PR ALTE (RBA) , X &4 BL M TE (RBO) , A BB M
#E(RBP), B— M TFERFUMACXMEEES AW
EHEESERIAS IS, R M aX W 3 4
MEFHEAZEAT—MERZP, X3IMHABFERTGLUE
BraA TR THEA, RS U HEE M FRAL B
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FAE XK, B RA-T+RO-T=RAO-T, RA-T+RP-T=
RAP-T,RO-T+RP-T=ROP-T,

RAO-T

M2 RBN-TREMTRASEHNE
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TR E XX 25 , AR I IE X% 8 (Deontic logic)™ 2
KMRIM TG R, Hb, permit(p<ld|p), forbid(p
<d|p),obligate(p<d|p) 53 HIRRTERTFR d BliXZ |, IR
&Mk p BSL AE X5 ST IETHE oo BUSN, HANTIA
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B4 PHS REMEFAEONMEEE

4.2 PHS ZEGMEFESABTEER
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BEAL, LURESESTERZE A, /LB B 5 FiRK
RNS ., HEFEFEFACKERBAAPIE.

Go & @D &

BRRHERA
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T A RARE
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LEFFR
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B 5 PHSRZEMEGAERAERERE

4,3 PHSHIfGaME
Z5t BRI ET I AT LB A SRR L U IR L
i, PHS ZEMTE - AEHEIME 1 .,

# 1 PHSEHZHAGHN

#E RE FT? K e
EHERE A E W R o ,
fE ARRECGEE AEBR.BX ETERHLE DREMTER MBRTMIRT  DRERRAET A
2 BHEEAEE,
®EEE
‘ . \ IR R R R B R0 R R B, F S
SRR OE FEELE M RN R KA \ Lotk
am  EARREEE et HRABRE. TREAVRECHRENRART IR,
0 R B R A B B A R R
‘ ‘ . T T PP I g T R e
EREL. |
FUR EAEREL EARFEM L on B, RO REEL —ERE 0L T R RN, EHH
EFHEAE.
SHEMHFTEHEE,
5 HXI%E -

EFACGHAANBRLADRRENERCEFSH
RXE LY FEANE—NBEENHL, RO EB
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PREEAL] , (EFERK f4 FF & B a0 o] o FR A B o R e . Uk
Bl TETACHDEREMNEARE, FRE -8
FHAEHRHESER E-CARGO, B E-CARGO B &
EFAe, BFRE AAENAELE, WRHETEEFEE
B, XE[7TIRE THEZENREMSAREHEERFER,
FHRHMNHS TS BB RSHSUIN R BEOFE RIS,
PETI AL B H R PR TR R AT EAR, FH iR — B Sk
FoRHLN AR BRI R A A Bk AL,
XERCB I B F A AN PMEX REEHT TiHe Al —&
BEEFNRZRFS BRA A B DRRGER, R H 1T
wihRXRPHMAEAERE. XROOONERTENAE,
TSN FH £ 665k B2 57 U ) SR B B v, SCER( 1042 th AL
EHAEREEDIRRGAR T, 1S T R E R X
BEFX— B H N FHIT T FRw. CEL11]4HXT agent
HAE A IR, 38 T X T H AR S T R A AT SR B .
ZA3CH 9 RBN-T 7k sy BAR 53R 7-11148 — @ L. E
kR ELAARRK . AT X R R G M P E -, A
RBAC #RIFF I, AT EAAES, MA DTS BEE, &
BB TEENTEHRRGEEE, IR TET RBN-TH
BN EAFRIBSHE - BER, MZEI— T ERKE
FtERIFRER. BRIV ETLIBIERN LRARR TN
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% RBN-T FA G RIRE M RBYE T —FBEEFH SR
B, R AR T RBN-T FEMIF & PER —LHEARR
AT BRI R — 2 B, a0 0] AT AL i 07 B R R
RBN-T 88, UMETEEK B sh T 5HHE.
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ZEHRRETHM RARRESELMEL T RBF
AR, TG W R R E TR IR RN FERasBIE
PMRE, BRXEEFNAXMESBAEBEAREN, N
AEETVUAXRFEAXEHFRIFAEE. N52EESET
RE, ARNWEBEERSTATAEL. RrkntEZEEE
REBBREFF, BEA MR R BT R AR
SHEMERARS. Wi Xt RLE BRI LRSS W, 58
BRE—-ZFIREFENNT.

2.2 SRIQUSHF

AT BAE BYM A 478, 30T T F AL i DL R 45
ot B3 REEHMMEFT I —1 BPEL # BVM., LK
b R AR T 28 2 NuSMVEE!, NuSMV LR R4 1
BRANSEERARHRBEISA. EEEHEHLE, B/
ERMBERYE”, BUFA - REHRENEA. LBPH
BAIER T AMEAT A AT R PIT RIS R T 2.

If (timeout=false AND n<10) {n=n+1;s3}

If (comp=ture) s2 o] If (timeout=true OR n=10) s4
O
' compensation
If (comp=false) sl

complete end
K3 ZBdd BVM

SIS R NuSMV ML MiE & k%5 BVM I
HEEE. B4RBUTHR FEEXTHRENEELSGH
FFFRAER PR,

MODULE main

VAR

state: { complete, compensation,end } ;

n:0..10;

timeout ; Boolean;

comp: Boolean;

behavior: {sl,s2,s3,s4}

ASSIGN

init(state) : = complete;

init(n) : = 0;

init(behavior) ; =sl1;

SPEC

AG(state= compensation->>EF(state=end))

BT E5H 3 IR complete, compensation $1 end, 3
RIS BVM F8 S, timeout,compEV, , 453 HIFR B LR
B FERFAEMEITHN. n€ Ve, BRIMEEHZ N
OEERPREERER 10).

LERME—ERIEIT NuSMV, ZRERERBE AR 3
PR, MRFLEERW RN AG (state= com-
plete ->> EF (state=compensation) ) , il NuSMV #i& = DL F
B8

-~ specification AG (state = complete ->> EF state =

compensation) is false
- as demonstrated by the following execution sequence
Trace Description; CTL Counterexample
Trace Type:Counterexample

-> State:1. 1 <{-
state = complete
n=20

timeout = 0
comp = 0
behavior = sl

ML ESER R LIE H, BVM 7E NuSMV H RIS T H #E
FREWE RS IR BN AR RS,

ZFRiF AGHETH BPEL N ABF &N BVYM )
B, M T — LB B T 9125178, BPEL R AR )F
HEME R FE-MERERMEEZEESR, i, BPEL £
B TR 5 &5, ARERT N ARTEN A
B HE. BVM AL EBA T EMET A R0, ok
B TAERAZ BVM H gh#E8 o RS PR M AE S (O
REFRIERENES) , BB TR B IE RS W EREE N
BT, PRt RIS AR )R T RE MRS A RN RESS IR,
FRERFTI BVM i—4 R4k,

2 % X W

- [1] Curbera F,et al. Business Process Execution Language for Web

Services. Version 1. 1. BEA, IBM, Microsoft, SAP AG and Siebel
Systems. May 2003

[2] Clarke E, Grumberg O, Peled D. Model Checking. MIT Press ,
December 1999

[3] Koehler J, Tirenni G, Kumaran S. From business process model
to consistent implementation; A case for formal verification
methods// Proc. 6th IEEE International Enterprise Distributed
Object Computing Conference (EDOC). 2002;96-106

[4] Nakajima S. Model - checking Behavioral Specification of BPEL App -
lications. Electronic Notes in Theoretical Computer Science,
2006,151(2) :89-105

[5] Zheng Y,Krause P. An automatic test generation framework for
BPEL web services. Technical Report. England; University of
Surrey, 2006

[6] Huth M,Ryan M. @I BYR M HNEER. REFHSH
HIM] . 5 PR Tk iR . Spinger, 2007115

[7] Sharygina N, Kréning D. Model Checking with Abstraction for
Web Services. Test and Analysis of Web Services, Spinger,
2007:121-145

[8] Cimatti A,Clarke E,Giunchiglia F,et al. NUSMV; A New Sym-
bolic Model Verifier // Proceedings Eleventh Conference on
Computer-Aided Verification (CAV’ 99), number 1633 in
LNCS. Springer,1999.:495-499

(E#% 154 7D

[7] Roshan K, Sandhu R. Conceptual Foundations for a Model of
Task-based Authorizations [ C] // IEEE Computer Security
Foundations Workshop, 1994

(8] BS,. MR NS ETACHIEXRBERR)] &
PBL TR 557 ,2003(3) : 14-19

[9] Crook R, Ince D, Nuseibeh B. Modelling access policies using

roles in requirements engineering[ J . Information and software

technology,2003(45) :979-991

[10] Liu Kecheng,Sun Lily,Dix A,et al. Norm Based Agency for De-
signing Collaborative Systems[]]. Information Systems Journal,
2001(11).229-247

[11] Kuan Peipei, Rarunasekera S, Sterling L. Improving Goal and
Role Oriented Analysis for Agent Based Systems[ C]//Procee-
dings of the 2005 Australian software engineering conference.
2005

+ 165



