$£36HE LW it B Ol B % Vol. 36 No. 4
2009 £ 4 A Computer Science Apr. 2009
IPv6 TEFRETRBHANENIZITEEN
KEFS' RERM™ #® K %k & X B EHRE
(ERAZITENFR SRAIBELTERNNE? BEE5WLEEPL  FK 400030)

B E AIBRGXBAERMNERERE, BN AARAA L, HiH5 AR T Linux § %4 TCP/IP
BB, EH MR T A5 K3+ A6 TCP/IP $hilK, Z A T B k3 & TCP il ¢y £ 5 3 204 & Ak, 44
¥k, BRFIEZHET HTTPHX TH L4 R, 4F AR ENEEE HTTP il TR XA A shid B 5R
HXH RIER R A E L KA Linux T A REARRH X L0, TSRS E A L8 E; h R BRER
Mk RETHAESRRNRMEFER SN, FRERAV MU B RIBERERAELRAS THYA
#,

XA PG, B G, EREX, A&k

fEESKE  TP309 IRARIRE A

Design and Implementation of IPv6 Transparent Firewall with Virus Filtering
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Abstract The existing packet filtering firewall is helpless for the spread of network virus, making a study on the de-
signed of anti-virus firewall is very necessary. This paper designed and realized an experimental anti-virus firewall in
IPv6. The firewall was realized in the form of kernel loadable module, and can be used to filter virus above link layer.
The special TCP/IP used for firewall is rebuilt because transparent mode firewall cannot be run in the original TCP/IP
of Linux. The firewall can get and resolve IPv6 packets and the IPv6 in IPv4 tunnel packet. It can also traverse every ex-
tension header until higher protocol layers. The firewall uses open source software to filter the virus in the network and
ensures network security. For working in the kernel mode, the detecting speed was improved. The experimental results
show that the performance and function of the firewall achieve the desired objectives.
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