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Design of Group Key Management Scheme Based on Bipartite Graph
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(Guangdong Key Laboratory of Computer Network, South China Univ. of Tech. ,Guangzhou 510641, China)

Abstract With the development of application based on group communication, secure group communication has become
a hot topic of current distributed computing and information security field. Efficient group key management is the key
problem to be resolved by secure group communication. This paper used a bipartite graph to express the relation be-
tween the assistant keys owed by members and members in the secure group communication system, transformed the
problem of designing group key management scheme into the problem of constructing a bipartite graph which satisfies
certain conditions. This provided a new way to design group key management scheme. The paper designed a group key
management with the constructed bipartite graph. There is no need for the scheme to use group center to save trees or

matrix, So it can reduce the storage cost of GC(Group Center) ,and can avoid the cost of keeping balanced tree such as

LKH scheme.
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