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Forward Secure Proxy Signature Scheme Based on Bilinear Pairings
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(School of Computer Science, Huazhong University of Science & Technology, Wuhan 430074, China)

Abstract A forward secure proxy signature scheme based on bilinear pairings was proposed. In the scheme, the former
proxy signature is still valid even if the secret keys of proxy signers are lost. The scheme is based on bilinear pairings,
which can make signature short, secure and efficient. The scheme can not only effectively resist the forgery attacks from
any third party and original signer’s and misusing of the proxy signature right from proxy signers, but also satisfies all

security properties of strong proxy signature, Finally, the security of the proposed scheme was analyzed and discussed in

details.
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