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Efficient Protocol-proving Algorithm Based on Improved Authentication Tests

LI Xiechua GAO Chun-ming

(School of Computer and Communication, Hunan University, Changsha 410082, China)
Abstract A new efficient protocol-proving algorithm——AAAP (Automatic Analyzer for Authentication Protocols)
had been proposed for verifying security protocols. This algorithm is based on the improved authentication tests model,
which enhances the original model by formalizing the message reply attack. With exact causal dependency relations be-
tween messages in this model, the protocol-proving algorithm can avoid the state explosion caused by asynchronous. In
order to get the straight proof of security protocols, three authentication theorems were exploited for evaluating the ag-
reement and distinction properties. When the algorithm terminates, it outputs either the proof results or the potential

flaws of the security protocol. The experiment shows that, comparing with other algorithm, the protocol-proving algorithm can

detect the type flaw attack on Neuman-stubblebine protocol,and prove the correctness of NSL protocol more efficiently.
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#Hx1 AAAP (main)
S = {strand of principal P}; \\ & S M#IHBRE
if (—empty(S)) then \\F &8 NIz
st = test-constructing(S,t, a)
For (s€SAs.o=++) do
If (T(P,s. t,n')5=T(P,s. t,n)) then \\ME—4:iFB]
test-proving(st) \\1EH#A Wi B B — Btk
else BARFFTERT 5
end if
end for
end if
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$i% 2 protocol analyzing algorithm
Procedure test-constructing(S, st, a)
if (—empty(S)) then
if (s.6=+ Aa€s. t) then \\MIE AN . B8R

to= s.t;
if (a€ to Ato. type=ciphertext A to. inverkey & Kx) then
st. t=to; \\ st W5

if (@€', tAs' « == At;. type=ciphertext A t,. inverkey
€K) then
u=s. t;to=>"t) & o KIHWIRK;
end if

if (a€ to A to. type=plaintext) then

if (@a€s't. As’. s=— At;. type=ciphertext) then
st t=t1 ;o> t R o IARIR

end if

end if

end if
end if
end if
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end procedure
Procedure test-proving(st)
if (—empty(S)) then)
g = proved item; \\EHIEHAKHE
G = G\g; \\WBHrEHHRCHIEHN S B
if (—empty(G)) then

t=select goal form G; \\M B#rEHRE T EIFHHS R
test-constructing (S,t,a);
else each item has been proved
end if
end if

end procedure
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Protocol ; Neuman-Stubblebine

This is the Initiator’s Guarantee

Goal Set;

goal is A;

goal is B;

goal is Na;

goal is K;

goal is Tg;

We use Incoming Test

We have proved A by Incoming Test;
We have proved B by Incoming Test;
We have proved Na by Incoming Test;
We have proved K by Incoming Test;
We have proved TB by Incoming Test;
The protocol is right,every component has been proved!
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Protocol ; Neuman-Stubblebine
This is the Responderr’s Guarantee
Goal Set:
goal is A;
goal is B;
goal is Nb;
goal is K;
goal is TB;
We use Incoming Test
First, we use Incoming Test;
Second, we use Unsolicited Test;
The test component has the same type with former message;

Prove false,and there is something wrong in the protocol}
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Protocol; Needham-Schroeder-Lowe

This is the Initiator’s Guarantee

Goal Set:

goal is B;

goal is Nb;

goal is A;

goal is Na;

We use Qutgoing Test

First, we use Outgoing Test Part One;
Second, we use Outgoing Test Part Two;

We have proved Na by Outgoing Test Part One;
We have proved A by Outgoing Test Part One;
We have proved B by Outgoing Test Part One;
We have proved Nb by Outgoing Test Part Two;
The protocol is right,every component has been proved!
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Protocol : Needham-Schroeder-Lowe
This is the Responder’ s Guarantee
Goal Set;
goal is B;
goal is Nb;
goal is A;
goal is Na;
We use Outgoing Test
First, we use Qutgoing Test Part One;
Second, we use Outgoing Test Part Two;
We have proved Na by Outgoing Test Part One;
We have proved B by Outgoing Test Part One;
We have proved A by Outgoing Test Part One;
We have proved Nb by Outgoing Test Part Two;

The protocol is right,every component has been proved!
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