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Abstract Flow classification plays an important role in the research field of network security monitoring, Quality of
Service,and intrusion detection. Recently, there has been much interest in them. We proposed a wrapper feature selec-
tion algorithm GATS-C4. 5 aiming at modeling lightweight flow classifier by (1) using hybrid genetic-tabu approach as
search strategy to specify candidate subsets for evaluation; (2) using C4. 5 algorithm as wrapper approach to obtain the
optimum feature subset. We examined the feasibility of our algorithm by conducting some experiments on flow datasets.

The experimental results show that classifier with our approach can greatly improve computational performance without
negative impact on classification accuracy. Further more, our approach is able not only to have smaller resource con-

sumption, but also to have higher classification accuracy than Naive Bayes method with Kernel density estimation after

Fast Correlation-Based Filter (NBK-FCBF).

Keywords Flow classification, Feature selection, Genetic algorithm, Tabu search, Decision tree
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RFEE 1k (Genetic algorithm, GA) £ i £ H2%:# Holland
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GATS-C4. 5 MEHERBME 1 FiR. FIEEFEEH
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R, f(R)ERPER R KR o BN, F(OERFE AP 1H
%H.
4.3 E B FKEHA (Tabu Search Recombination, TSR)
TSREFHENEHE T . ERA-TKERN T HERE,
P ICRPAEEIERE , WK AT AE R E A
FIHME. #4T TSR #AER, B 54070 A3 B (8 RS K7
HLLE, WRIBEK Vo7 MBEE, BN i A B T —
. WRFRRBEKFE BRETEAR WEZXANTF
OGERTRR, M ERT BT REART —R P,
TSR WEAHASEME 2 fim, N\ TSRIGEASBRTUES,
BAERERMEN FREABT T -ROVSRBAM, BEH
AERFANRENEN FR-—EHRH#EADT . BX
TSR £/ T2 5:3% B 0T LIBR 033 RLE AR R 4 7 3R a ik
B, BT B R AT BB AR R R R S M R AR, AT 8
REZER.
Begin
if fitness of x > average value of population
then accept x;
else
if offspring x is not in tabu list
accept X
else
choose the better of two parents to the next generation;
update tabu list;

end
B2 TSR FRHAAE

4.4 ¥R FT R (Tabu Search Mutation, TSM)

TSM 512 R FHR MM, B %, TSM -3
AR AN, 253 TSM 1EA, & B — 4@ L i
He ARZLAET TSM B—MERIRE, Bt T EAMITF
WrRFOEFERSE, BB ENRRE TREEZH
ABHE. AT TSME—4 TSBREIR EHR
SRR AEZ SR, FHit TSM B8 TR E QB
BB FORRILEES . B = B— R adk, ] TSM Kk
YEd B InE 3 BiR

Begin

t=0; set the best solution x(0)=x; set T;
while termination condition not satisfied do
t=t+1;
move X to 1';
update(x,x(0),tabu list)

end
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MAEKBERAEEAFEERENR S LBERGEENFE.,
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BAVNBERZBHACROIIHEEE LR, XM
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RAVLWABAEE R B cHk[11], 3F A Moore!) f I
WX BIEE R T W43 8% NBK-FCBF, 73X
MREEF . B-DREH—DITHE LW, THAEFL %
i, IR R BN o6 EVLAY TP Hudt, P ® fm 1C-
MP, TCP, UDP; % UDP, TCP iy £ #5515, TCP B384
B E%, B—AWA 248 XIS 8594F, 3F Hix s
BHIERRBBHRASH. T 1FIHHEBIEE, 25
FOFFAE W.3CAR[13] .
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Features

Flow Duration

TCP Port

Packet inter-arrival time
Payload size

Fourier Transform of packet inter-arrival time

F—MNRRT 248 MEIEZ S, A — 4~ LM R A
BRI, I WWW, P2P, MAIL,BULK %, £ 254 TH
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e, 3 Bl fp BHIWRS ftp BIBHWR. XTFHRPEH
IR Wk 14],

#2 FERBHREEIBYUTEASPHALID

Example Application

Classification

BULK ftp

DATABASE postgres, sqlnet, oracle, ingres
INTERACTIVE ssh, klogin, rlogin, telnet

MAIL imap, pop2/3, smtp

SERVICES X11,dns, ident, Idap, ntp
wWwWwW wWwWW

p2p KaZaA, BitTorrent, GnuTella
ATTACK Internet worm and virus attacks
GAMEA Half-Life

MULTIMEDIA Windows Media Player, Real

¥R h 01 3 10 & 10 A/NEEREA R, BNNEHER
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., 7ERANBESE LI WWW I3 B £ 328091, MAIL
BB B R 28567, AN MARE A WK E X 377526, @
= 3 W41 INTTERACTIVE(INT) 53 GAMES B¥i &



RN HIR 110 5 8, XEKM TREE KD, BARMLE
BE B RIEIT R, FTUERD KT HEAFE.

*3 HEENRKEGRTER

WWW MAIL BULK SERV DB

328091 28567 11539 2099 2648
INT pP2p ATTACK MMEDIA GAMES
110 2094 1793 1152 8

Total Flows
377526
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EHRSH 01 8 10 49 10 MERE ERITFIT T REN
TR, LA RIS MR B 4. BETE 10 MEE S
B — A F NGRS, R 9 BB )i
S RNATERTE — M EEEE B AR, R
B—1PRE B ER, REHRTE 9 MU EE NI
BB T 10 A¥EE, B— AR B — R8BI HEEE.
ERMNBGEZE B, B GATSC4. 5 il 48 bR FS 1T
T4 RETEMIE T4 L /288 . BUE AU 1R 4
RIBMMEEE, RITABIK A HKBRE LR C4 517, SHKBH
PERE 2 i I gred ) U BE L R ISR 3 N DR VR
HAis R EEA//ER:

HERE.WERSLNARESHMEREZH;

AEE NG —X B EHILENRBESX—ERAE
BEZ.

MBI ERRIE AT LUE H MR R A X BT A 2R
BREG, MAERE NG -RNERER. HTRIERF
fEREHE P GATSC4. 5 R, RATHE T GATSCL. 5 B
SEBTEE X, WWW,MAIL, P2P ¥ gE8E4T T 1R,
FHHIEN RN RGBT A FEN SR BHOMRERITT I
. BTABEME 3 GATSCA. 5 e, RITHETF
GATS-C4. 5 4> 2 28 5 NBK-FCBF 7£ ff & 2, WWW,
MAIL,P2P FRR I E T T X bk . RN LR REE
54 5.5 WAA, RENERIER —FE TR KF
EHBL E o5 Intel processor 3. 0GHz, 1. 00GB RAM, Win-
dows BIERZ.
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PEAE RSk . Joilad GATS-C4. 5 %F 01—10 i — M EIEE
BATRHEE S RIS E R FRFE LW C4. 5 BB 4
288, 4R 10 MIBEFEEFMNES R, H GATS-CL. 5
R GATS-C4. 5 SEF/5 I AER B , FCBF #£2 FCBF(Fast
Correlation Based Filter) ! $£ 2 /5 B ESH . WEH

F 4 HF-MIGSEBEREZ G EFORRERA

Training set FCBF GATS-C4. 5
01 4 7

02 3
03 7
04 7
05 11
06 5
07 15
08 16
09 28 12
10 49 8

00 WO A D W N D

AT LIE 4, FCBF 5 GATS-CA4. 5 X 4R IE A B R EE M H
BoXHRE T ARBHWRBE, £ 07— 10 BEE L,
GATS-CA. 5 3EHMFFAE 3 B i /h F FCBF % % i 47 1 3¢
H. WX HATLIEH,GATS-C4. 5 FEMIR B F 5 ghedja] L
AR LT FCBF. AR HEAIEE SR PRATL S X 11T
5.4 $SEEIFEEITHME S EEN LHBE

T RUFASE 288 ¥ GATS-C4. 5 W 3k, BRI
ETHABTENSLBSET GATSCL 5 WoABEHHE
HRES AR LSRRI T R, EiTEEL, F8
ERASER ] 5 R B N AT T b e b
FENSREHRSZE X ET T, BRERR AR H
mE 4 B, BFiERTETFHRAFRTENIEBSET
GATS-C4. 5 T EERFFHIER 2887 10 MG E LB A
RoEtE . HAAFRMRRE 1 RRERIMKTEE TRENE
et 971s, H T M BB A &R A X T 971s 047 T Aniifhit
I PR ERANT 1. NE 4T RUES , 3F GATSC4.5
B 43 25 28 BRI ME R T2 T A FPAE 43 28 83 O B AR s [|] K
KEA, XEFNFIEHIBEE CL 5 R[S 2
Ak, X AR R ST IX P 54 B 5 (]t B AR T IR D T

Y B ik time with all fotures

4 FEIOMNGELETFHARMEN CL 5 PEBSETHE
HHAE B9 53 2R YN SRAd RIXT b

B 5 R TRMARA SRR E EMX . B
H 10 NGRS, Br AR M B RSB A 2 28 8E 10 4
B X G — M IGRE LB Rb SR 4 2 8RR W S B AT T %
b, B B th AR e L AL ER , B K BT 2 B 2 R
K 50656 ML, X B EARHEIL DY 1, F T A I 3 BE AT T
50656 W HEAT TR MEAL, ML R ME 5 fin, BT
GATS-C4. 5 IEAHEM - R BN E T FILF 2R TR
BHESERN 15, XRENET GATSCL. 5 EHHERFME
HIRBEEH L HETIRESEMN SRR THE, BN
B AR B |, X8 ) T AR S 3 AR .

B 5 ETHARER CLS HEBSETRIFREN I LBRN
HEEXT L

EEFALER T RN RBETEEE LHE

R GREV, BT GATSCL 5 e BMIFIMEM KRB AR
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Bt E S WEEE LRE SRS BB LR SR INT
fegr EXRECH. B6HE I RAMBATET
GATSC4. 5 HFMF AN A R[5 E T ARFIERN K
EAREN MRS, SREHHEBREENR T E#TT:
HA AT KBS ER W T A 25 51 L WRE S (B 6); LR AP BB
B A 25 WWW, MAIL, P2P 1898877 (& 7. /& 8. &
9), 7EHE 6 B, BT GATS-CA. 5 SIS MR BE 104
BB T, AR S HNEREER TETHA SN 42888, 5FE
RN 0. 9899, ER TEFHAIFENIREN
AR 0. 9862, K53 0. 4 IR H . X FHR T EEFR
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0.99}-

0.985|

0.98
0.9751

os7- N/ [ Accumcy wit ol eaures
0965 '\ /| e Accuracy with slected features
¥'{ -=-- Average accuracy with all features
0.96- ~—— Average accuracy with selected features

1 2 3 4 5 6 7 8 9 10
Dataset Index

E6 HETRARKFERCLS HXRBYET GATSCL 5 HEFE
42584 WWW,MAIL,P2P %5 H 2 1 B3 H

B 7PE9 BRTET GATSC4. 5 SEEAAF 43228
SHTARENSABE WWW,MAIL, P2P L HE E#R
BItbE ., WX 3IEEATUE R, XTI ERBEN S ERE
WWW I ¥ & M ¥ 3 g [B 3 (0. 9982), Wi 72 MAIL
(0. 9966) , P2P(0. 767) kRT3 H [ R E(E T3 T B A FHE

TPR of Classifier on www

«®+ Accuracy with all features

1f |- Accuracy with selected features
& | --.. Average accuracy with all features
—— Average accuracy with selected features

1 2 3 4 5 6 ? 3 9 10

B7 EFHARKIEMNCLS HRBESETF GATSCL. 5 BHEFE
HI5HBHE WWW L3 [F T L

i ¢
§ 099
é 0685
- Accuracy with all features
=i Accuracy with sclected features
0981 - - -~ Average accuracy with all features
— Average accuracy with sclected features
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1 2 3 4 5 6 7 8 9 10
Dataset index

B8 HTRARIER CL 5 HRBERET GATSCL. 5 HERE
B4y K887 MAIL b B3y 1

« T2 .

TPR of Classifier on P2P
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09k

5 o.85} y. 5 . .
I Y 4N NS 6
£ onsf 7w E -
é 07 ; £
065}
-4 Accuracy with all features
08 e Accuracy with sclected features

- - -- Average accuracy with all

0.55% features
—— Average accuracy with sclected features

1 2 3 4 5 6 7 8 9 10
Dataset Index

B9 RTHARKLN CLS5 6B 5ET GATSCA. 5 REFHIE
B4y 4887 P2P + B E#Af

MAXS WWWEN P ERELEREHKO. 3%, K
MAIL,P2P kg F3F [ R TR 0. 1081 2. 9%, #¢5
7 P2P F FRE %, HRTE P2P LR TFHRARMEH S A
HA EH79. 2% WA, X U BB E P AR E A RER
YT B P2P X RN . MR EE XM ERE BT
fESE, BRI ELRE. RRAEEHBEE FARAERE,H
BB 2 IR AR, Wi e B 8] 5 Wi B AR
KUEE, X RS T REERESLEAAHBIHERT
KRB T AR EIERE .
5.5 GSTA-CA.5 5 NBK-FCBF 7Eit Mt gk 55 2488 Li0
424

5.4 FWF T ME BB L A B, 1 BRI %
BEEZ AR, RITERET GATSC4. 5 BFERS
2638 55 BT AT B0 5 TR T %6 85 10 4> 2688 NBK-FCBF 7
HEHRS SN E#T T . Williams 72 XER[3]H
HAR T 4> 2688 CL 5 5402588 NBK it R, SRR Y
NBK b C4. 5 4 5 45 6 gL i [a] , {82 0 38 o BE S /N T CA. 5.
X R4 HE RSB SR BRI 45 R 3 1L, (B R GATS
CA. 5 A EES H 1 FCBF a4 i B A, K512
£ 07— 10 WABUEE b, 05k 4 sl X RZEITEHEELE
C4. 5 BT NBK, KN L RITUHTT HE, KE
sEEE 10, & 11 fix,. B 10 LB THTF GATSCL 5 M
4y2%% 5 NBK-FCBF 7& i & 25|, WWW, MAIL, P2P b
SKEES, B 11 BETF GATSCA. 5 HBIFERN S RBE
ALL, WWW,MAIL, P2P t#8i1i NBK-FCBF iR #I%. ME
10.08 11 ] 40, 3 F GATS-C4. 5 % BIS MM HRBELILE
ALL,WWW,MAIL, P2P b &l 3 34 8 F NBK-FCEF, 3 H
TR AR 5%, 45517 P2P 85 1H 40% , X 57 GATS-
C4. 5 PEFEMARITE TEBURIE 1531 R 4TS P2P HARE Y.

Il Accurscy of NBK-FCBF
DAWG‘GA’!S—(‘AJ

10 EF GATSC4. 5 9 C4. 5 4+ %28 5 NBK-FCBF # ALL,
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HBRE OB FRRSBEGIAFKRGR, B Pl
B, MMENAMIEE TR . A8 RA TS, 7 AT
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REMITER, ETENSL4E, HEKERN,RARR
S B REB YRR PO 8% R R . RRIIBGE TR
AIEPLEEISTE R /R SUEB T IR RN B BN S ER
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Relative Accuracy Increasement of GATS-C4.5 compared with NBK-FCBF

ALL wWWwW MAL P2P

B 11 ETFGATSCL 5K CL S FERBERWAERE EHXT
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