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Fast Comb-multiplication without Shift Operation
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Abstract Efficient algorithms for multiplication in GF(2") are required to implement elliptic curve cryptosystems over
GF(2"). Comb-multiplication, based on window technology,is considered one of the fastest algorithms for multiplication
in GF(2"), However, it includes SHIFT operations,and SHIFT operations are just time-consuming operation among the
operations of multuiplication in GF(2"). A new algorithm for multiplication in GF(2"), based on window technology,
was presented, it completely avoided the SHIFT operations,and did not increase the number of XOR operations. The a-

nalysis and experiment results show that the new algorithm is faster than the comb-multiplication based on window
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technology,and is particularly useful for software implementation of elliptic curve cryptosystems over GF(2"),

Keywords Multiplication in GF(2"), Shift operation, Comb multiplication, Elliptic curve cryptography
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INPUT:a=(Ax—1°"*A1A¢) s b=(Br—1--B1 Bo) , {== (Fi—1+-F1 Fo)
OUTPUT :c(x) = a(x) » b(x) mod {(x)

Lopez/Dzahab’ s algorithm with windows of

1. forj from 0 to 2% do
Pov[i1= Guwo1x" 14 +j1x+jo)b(x); where j= (u_1 -
Jjijo)z
2. Ti=0; 1=0,1,2,-,2k—1
3. for j from z/w—1 downto 0 do
3.1 forifrom 0 to k—1 do
u,;= Ai/2% mod 2%;
for | from 0 to k—1 do
Tiri =T+ @ Pev [ui,; I[1];
3.2 if 20 then T =x"T;
4, ¢ =T mod {;
5. return(c).
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B% 2 precomputation algorithm without shift opera-
tion
INPUT:b={(bn—1sbn—2s**<sb1sbo),w
OUTPUT: P,v

for j from 0 to 2¥ do

Pe[j]=0;m=j;
for i from 0 to w—1 do
if (m mod 2)540 then
myprecat_add(P2v [j],b,1);
m=m/2;

return Pyw
Hrp, TR myprecat_add INF % 3 PR,

%3 myprecat_add Subalgorithm
INPUT: p= (Patw—13Patw—25"""+P1+P0 ) s b=(ba—1,bn—2, "+, b2, b1,
by ), pindex
OUTPUT: p= (Pntw—1>Pntw—25"""sP15P0)

for 1=0 ton—1 do
Pl pindex = (PI+ pindex T b1) mod 2;
return p.
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3.1” forifrom 0 to k—1 do
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INPUT : p==(Prt-w—1 > Prrkw—2 > ***
pindex
OUTPUT . T=(ton-1 syta—2,"**»t1 4 1p)
for i from 0 to n+w—1 do
= (ti+pindex T Pi) mod 2;
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return T.
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3.7 for j from 0 to s—1 do
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add Z2IEE 3,
& Lk, WA AL 5 BRI A BRI L comb
RIEEE.
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operation
INPUT :a=(an—1san—2,**
Unsfam1s0e0dr 000D
OUTPUT:c(x) = a(x) * b(x) mod {(x)
1. F R 2 BUHSE Pee (G55==0,1,2,
2.T=0;
3. forj from 0 tos—1 do
mycat_add(Pow [W[i]], T,j*w);//BEH 3
4. c =T mod {;

5. return(c).
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