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Abstract

properties,and can acquire stable neighborhood information, which can be used for detection of anomalies in networking

Although static sensor nodes have low computation and communication capabilities, but they have specific

and behaviors of the neighbor nodes, to provide security for wireless sensor network. To make a sensor node capable of
detecting an intruder,a simple dynamic statistical model of the neighboring nodes is needed to build, with a low-com-
plexity detection algorithm to monitor received packet power levels. A detection algorithm based on security scheme for
wireless sensor networks was introduced,and then a novel node cooperative detection technology based on this detection
algorithm, which refers to affirm and stand against intrusion together, was proposed.

Keywords Wireless sensor networks, Reception power anomaly, Intrusion detection, Algorithm simulation, Node coope-

(M FEFRWESETFITREZ R K 430074)°

rative detection technology

1 517

TLREBARP LR —FFERE Ad Hoc B3 M4, R —
MR BRI R G, — R BEXNETHRFIH S,
P2 DR AT U M MR BB R ) AR 4 28 &2
LR TRRHIEE . 1 —FRE T F 35 SR H &
H AR, TLRAGRBF ML LR AHARLBRHM, H
ZEURBRBHLIEE. REXRERBMENEZ LR
BUR TREHE,HLH — B M R Mk, EERN
ZLIN ZRNEEFTRMEFERESHRNESEET,
FLAGBABME R L LB ARTATNEE RS HRR  7EW G
BRI ENERPHATERZ B L, MARETEREME
REDT,

T &N BERENE AR BT, TRAERBMERRT
ZRFERRBRNGHEZ 2, — MKV, MBEZ2TTRAT 4
AR TR . BB BR , Lo U2 IAE L B K8

BIF H 3. 2008-04-17

YRR R4S AR R B L B S —H B . X AR
B AR AW AR, AR A R AR, NE2B
RIARKKE, WSNs B RBRES L TP, B82S
HTE— B RE B A R MY EE RS, B B AR S B
MEss, AR N WSNs %2 HI55 i BHER , #EFI E AR 1
Xt o 2 A A B SR LB A WSNs, AR BB B HE
AR FrEL A B B AR R 24 TR 5 59 3 B TR B A HE RS 3
HEHEHITH . ARRBITTE L - “RFIBB LR 2 AT
AT BHL R R IR A P ke 3t R 5 Vil A FR1E3 A
HAF A, .

Aﬁ#@l&ﬁ?ﬁﬂa%ﬁ# 1 (Misuse detection) fIRH
K (Anomaly detection) BEFR™ , HHAEK B AR H B0 1E
A - MR R ER, REHN BRERI FIEES RS
s, HESREERNEZOLANEERMA
12, B R RER W B T, HOHE AR E T Qe B
R BHBERERA AR AR XA EFRNE ST IR,

AICFER 985 THRME ETRMKKREETE S ERRAENHETF AR Y.

F OBA70—) PHIF AL, FEWR TN RREBRBEME L L BRARELNAS, Email: wanggi wh@163. com; B (1956~ ),
R WA ST, FEBR T R RA SRS NS E RS RN e AR MRS ER A7), LR A, T ERRF M AALE

S,

e 34 o



TR E RIS AN B L —HR G ER T
A, 40 CPU R A AR 3R L S0 B i A 45 GREH
AT AN 58 30, AT LAl 3 4R R 80 Al ge it m I ik 18
H) R RGBT K EE S BT X IE® 7 H 0L L,
T B R T IERT NMESIRBRAR. Xy
BB TE T AT E SCRTIR B9 “IEH 78 00, X P BESR H R
. HEBMASEATEARGR B HTH A, 2 7T LIS
WEFHAR; JREBNBRAEEREHBRARKEANE
ATREHH DR R 22 2R

W&k, — AAE%@J&@EE@EW’I\QQEB‘” : (D
FRIERMD . RS RIS SR, BN “SR IR FA R 2R
B YR B R, OBRBIRE., 8 ARERTT
ABAS TR E AR EE .

HEl,#3h Ad Hoc MEGEZLFTHECLE THEZET
BB AR TR, R Ad hoc M FIE R MERE T
TLMERG BT & ZRFEBEKRER, B3 Ad Hoc
W4 B L 2L, TR R B HARE AW EAR R E
AT ELfEBBMED

A2 3CA G —FhEE T 18 B T BT IR R B0 A% IR P 45 57t
HWARBMEAR . B EE R P 4 h B BT R A,
HHESNMTARERARENRIT /G, WAL
A AL RAR W2 P, AF BRAR T RO I ST R 94T AT 1R B
Mg FRERTTEARNEE T ARTEERE. BT
FETRHTERETERNEHN SR, RELH T AR RN
B R4 — AR AT LA B A B I IE R AR R, AR IR
B IERENRET R EHARER.

2 RERNEZE

2.1 MgER

HRYE W45 G5 R ARG B0, 35 A LU ARET S .

DEMEETANPETARFEAE. XERETALE
AR, MAFRERSHE. YMEHAETER . MERN
AEHEHTEMA.

D/ SE RS RS T RS T AR R S (i
AFRE D),

35 BB AR BB AR A e A, TR BB R
FARRREE RS,

DFFRTRERMNELE. TANELGHERE, 2174
R BR, B RGEERERTIR,

BYBATEEA NI S, B R Z RHFEATER
S

IR T LU F RS

DT Eth%. Wk EN T HEAEERIR—MEREN
B AU B VER— AT R, EE SR K
WHFEBEBBENT AN D, RERTEEFRERMENTE
B E M S NGB RNER.

DWFEFER , XA Bt AT ABIE H—A W st Rl
JE T —EERBUATH. BT EREMEEAIER. 2B
PR UMESIRE, AR T RSB ARNTAGE BB ANE
TR, PR EREF 2T SRR, MBI Beas P4

FEEFECITMEETANSKITER. SBRTR—H
RE T BT AR EERFR BT R, UL EFIR M BGETT

HRERBHE.
2.2 WHNEx

6 YU B AR 48 A S B U ek AR TR AT R I 5 5k
FEBCE I D 2 (B8 47 2 dBm) SR BB EH AT R,
B RRETRIE O OBEEAHTEAR. 801 SEk
IR BAET AHEEaT, REREN N MUEEA A
FHEZSENTABFEEMNETR, USSR ENEHES
g BEMLE. NRESHEC ISR EE. 0
RBEAFEHFB N ANGEITRME, WA X\ E
EE NSRS, AT EFNEITEE. BFHNEE
BHEITBRERSAIIRDER. THT, IR TFERE
O SOHE A 19 B A e TE] Fn g i Th 2R

RT HRSERE A AR R BRI ENE
DMBERETBEAWER #2580 EERIECHEIKRTIE
{EAHUCHD, MATHFMEEREN N WEEaAEEmR PR
FEREA, EMBROIERE AN EF BRI RN E/ME, B
LARFEKRME. RIBERIEMENTERENNASE,
FHIEN TGRS M & B ARER BB R REHK
AR, AT E BBV EEBEEYERIREERZ
Ja. BERE—MERT  ERGERBFEMREZA/, BERER
SFRMIEHE DENBIRAARRE. ATRERERELN
FEWXHRIEARENX, KEE XK N1,

Bl oh & Jw R I AR .

Db

I IDS MW HATH A . WRBEFHES, MEHK
WA EE R, M TEEE EE WX R EREH
T, WEETREEWX.

DRE . WRABREHX TESRBINREEEOKR
/NT NL, W R R R i A g WX iR iE
SRR EEIBARES T NI N1 M EEBUEafsE
FARZWK, FHEZ S EFHEOARREE, REKBEHA
REHR. WRESEWEIBE/DT NI WRERIELEREE
BB EERES, BAARE R R SWES

DB DS HFHFRM EMERE MW Gt BE) . RIEHE
A0 2 R X P R B AL BRI AR LB ER IDS FIZIEEN,

il 2 3 B B L B B PR O AR 1R T BRAE (miss thresh-
old) , HKEFE XA N3, MERERIWH MR EEELE
N, N RO SO RO F o KRR, JE AL
JEEMASHEME., B, N3 ST N, RBEEN
N1l N3GXEEM I/ PNRR T REMZ 2RI I LH8,
B R S B X R AR 3R L R R B GXE T — T &8N A
BREW.,

BB RS HE RN RS, T RERTIHET )
HHELIEC S AET AWE MBS R R
FREALT, MRABEFREMBETILER 4B FE
WIhERE SRR AT SRS, I TRAN
%, W EEARAE T SRR MEASS B4 RE
hERPEHIRE ST, AR O3 S R 8 .

3 HEMFE

3.1 fEEER
BEEBMHIEANERIBPEREERSEZEN

0350



A5, /AL b TR R 1B A B G R A R R R B LR ST Y
5 B3R B BT 2543 A A BE R B A2 T AR A, St AN R 3K
WErBRTIR., Be PHREIREERE «(RANE
KR (/DO BRI/, W B i REALIE BB SR 2
J o (B B MBHEFHEILER X, (AR dB),
BRI E A AR TR,

PL(d)(dB)=PL(d,)+108log(d/dy )+ X, )]
Ho,PL(OREEN JMBEER, REBLIEESEE
do B HXH, TR SHRIEHBEHEIEE ArE2E o RIEH
M. BN dNESEEEhR P, BTFREN.

P, (d)(dBm) =P, (dBm) —PL(d) (dB) (2)
XE P, RESEMBHIIE. B HECSEIEE R
WEKTFUIRME, XN IR A e, RIEMLINEE
AR R BB ATE R, LR SCRRL 12, 130 B 4 1F 19 B
5, SEENT Bro.do REINE P, BRI
PTRRAE 4RI 2. 5,5dB, 1m,5dB, —90dBm,

3.2 EEMEEEHE

AV ERE RN BERIERERRINER. BROTE
SHEWNT HEERZEBANGHFEIP, . d, N, N3 535K
5dBm,25m,100,25. B 1 AT YAREBHXEE N K4
AR RAE MR IREM R, DUIRIIBT MU HFEELS]
A2, WMBEFA R BTR (P, {82 0 5dBm) I ATEXFHE R T —
BEABME, BRI 30 R R S RART .

Bl SZmXKE N 5RIREEENLR

HREVANEPRERNRREURE, EAREHX K
BE(NDBURRHER B HEREANE 2,18 3 iR, SLRFTE
T — R A YR SR 5 RAS I A R 40 JE T RUEH Y
BB R RN W T REITIHE N A8, 2% S8
WTRLRAFTE 5dBm AL, ARG R RIR IR, LRIDR T
TR AR KB . A8 2k B 2 R L (NS R IFF N H
¥ 25,

10' 14,

—aNe7.
—e—h,-2
Nt
. DG

~

=)
=)

3

Probability(Psciection)
=

Average detection

time(in packet time)

Detection

[T -]

10

8 9 10 11 12 13 14 15
Intruder transmit power(P, XdBm)

|
6 7 8 9 10 11 12 13 14 15
Intruder transmit power(P, XdBm)

B2 ARMESKRUBRNCE B3 ARHESRRRENXER

HARB S E R I, B R & 7E B I R P g
Wz, AR S R R BR8N, 5
S IR B/NAR G W XK N ME, AR 2 4 0 HE 20K 18
R KR SE IRy B/ o AEL R B K S BOR IR R R, H L,
FESL PR Y P A0 X SE SR AR EAR IR I B 2 T RK
BT .

« 36

4 ERBRENTRMERTEAR

R R ARENE S, A7 ERETXHE
BRI ABRBUEAR—W S IMERIE AR, ZEAREEGN
BBV HIATHREFAEMRE. —ERMBMRE  H e X
MR . X R R UM AR B BB A BRI LA R 4B
B EERRAREMPMET . XM RARBRE
F:DWRAMERFEARETRRRMA AFE HHRENY
WET A WARM LIS, R AR EHR AR
o MR ATFEMEDH G, ARG ST SR
MR ET S E B LFAHNEEE. DMRBEHTRHAT R
WA SEME A, EMILHERTHRAARIT N,
HARE B S B :

T PMET7 B3 AR E AT A2 ] AR B SR S ] 4
Fim. fEE 4, FEBE-ITMBREGENAKIGEE. &
RIEFWAAERAREAROHERTRAEZEUEEHAS
ID A Ph%EY M. B ARNBFRABREEGHE. TR
ACHEXMHESERFENSET A FME. MRAKET RS
WET S BEEAERE WA A ARTEHER: BEIES
T s R R 19 4371 4 B 1A ) B L 9 BRI R
BAT AR IEIE R BB AT A A BT LAKUE S & B 2—1
ARV R, EWIART ABRNBINHHEE LB
ZBMETHE BREEARTHERAEER2HINNHE
T E (E R RE DSBS T EAHIAN T ARIT R AR AT LASL
HIg I E5IE . TR BREART A REWMET SREUKETT
g ABTAReEES. MREEEED QEREEED
A 5B A TR A Y L 2EA R RERAEN.

®
° e )
' 1 = B(attacker)
T
o

o o ©

P DEFRBFZERTEMEG2DOBUMERT A BHARYT )
REFT S BRSERY S D@L H L E M EEERE TAF,
ALEARNGFHIAYT A BT IEREEE OWAR FAE MBI
BT R A HER, R T S BRAR T A2 ER.

B4 ARDAHESKTRER

X EAPME R BN E R BARET S MR UMETT
N, SEBR T S PAT RN RN AR PME . BRI, 4
B AR A FHAANRKELT » BRI 7T RER B
PSLHATED KRN EFHAR T AATRECERE. KK
EREREHIMERR S ARBOHREROEE FES
RERURHREY, TRBIERILT RE—FATHEY
£, BRAEAI T S AR BIE AT E R IU R 22 AR AR
A, IR AR IR L R IR IR, R T - S B AK
DI N

BERIF REMEABET SEBRUBERFRAX—
FRIE ASSCER T —Fp 3 TR AR R 2% 22 2L HI 89 5 R T
Fk. WREATAREESY — M BEN AT NN RS
B, AR 2L BBl i I e G AR A R i e T R A Al 52
BRIUE R » 38 1 % B D B SR A B R A T AT, — A
REEAZH R R BEN SR ENARARE . ELH



FRP, BRAERNEEES DT A ST RE R E
HEMER LT BB M BRI BHARKERE. —BERIAA
B BEW AR IMERFIAR. HRILHETREANTE,
WL — B BRI 1R 22 AR AUE R, SRR IO R RR R
ERERT LA EKBRT.

& % X i

[1] Chee Y,Rabaey J,Niknejad A. A class A/B low power amplifier
for wireless sensor networks[ C] // Proceedings of the 2004 In-
ternational Symposium on Circuits and Systems. 2004, 4 409-
412

[2] Karlof C, Wagner D. Secure routing in wireless sensor net -
works: Attacks and countermeasures[ C] // Proceedings of the
First IEEE International Workshop on Sensor Network Proto-
cols and Applications, May 2003:113-127

[3] Huang Y A, Lee W. A cooperative intrusion detection system
for ad hoc networks[ C] // Proceedings of the 1st ACM work-
shop on Security of ad hoc and sensor networks. ACM Press,
2003:135-147

[4] Vigna G,Gwalani S, Srinivasan K, et al. An intrusion detection
tool for AODV-based ad hoc wireless networks[ C] // Procee-
dings of the 20th Annual Computer Security Applications Confe-
rence, 2004 ;16-27

(5] E{BF, ARG BE. A RS RS il 6 BB
BT HEH TR, 2007,33(2):117-119

[6] Xu Y,Heidemann J,Estrin D. Geography-informed Energy Con-
servation for Ad-hoc Routing[ CJ//Proc. of the Seventh Annual
ACMY/IEEE International Conference on Mobile Computing and

Networking, 2001 ;70-84

[7] Perrig A, Stankovic J, Wagner D. Security in Wireless Sensor
Networks[ ] ]. Communications of the ACM, 2005,47(6)

[8] Lamport L,Shostak R, Pease M. The Byzantine Generals Prob-
lem{ J]. ACM Transaction Programming Languages and Sys-
tems, 1982,4(3) .382-401

[9] ZeR#l, (XM, HEE. BREBRSMELELEARGRL]). &
{52 %,2007,28(8) : 113-122

[10] Chan H , Perrig A , Song D. Random Key Predistribution Sch
emes for Sensor Networks[ C] / IEEE Symposium on Research
in Security and Privacy. May 2003

[11] Zhang Y,Lee W,Huang Y A. Intrusion detection techniques for
mobile wireless networks[ J]. Wireless Networks, 2003, 9(5).
545-556

[12] Estrin D, Sayeed A, Srivastava M. Wireless sensor networks,
Mobicom Tutorial. http://nesl. ee. ucla. edu/tutorials/mobi-
com02, 2002

[13] Zuniga M, Krishnamachart B. Analyzing the transitional region
in low power wireless links[ C]// Proceedings of the IEEE Inter-
national Conference on Sensor and Ad hoc Communications and
Networks (SECON). 2004

[14] AR, B35, BAT, % —MERERENE R TR AR
0. fERBAR SR, 2007,20(8) :1870-1874

[157 Onat I, Miri A. An intrusion detection system for wireless sen-
sor networks [ C] // Wireless And Mobile Computing, Networ-
king And Communications, 2005, (WiMob’ 2005)/IEEE Inter-
national Conference on Volume 3, Aug. 2005;253-259

(L#&F 29 70D
HT A HERE FRMAE N . EOM B4 6422 m
KRBT FIFRETE R /O TR XA @it s e
TWEF, B REH RV EMNR RN ERIE. RRE
EEBBTHINENYETE.

BRNZHEHPRRIT & B TFIHRIRTE 7 X We . IR A
BAEM VO HRIREL B4R KRN FHHRIERM.

r= V s X= V Xup; W=V w
kE parity k€ parity k€ parity
BHREFE BLERT EOMXTFAEARE I E 48 J 5

B TR Z R RAID B (0] B, B — D EAE M 7 R
RIEHA KRR, EOM 7268 5 ERMAFE), FRA RIE
GEFHEMET FEH RAID 55) | 84k (G — i TR AT
REVE R B 42 A0 B B T M. MY T LA 8 RAID L3,
EOM AMILEH TS 7, i B TR £ A EBAR H0E L st AR
F.

Xt TR R AT RER AR, R EOM 7838 B 48 i B £
iy — T HEEE AT R TARRR,

& % x W

[1] Archivas, http://www. archivas., com/

[2] Blaum M, BradyJ, Bruck ] , et al. EVENODD : An optimal
scheme for tolerating double disk failure in RAID architectures.
IEEE Transactions on Computers, 1995,44(2):192-202

[3] Blaum M,Bruck J, Vardy A. MDS array codes with independent
parity symbols, IEEE Transactions on Information Theory,

1996,42(2):529-542

[47 Deenadhayalan V,Hafner ] L, Rao K K, et al. Matrix methods
for lost data reconstruction in erasure codes. Technical Report
RJ 10354, San Jose, CA;IBM Research, 2005

[5] Aarchi Communications. http: //www. aarohi. net

[6] Corbett P,et al. Row-diagonal parity for double disk failure //
Proceedings of the Third USENIX Conference on File and Sto-
rage Technologies, 2004:1-14

[7] Hafner J. WEAVER codes :
Codes for Storage Systems// Proceedings of the Fourth USENIX

Highly Fault Tolerant Erasure

Conference on File and Storage Technologies. San Francisco, CA
USA, December 2005:211-224

[8] Intel Digital Enterprise Group Storage Components Division .
SCD roadmap update. Powerpoint slide deck, March 2005

[9] iVivity. http://www. ivivity. com/

[10] Aristos Logic. http: //www. aristoslogic. com/

[11] LeftHand Networks. http://www. lefthandnetworks. com/

[12] Patterson D, Gibson G,Katz R. A case for redundant arrays of
inexpensive disks (RAID) // Proceedings ACM SIGMOD. ACM,
June 1988:109-116

{137 Isilon Systems. Uncompromising reliability through clustered
storage, http;//www. isilon. com/media/pdf/Isilon _ Uncom-
promising_Reliability. pdf, May 2005

[14] Terrascale Technologies. http: //www. terrascale. com/

[15] Xu L,Bruck J. X-code: MDS array codes with optimal encoding,
IEEE Transactions on Information Theory,1999,45.272-276

0370



