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Abstract The control signaling protocol of secure equipments was designed and implemented based on the NSIS (Next
Steps in Signaling) technology,and a NSIS based dynamic defensive system in UMTS core network was proposed. De-
fensive system was based on multi-source information integration and cluster analysis. The attacks against core network
were detected and prevented real time with NSIS control signaling protocol according to security policies. The security
linkage information was safely and reliably transmitted, and problems of existed linkage protocols were resolved based

on the introduction of NSIS signaling mechanism. The feasibility of NSIS dynamic defensive system was tested dand veri-

fied based on UMTS core network test platform.
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