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Image Encryption Algorithm Based on Coupled Toggle Cellular Automata
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Abstract A novel image encryption algorithm, which is based on one dimension cellular automata (1-D CA), was pro-
posed. Before encryption, unlike other algorithms,a simple pretreatment was adopted to conceal visual information of o-
riginal image, which was separated into two parts according to its information characteristic. These two parts were en-
crypted parallelly. Since secret key was divided into two subkeys corresponding to two subsections of image,only obtai-
ning two parts of cipher text could receive decrypt correctly. The key of this encryption system is the inverse rules of
toggle cellular automata which is not only based on secret key generated by a keystream generator, but also depends on
image itself. Furthermore, symmetrical-coupled structure of CAs simplifies the cryptosystem’s hardware, The proposed
image encryption method satisfies the properties of confusion and diffusion due to the wonderful CA substitution as well
as the pretreatment. The characteristics of the proposed image encryption system are sharable hardware structure by en-
cryption and decryption, key sharing, self-adaptive inverse rules, very large number of keys and favorable fault toler-

ance, Simulation results for gray image show that the proposed image encryption method works as out expectations,
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