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Abstract Block ciphers based on key-dependent cipher structures have been investigated for years, however, their over-
all performance in terms of security and speed has not been sufficiently addressed. We proposed a 128-bit Feistel block
cipher, which engages both dynamic S-box and dynamic P-boxes that are all key-depen-dent. With these two key-de-
pendent transformations, the internal structure of this cipher algorithm was secured, so as to resist the linear and differ-
ential cryptanalysis in a few round encryptions. Hence, the encryption and decryption functions are very efficient, We
named this key-dependent structure the DSP structure, and the cipher DSP, A fast permutation algorithm was used to
generate both the dynamic S-box and dynamic P-boxes. This greatly compensates the performance penalty of complex
key schedule, The basic operations selected in DSP are all efficient bytewise operations, so the algorithm will have a rea-
sonable fast speed on recent processors, 16-bit processors and smart cards as well as 8-bit processors. We implemented
the algorithm with C and Java on two different PCs with Pentium processors, and estimated the optimized assembly
performance, The experimental results and the estimation show that DSP has a very fast encryption/decryption speed
and a reasonable fast key scheduling implementation,
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Function Permute(T,K, M) {
] =0
ForI = 0toM—1
J=U+TI+KLI% LD % M;
Swap(TLI], T[J D5

End_For }
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For I = 0 to 255

S =1

End_For

DS==Permute(S,SK,256) ;

For1= 0to N/2—1

P[1] = N/2—1;

End_For

DP=Permute(P,PK,N/2);
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For1 =0 to Len—1

TK(I] = K[1] @DS[ K[11+i 1;
End_For
For I = Len to RN—1
Tmp= TK[1 — Len] @TK[I—Len/2] @(TK[I—1]);
TK[1] = DS[Tmp];

End_For
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ForI= 0to N/2—1

DB[1]=DB[1] ®RK[I];

End_For
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ForI = 01toN/2—1
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Tmp=DRB;

ForI = 0 to N/2—1

DB[DP[1]]=Tmp[1];

End_For
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