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Abstract Network security management (NSMD) is a new promising technology. It can achieve the global security by
comprehensive uniform and cooperative management of all security products and technologies. Currently, researchers in
this field mainly focus on the architectures of security management and the security policies for control. Many ideas in
other fields, including multi-agent system, network management and so on, have been used to design network security
management system, As to the key techniques for implementing NSM, such as information integration and intelligent
analyzing engine, there are still so many problems to be solved. Presently NSM has received much attention. In order to
make much progress,common standards,just as SNMP in network management,have to be developed by all producers
and researchers, In the future, NSM will integrate more techniques and the scope controlled by it will expand from one
network to multiple networks. All of these will make it more complex and bring researchers more challenges. This paper
gave an overview of NSM. Firstly, current popular architectures of security management were summarized and com-
pared. Then the research progress on security policy, which is very important for security management, was reviewed.
After these, three key techniques of security management were introduced. Finally the shortages and new directions in
this field were analyzed.
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BAR—H AR E T R AR OT R B SR, K EEE NER
KIRERREMEENZEBESFZREBHE. 5—FE
B B e AT R 2K B P MR R R ke
BEEPEE S . DR, 7E H H R 2= 0 P 45 SR A IR ) %2 2 T &
T, ERBEAEZHF RN ERTFE. EFRKEZES
SRRUTRILANSVE N R R R IE . BTSSR RS
BB RELFREENELERERRAZE(SIMS) %2
HAEHAL(SEMS) , EIR FE£MEZL=RIBRINGE — B
FME 38 (UTMD , LUK SEA8 S 1 3R 69 W 07 TSR B A 25 3 JF P
& (4N Check Point f] OPSEC) %,

ARG T &E N — S EBE PRSP R IR 3
TR, B2V RSMETMELLBEIN 4 Fhi 0Lk
PG 5 3 T M 25 L 28 Bl i R aR AT LA B T
KR EEERATTNR EL VAR TLHANEEZ LY
AR AR, BE, % ESE IR SRR
RERMIT TR SRE.

2 MEAZEEREKREH

Mg T LEHMAKZNIRRLHEEFROPRERLE, —
MHMKEREWE CERET2EHNR . REERE
BoEM TP BRI . PRGBS, Y
MEBEZHNIEARE . X2RBNHE SRS LR, £4
QT SN, % S HUH /RS B, R AREEAE
WIE L%, EAEERNZLIGEE R AR HWITHA
MFARBMELE S ARG HHERETEBEHARE
WRESENEERNZ., BTN EREHIEEFUTIL
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2.1 BEF% Agent %5H

% Agent MM BAERE FA4MRNATE RO ET
MAS(Multi-Agent systemD ) k. BER—FHEREEH . R
GiRE) Agent B5T BRI S5, LA R KA LUE K, R 58
MESEEES. BN Agent B HIGRES, Fr LIS B A
s BERG R BB PO A EE, XA A S b T R T
BB TEBRPLONAN, XEERTFTEHRYCHEE
R UTISAE S5 R Z A Agent DL B4 Agent T, HE
L g SRR AU 5 TA-NSM Al SAMARA,

TA-NSM & Karima %8 i fE T8 € Agent N LE
FERIC AR Agent #4720 2 4, 4 RS BALAN
EHWEH, EHARTNENEERZEH, A ELSKIK
BH Agent \[MLEEH Agent MNPy WEH Agent 4, BT
R E SN 5SE B AT MERBCREEE X
MR EES, AN MR H 55— (domain) W&
SEH, CHET AR R % N A ¥ Agent 4
B IR aE ML SR BE e fHRE R EH
ATV S0 R IE B F R ATER . AR 1T
H,

SAMARA 2 Torrellas % A $2H 9 —Fh 518 & 2 WA
EMBEZEEBAG"Y, ZRRAZOLEBERNEL 2N HE K
LR R2THE MWL 2PUT 3 W B, HH Agent #
KI5 VHE Agent, Z21FM Agent F B Agent, —fRE 2R
A Agent, B4 Agent., B {E Agent, I5#% Agent, BB LB
Agent, Z2VFAEHRI Agent 9 FpAARL, E18G THELIH R
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FHLR/E L BIR. H15 -2, SAMARA ¥ 3 EE 38
FKAES , EIR . BT F A LA % 1189 Agent SERL.

XPIFHEZR Y EE X HILE T 78 TA-NSM i Agent B4
BURR RIS, K Agent ARAM FRNEEIEZEE
Agent BIEH . XF I G HD BT E T KRG MG —
SEMST R BSRFETE T RER T ARRDHMEE Agent &
GARGERMT. BN TRELBLEENES . ZRE
WESBORM AT E MR ., T SAMARA UsE2 MW HEEH A
ERIGr Agent, BN RGERR FHIPREN . B Agent &
M5 —FES, B A Agent WEMEA BB TR E
SEBAG. XFMFER T WAS WG, E A T
PRERPLOHERELER., HEEHRGR Agent ZHK)
BT RIS R, St — I Z 2R e FEE RN EITE,
2.2 ETMERERNHEN

F— L MR Z 2 E N T RN HIE ME Bk
REMEMBELZLERRE. Z2ERENEEERXRT
U, REEHAGEFEME R R R M ERIMG
B, U ERERREH LY BREZLEHDIRIEEFE. 8
HXRRAREBTEET Wb IR HEHZ £, BT
Web M 45 B G #H) = B2 35 WBEM(Web-Based Enter-
prise Management) , JMX (Java Management Extensions) 4,

FR R 08 A U4 WBEM, 1 1 FR.

htm Web S:rver
X
Repository CIM
(CIM) MOE-Files

v ¥ v

Provider Provider Provider

Local or Remote

of System Comp

K1 WBEM &i#y

WBEM &£ DMTF (Distributed Management Task Force)
ESCHARHEZ —17 , BB OB EEEG B NEEE, Hd
I {E B AR CIM(Common Information Model) ™ 4 7 4 £
ERBEE BN R M4 MOP) 1, EEA A #EA htp
DU ESBEERZE., ZERIBREREAN. FECM S
XML Z [@¥6#, Provider fi TR EFHERELHZE
BEATRENEMEETEARNELR. W CIM MR EHE
(CIMOM) 111 3 5 ] Web Server #1 Provider ¥t $#% FE B 7%
.

HEET Web MBS LHBEZEERARHHEG
& Policy-Maker FSCER(9TH B KB E LMK Z2F
RS,

Policy-Makert &2 A. Pilz £ HA — R E T RN ELE
HAEZR . H, CIM R E &R 0EE ) BE F P # 0 “Pol-
icy-Editor” B R 4 — & 3, SR f5 £ WBEM 45 #g 1 4b B34,
7. BEKBHSB EERE M EEERE HE. ‘B
R EER R A E A, M “IE HH KB B Provider
IR HERR R ELHESHAIT. SRR
BHASESEE B0, B ERFAETHTER
R W L& RN FNEC B Y« R4 P ARAL VB DL R A IR A B
B4R e,
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BRDFE. RE—EERE EEE LT EANG AOREHE
fEEHE MIB) LU FGE M EAICRER. o, IDS Ed
SNMP Pl LB SR BBl R R Z P » LA — AL BT K o K

BT SRR, MRk Web FEBU RME £ RE, REE R

EFTNERIETAEHFRIER I,

W S EBINRER R RE,, X MERIER
THT LR GE—EHE, X B TIOR8 & LK
Fe AR T W, Wi B BR F B K 3B A 4 3& . Wi Policy-Ma-
ker By IE A CIM BERIRIR, B HE Ak, 746, Cik(9]E
it5 IDS WBRA LM T Z2 B4R SBREWRL, JFHX
HEEHRL A SNESMEEE. Wi Policy-Maker ¥ X &
IhHEE, (H R R TTIAL IR SE L T ) B B RS 1FAG
XRCERL O JBH .

2.3 ETERRSH ,

FIE TR (Module) ik REM LR LB HEZ HET
B—-RMRATNITE. XERERE A A EEER
(i EJB,DCOM, CORBA) G fR. X Ep A B H R
KEFEEMS , EEZH T R, AT RE=
J5FF & 0B RD A B YA T BB 4 44 (component) . 5E 13K
XL AERD Y RNERTE, ST LI 2
—NREEBERE.

XKL MR R Shervin Erfani # MR Z 25
HRGEELE  ZAEL AR BWILW I, HES
SMTTRARE IR e EHFE S E(SMIB) . Z2 il Al
HFIRENED., ESGa8 5 MNEK.8—BH—1®HE4H
RiFE X ATE T BRI BT B, X ST RE B
JCEIFR BB, X 5 NERM LB T 40k . B RS
BVERE Z2THR Z2MFR Z2UH B . ZL2FiE
2.

BATEAXFXMRZSEHEIERNFIRK L, U1,
128823 05 T B F
2.4 ETERUBERNGEA

LR RSN TEREER T EHERM A —4
AP BTG, MAMESVH BN RE”, TUELE L
“BPRBIA”, Rl X g — B SR R IR . eAh A —F A
1% SR Ia) B A SE I 3R, B P8 EBURR B 1 R B B2 2L
W BMEEHS. YANERREN—-NEERTRERN
B2 AR S PLEI R B R RN R B, Bl MR 2
i) IPSec . fE5ZH SSL.Y IR FE LS. FEF R
FEREERRHEN R, QR 5E L0
Rl 5 A LA U S A0S B 22 25 T8, 378 W 4% T IS ) A B

BB X R, R E—-RRAE 2RSS,

XEEMHHRBEETH RN Z 2B RS Celestial
Systemt™, ERGHEENEREHIZAETRNNELER
B FIHLE , LB E RGN Z LIS RE, HEZ O
¥l R4 E Agent(SMA), SMA REH FHELLEXR
BRI 2R 55 B P28 45 a8 (IR | B B 28 3 HbL) L ik
AR, SR S~ BRI E, EREINE&f
FE.FAANEREX SN A EZLIE. ©5MN
ARFRAERED, AT RN ARBARINE SRS . #EE
LA RIBTA SMA Z R EMERI A 8 — MR 4R E.
2.5 RMEreHBRERLZALR

R ZLEHRERENSERE. WA -
F,.HT Agent KR IEHEMNE BIFEEN , ET £ Agent HIESR
HHEERERENDSHENERAFTh, RHES R
ENIEREBHRARZLBERER P, XFEHERT
HfRREHAIEE T B 3 P LA B i RO ORI . X
ML R RS L E 24, T B Agent BARA BRI
BB Agent WS W THLEHREEXEENN
BHALTHRBE.

ETNEERTVENRREWREERERGMNELE L
P REZSEHEGE, TUXNEA IT ZREHEER/DN HH
HR B TFREFF RN RN /N BEAN., XN
HEWE MR B MG RE L RN ESEA T EE RN
HE.BEHTFZIME MR, REE AT, 5%
UL Z S EHRN ST,

ETBHM IR R MR SRTRAT RS S FSER,
BT, R E AR LB, M BT & Y R M R,
FHEMEEMEM. ZHFES5ETE Agent WEHAH A
o1, RAFET Agent ¥ HIRRE S FR, ILURERIONETE
A TFERNEHEEFE RN PP,
FHFEE Agent HEZEH Agent T] 7E R 48 45 s[RI 3], Agent
22 1RV AT BB iR, T 76 2 AR A G54 i e — AR R % U
i) R Z 818 B RE EARE I

ETERESERNEH E BT HEARR DR Z 2
BB, K ELABERSESBELZLERFREE.

SRR R S 2400 B I B 1) A B (51 R, Y LA R &5

HIEE T e PO M B HARS M ES R

W R FR A [ 22 4 5 3 L HE 2R 7 RE O Tt 1S R AR
. & 1HETEMEERRTIENLE. EXRHEZLER
PR REARIKNER, FRASMERGHWHEE SR
K, DMEG K .

®1 MEESEEEREEHE

Architectures Stability

Scalability

Supportability of
Reusability Distribution

Heterogeneity

Architecture Based on MAS Excellent
Architecture Based on Network Good
Management Platform
Module-based Architecture Good
Architecture based on Level Model Excellent

Excellent

Normal

Good

Excellent

Excellent Partly/Fully High

Good Partly High

Partly
Fully

High
High

Excellent
Excellent

3 MEREEFEHRERE

REEFEF T, LRART AR & 27 E v E Bk Eh.
B, TR AR SE G, E RS E R PR EER

MgZLEBRN-NTEERTERGEHE, WEEAESL AG. ENEZ2EHET, Z2RBHAFEBERRU TIL
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AFE LY E AR E R AT T RPN E;
BB LIRS RS T RALVE B R4 1R R E
BRI AN SRS, 2R - RRABKASH, 6
EHERESHANREZ R HE—RBES R LUES
WHENFEER, R R EEPITHRE R .
AR, FEE R R R R, — MR E 25—
ET RN ELEREZHR N L LEROER, AWE%
MR R IR, REN AR TR L LEHE.

31 MRS EER N R |

Mg REERPN T REAM R EBEXERZ S RKBE
B R RTRES R4 LA T E .

311 Rt

TR WA R A T AR T BB T R R S B R A
KfE B, HRBEMNR L RERS. AR LR
B RE DT fE b B 5 R & R AR #E 2 (20 XML, LDAP) , & T8
BEARAT AN A5 B, 1B 8 R AR AL S M 9 B HE AT, CIM A1
PCIM(Policy Core Information Model) & 7 I #)" BY Wi Fh 2
HER.

CIM™1 & DMTF & S —Fh i ) X 505 B, 2 A
AR S R . R T T TG
FI2E SRR R B AR N Sk AR B LT REE iR
& P N AR 5 A IR A R, T
WS BTN FHRYEERY . 8 AL RE i — 50 R AR 4k b Bl
T RREAD

PCIM®1 2 DMTF 5 IETF (Internet Engineering Task
Force) MR HESR THRA SIEFF R —F & I THRBER AR
CIM #ERS, B LT IR R R 26« 45 M 28 4R SR g {5 B Az
FER R RS LWL THIE X R, PCIM T
G — TN RN ER TR HE .

3.1.2 RATED

SRR, RGBT A T RSB BARR,. Rk
RE R, HEEERB TR EIH, Bl ks MR
BMELRE/HHIES.

BAEMNEBESRE BANRESNERETER ETH
HMEE TR EILFTY, BT EBOIES TR
5, {E X LA AR A0S AR, W7 ELSR MR RS 1k A T SC B R 22 3R
B X AGE S LA 2 RDL "I (Role Definition Language) ,
ETFHEMMES HEHKS, ¥ R event-condition-action
%2 k H R  wk, HoR #E 2 SPLU® (Security Policy Lan-
guage) , TH{[a) XK IEIE T M M X R REH AT A
BEBE IR IR KRR RIE L, KRR TRER. Pon-
der R—FEA MM RN E P R RIES, %A
NG HISKEG, T A K KR HE authorization, infor-
mation filtering, delegation, refrain, obligation 5 #, & 8
SRS SRR S 4H SE I AH 5 R AE
3.1.3 Resmi

RERAEN FE TAER TR E S RETE S Z R
ST, 7B B T o i R R e T B B T R UE IR L R B A
JRZREERT 5RZRIGUCHT. R b i R R R IE 2 4
#, B IE R — B RE M B/MED

Eﬁﬁcﬁ%ﬁﬂﬁﬂﬁ@}%ﬁmﬁ% HEiFE IR C EFRE,
B2 A AN HRYE Ponder 15 4 BB K& N . Windows 77

.18 -

R AR Java 2 2K BE M TA™ , BREKKBIFRE
e B LS 28 B F TSR B A T A sifb s, flin
BOAER T BRIEFELNEZ2RRI—HETEEY
KIIET W BB, W NERTRIPHBELE
B, AT LR SEHL 385 ) 8 SO RO R B9 TAE. T
TR TG B AR 401k (goal refinement) £ A 1 7] 4 5K i
ML RELE.
3.1.4 ot

BRI IT EE TAER SRR — BRI A v SR T A
Fwg R A4y 2y AR , B UNA] LA 4 e 9 2 b 2 A0 5
AHIRWEE , 5 I S RS AW

WA KRk B . OXTFF TAHBENER,
MR R AN HERE A TTH. OSBRI pRNER,
ERBEITERE S BRI — BT KA SRR v e
TR RMERERRE. QR TFRAERNWRHER, B
&N U op S T et B R b e S R R 2 L) Rt d =) i)
KEEIT, OFETITHER I P RIEMH, TORBE R L T Rug
BT, AT RS RBEEGXER, XFHFEN
HHBEER, BHEANRIE. @M F event-condition-action ¥
KRS, A BEIE N BB F L event BB F 4L action il
g,
3.2 BETFRBANEREER

HT RSP S L2 E B MR RATH — M2 BB
R, BRETRENEEEMERZSEHIURAR A, HiF
ERLEAAETRRRER SR THAESE, RIENE. ©
B — M5 TETF & I8 R IR R A4, B 3R
B TR SRISTEIEE R E S RIS BT . ’
EATHERER . BXhTLHRERT LSRG REREL
G5y RE I E AL B H TR R, B S BT HgT
LR, BERBAXLRZLER P RN, RIFH
BN FR FAb 28y R, BT R MR Z 2B HE Y
AT LA g AR g vpots F L2 Al s
3.2.1 DM AP

XM AT REREHRRE AN BES, K
KERA R T if{condition) then{action) ¥ R,, Bl G &
4L & — R E MR TR . FME T SR HL I fa]
BRSNS, ST DR EMT N RREFR
R, EiRH PCIM R R R ES B FX 2R,
BAMETERNELEBRR O AERAX MR (L
#RE9.21D),
3.2.2 AEAaAKAHEC

XRTSGAAERBE AN EERT 2R, Ak
(Ontology) WHEERH ARE S HBEIIR, ERERTNE
TR Y, 10V SRR AR L B B A R . TR &
Ak (Security Ontology) M “EF—MEBRLMNELHE
PIRB ALK, AT LR E B IEPHBNEEREL 2T R
MR SEERHIEAIE S M, AREE AN
R A T 2 FoE SORMAE IR S B IR 3%, R RE
EArigfy R, Hik, e RBER N R R L 2R,
e REA RO IR B AT R MR I R

HEEX F MR ERE B, BAEMREET
YERCHER(22,23]. ENTHFERREREETR BT —#



ETHRN. URE L TRATEERERRELLEEN
MR, AETAERNFELHTRERKRSRER2EHHR
Wiy B b, HAKRREA CIM i OWL 825 =, ElE
CIM R by RBARE L HREEEZ2ERER. X
FHAKFFE, HZERNTFEEHETFRBENEHERSE
Ponder SR LI AT R LRI .

4 MEREEERHLIAFEAR

BT EALLEE, R T BEREMEREH EHRETT
M2 AR 2 A0 RIS BAE AL RS T R R B R
SIS AR R, AR5 BIR X LA DA
4.1 BERER

MRS BAGEESEARMER W %L
o BT LAV M SSX 4 S 7 o SR A2 BT 45 B 3 LA b3, 1
BT EBAT, RE L EREEMRNEERE, SR
(RPEEVAHBETIHNELRNHEHER, DX R
BISMTLE AR . (5 B RBARTII M 22X — A,
HAES EEAURER A 7 1 - SO SR A B UL B B R
S B AR T 22 47 B BB B L D 5B SO 1 A S 4
BB ELBE AT EE R, B ESEE B EN T
LB, NEREMABIERE. THE TN T RS
EBRBE PR TR R E A IS IR AT
foRER .

M FEBERNHRERE SR HEERSINE A
BE. BRINSRSEEEELEEXEEHE LA, %74
MEEGHPEBEROTIR IR, EELEHE P, 5
BRI S FHEEA 0B RSB REMED,
SHRHZEEE BRI, X — I AR BT R
P, M RFES T A B BRI 6 58 A B O 4w
W,

4.2 BHESHTIE

SRR R R R4 T A T R G A0 B 4 ELAE A
REBE AT S BER LR SR | B Shue B4 2 2 B L
Rt i, BT R RS E ST T
B AT RN B AR B 2 A B AR R R 8 O AT LA
LA AT o TR — B IR R 7D 5 B 2t ) LA A . X
AR BT 0158, RE TR, 72
EIT £ WS ER AR b T ph RORR A7 7 AR TR0

HAX— SRR FREG B, HEIHE RSB
BT TS RN LT 2B LA 5007 B B BT
B4, SCHRLO s 4R Y T — b pl A5 B0 B 15 B (RO I B 3 44, B K
BEAS T B RF A U B B & B B iR BB 7 DS # %
AT EEAS B trap 0, BELHE— 40T, XM FTHRAR
AT R 2 BT B T EL S WS T ek, Bhpe R &, BRI, dn
{52 B0 B B3R AT 2 X4 AT B AT S R T I 1 R A
Fhh, i FRA R LGS T HHELMIRS , B E H %K
PR E T 2 U . T BT A R B b B 2
WERBE, R BRI ERERRNEENE. A
PR IR A SO AT BB . E SRR LI, BT B
B E RGN AT NA LT, fl, CHR[24 K3
PSRN AR ETRSNOMELZLEERGEH, BET
— SR FEBCE R SR BO IR AT S (o JC AL 5540 2% 350

ENEL B MBI , BA AN EE SIS
BOTHEZR AR R LR EHE, HiXREN
EARKEIIEN F, MR LI B2 RS EE 4R
ZEOW.

FRIX G RNG EE LT B B RBET, s
W ERRE-NEENERRIR. BTREEHERETEL
AFWa N TR, B RS R R M R R T, &
SMEIEIZEEE —RA F A AR LR R B R b, IR e
AR SR 40 5 B ) SEE R RO R M B R TR B E X
a0
4.3 WHERBEME

P48 TGN T — R B AR THE LT RN L
R, ERELFHEE M EHRE M MR, A TH
HHE, AP S5 ZeMWEZ0 LW E518 ENZ 6. L
EFHERZRTFER - MREAW. KKRTUREE
B, BB B P O B 2 AT DR ARG, B i
FAFLEEHEBESMB EEHEN TR, Hix—
SR TR IE S PR B .

SMIB B— b, BB M — SR 2R E
HRE T MERZEEH - RO RNIEERERRN
S, BRI RAREER LMERE T, AL
Al AR 4R B 3, ] DL 2 4 40 Manager/Agent (94> 7 2N &
M, EREHEZLEHERD  EE2TUAREELIHN
SMIB, i A& B E A FFEENUE . Slanscsk(21 bR T —
FiF LDA PServer JRAEGE RS X MEMIME B H R,

EOEHZ2ERMNEENHEENBR IR, E
TI¥FATELWAZREER, RAETFRLEEHEIN
PREAEEE Y. FEOEE T EAANERN TER
Check Point i) OPSEC, EE— /M3 R L) FIARIBMFF R
T RIESRE, B&— BRI TFH APL 48 =77 A f By 8 API
FREMELEENAHF TEERITEEP. MAEXSEH
PO T, b B E BT TC G — An . TR 45 B B AL
(SNMP) & 24 B W 45 B B R Ky B 52 19 — Fhbn o, B K
MEERERZEBEHIRRBER, IUARDHREHER
HEERESEHED L LICR[9,25]) .

F Rl BGE AT SUBA TAEE SR — RN
FoEEPHY. FE SNMP 2 FTREEHE, S— iUt
WA KR M A ZSERERNERE. B EERS
EHRAGHAENY K BRI, {7 & SMIB & i
B, EGE R A MR AR ROURAFMRNAE, &
X7, A SMIB ¥ RAAB LRI H 1 .

HHRIE HXFHORLES, MERSEHEN—FE
AW EEEMESEAR L E AR R, RO
FRBaHBETH L, R, AN EZTEHEEARDN
FEEALAL, Gl LR MEARSEHAKEN RS
Z—mIAR B G — M E2E N B2 UMER RR T2
B EHA NERZLEHREZENRAEE . EE. B
HEEE, HEKENR IREMEZL HEEEERT
XEEM, ~BIF S e ., RRZLFTHEHRAANEK
BABZEMNNMNIEY BB ENER, AMETREZ2EHRRE
MR EZLEH, A RESEHEEHERE

(FHE 4 T)
¢ 19 -
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