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Automatic Fault Localization to Memory Corruption Vulnerabilities Based on Memory Update Log
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Abstract  Attacks exploiting vulnerabilities in software are becoming a great threat to the society. The most common

attack method is to exploit memory corruption vulnerabilities such as buffer overflow and format string bugs, This pa-

per presented a fault localization approach to automatically identify both known and unknown memory corruption vul-

nerabilities. Based on memory update log, we can trace back to the statement in source code that is tricked to corrupt

critical data. The proposed techniques can provide useful information in fixing the vulnerabilities and generating the real

patch,
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1 #include(string. h)

2 int main{int argc,char * * argv)
34

4 char buf[40];

5 strepy(buf,argv[1]);

n return0;

n+1 }

Bottom of stack High Address

Function Parameters

Stackl

Return A
Growkh eturn Address —,

Previous frame pointer*

Local buffer buf*

q—l Malicious Input
v

Low Address
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BV FEE ., & TN ER, IFARIA NFRE
HHEEICRE, RIESHSERT M AR EEL
A IR BRI IR R (Bl 20 B R IF A RS 75
XA R S B ID RN EBRE.

EREANTFREBREREZ G, Bshie BB N fAs
BEFEHRNE, RIBE B A hE, AT R A FE
i HE, BB R E RN A g E A, b
HNFRE RN N M(Segmentation Fault at M),
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BT NI BR AR N E T H & B b IR Tt 1
THENBETFERLIE.
3.1 f2FF ¥ (Instrumentation)

BEELRN H N ILEFRESTR IS CRNEESN
B, WTFESRANHE R BRNEIHSEBRSE IR
Fr o B 6B A0 TR T BT 7E , 10 R X SR RE R Il BT HEAT I Y
FPE BRI, TR RICRITA M N FEHBRIE. ERNEF
i X B RN ERIE R SR MR E R AT, BRI
BRI R IA S AR TR 2 0 R ER AR, ks Ak
BYCEFR AT vprintd BB ERAMUED b7 B 5 8 v X i H A
H strepy, memepy ZEAS 1 1 41 B B9 FE o6 % malloc/free 45 1%
FIRT malloc FERBARE. B, RINLHNERRAGY
i DRI X R LSRRG BN REENRE, &
R EE R B, AT A ER K Gnu THAE, HE
FIRIREE TR X R 20 R

BAMEA CILIY TEH#EF RAE, P H R
PREICRNERKAE., ExEERFTTHZE.CIL
A—/NERES, R RREBTTN SIS R ERERE A £
RN EFEE. CIL 2—MEBRASEE SRR U R
ENTEE, AALURF EH TRT MR EL.,

FA MRS ERE TR B 4 e 2T, id R T R E
ORI IER T X2 ART S U AN NEEMNE
B, AEFEHFAENENH ETW AL 5 TR . file_name,
line_number, write_address, len, data, H ¥ write_address 2%
MR N RN B, data I BAENFRIENAE.

R1ERNMTEICRYER. X B dsid
FRRAENNEERBRLE,

#1 FECRWESHK

Libe functions

Function class

Copying Memcpy() » strepy() » strncat() ,

Format string Sprintf() , snprintf() , vprintf() , vsnprintf() ,
MallocO) , calloc() , realloc() , free() , strdup()
Readv() ,recv() s recvfrom(O)

Read(), fread() , scanf() , vscanf(}, fscanf( , vfs-

canf(), getsQ , fgets()

Memory management
Network 1/0

File I/0

3.2 BEHER N (Detector)
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FRATAT LR KBB4 B RE St 79 7218 e B o oAl B R
B0 StackGuard . st FEHLILEE AR L35 S BENLILEE RS, A
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Randomization) f{ R 7€ iz 17 85 BE ML AL 1 2 &) e hb 23 6] - 75
EREEERESEEN LS B EERBNRAESR
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3.3 HiIFRFEENL (Fault Locator)

FI R 2% (Detector) MM B R PR TR, — B
WHEE, RITHRBINEREES, AbRREMN. &
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ety b M FEE CR2 FF8. BERINMFES T MFR
fHhk location(M) ., RIZHE M NTERIFRAE, 4 3 FE O
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FivfE L, AR x86 484 b sREUR FITE A B9E L, WIAR IR 4t &
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o S RO AR T AT, B AT B B s
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while(!Is_empty(log))
{

entry= get_prev_log_entry();

if ( entry.write_address<=a2
&& entry.write_address+entry.len > a2 )

{
if(entry.data[a2-entry. write_address]== M)
{
get(entry.file_name, entry,line_number);
break;
}

B3 R AR IR ) T

BE, RAMERRB RGN LB LR RS GNU
THRA#TRAREOEREN. RIOMMEEERE
kubuntu 7. 04 Kernel 2. 6. 20, Intel CPU 1. 9 GHZ, 786M
RAM,

RATERERY 3 MEFABEERFIRIAR AR 2 FoR.

2 WARRGRERRR R

CVE# Program Vulnerability Deseription
CVE-2002-1549 lhttpd 0. 1 Buffer overflow in Log function in util. ¢
Buffer overfow in the fb_realpath
CVE-2003-0466  Wu-ftpd 2. 6. 2 _
function in realpath. ¢
CVE-2002-1904 ghttpd 1, 4 Buffer overflow in Log function in util. ¢
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