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IBSSD: Immune Based Secure Storage Device
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(Computer Department, Jiangsu University, Zhenjiang 212013, China)

Abstract The secure storage device is a hot topic in current secure storage system researching. In order to improve the
I/O performance of current secure storage device, we used artificial immune algorithm to research efficient access con-
trol system for it. The structure of immune based secure storage device and some definitions of element in immune based
access control system were given. By analyzing the characters of secure storage device, we presented diversity selection
algorithm and mixed checking algorithm. Realizing the prototype of immune based access control system and testing the
efficiency of it,the result shows it can inspect illegal access request efficiently. Realizing the prototype of immune based

secure storage device in Lustre and evaluating its 1/0 performance. The result proves that the immune based secure

storage device has high I/O performance and can be used for efficient secure storage system.
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