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Abstract

ly facilitate group activities but also enforce restrictions and accountability. It is a great challenge to provide appropriate

Collaborating systems require an appropriate authorization model to specify and maintain policies that not on-

authorization models for collaborating systems, Existing models fail to incorporate adequately authorization decisions in-
to the rich notion of context and all kinds of authorization constraints that are inherent to any collaborative settings. We
presented the locale-based access control (Locale-BAC) model in eollaborative environment. Some major components,
such as roles, permissions and locales, were redefined in Locale BAC model. Our model combines global access control

policies and discretionary access control policies of collaboration locales to provide a flexible and hierarchy authorization

mechanism.
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