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Abstract An authenticated group key agreement (AGKA) scheme allows a group of users in a public network to share
a session key which may later be used to achieve desirable secure communication. According to various authentication
flavors by using asymmetric techniques, the previous AGKA protocols are sorted PKI/CA-based ones that most cost of
computation is modular exponentiation (or dot multiplication) and ID-based ones which are implemented by using pai-
ring. Compared with PKI/CA-based AGKA,ID-based authenticated AGKA simplifis the key agreement (management)
~ procedures. Whereas they require expensive computation cost than PKI/CA-based AGKA protocols. Aiming at the
weaknesses of the two kinds of AGKA protocols,a novel ID-based AGKA protocol was proposed that was implemented
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by using dot multiplication.
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