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Abstract Many emerging applications are based upon a group communications model. A new group key management
scheme for a secure group communication system based on a geometric approach was proposed. The proposed scheme
can be divided into three phases: user registration,group key assignment,and group key computation. In the user regis-
tration phase, the group manager computes and gives a secret to the new user based on geometric approaches over a se-
cure channel. In the group key assignment phase, the group manager first constructs a secret circle using the group key.
Then it computes a shadow of the group key for each member based on the member’s private key. Finally,each member
obtains an additional secret point based on his private key. The member reconstructs the secret circle by its shadow and
the public information,and then obtains the group key in the group key computation phase. Based on simple scheme of
group key management,a binary tree of keys is set up to redesign the scheme and demonstrate it. The computation com-
plexity for rekeying decreases from O(m) to O(log(sm)). The public information on the note board keeps the same, No
a secure channel is needed when the group key is updated. So this scheme is scalable.
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HEHEF T E T X

TERRAUR T, 3X 3 4 DRM & 4 $PEE 4% L Bl B
A AERABR Y, A< S 4 89 DRM R4 £ B M E TR
R BE P48 N VB A s TE T R 4% RO o 1T » | TR B9
WMDM Z % #il Intertrust () DRM Z& 5 BN 2R AL %
ELRIEN AN e, EH X RE R EEHER A, A8
HEARSE R TFREMLE &L, F4 DRM 8 K4
BE AT LAFEAS #h 52 1R » B L X P48 B A B 1 31K s FE X B R
TER LB T, A WMDM £ 48 Ml Intertrust i) DRM &
GERAR I H, S YAAEFH RN  BREEFEREF T
AfiE, 4R H A DRM REM A FAHPRSEEZAR
B 4alE., B, HXTELA #9535 DRM RE0k U, &2 &
G R A RE RS MEE W .

T fl— L B 4R A T 1) R EE 45 39 DRM IR R
FHH T S R 2 Lee Young Gu %8 A K Azfar Moid %
ARHFDRM ), ARG EEEXT R, ELH
FEHEARAI N EBES ER R A ERS AN A L
2, BX AR S NES TR E SR, LR E PR E
BN A.

FRIT AXHHNEEREWRP TR BHT X
KEMEAPRFNEHITRNRT I DRM £4%. REH
REMXESEFEHB AR, 18 DRM 755 284 045 & 0%
FRERFTEH—KEFH T FEREGEHPRES
REfE R Z B VFAlE. AP RED AR FENERTHE
o ERTABFHENILE, 5EHK—% DRM R4H
L ARGND RS, BHEFRRTE, 7 FE TR EN
BRAPREZEBFRENLE,
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