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Abstract Mobile Ad hoc Networks are very vulnerable to malicious attacks due to the nature of mobile computing envi-
ronment such as wireless communication channels, limited power and bandwidth, dynamically changing and distributed
network topology,etc. The general existing Intrusion Detection Systems (IDS) have provided little evidence that they
are applicable to a broader range threats. Based on the generalized and cooperative intrusion detection architecture pro-
posed as the foundation for all intrusion detection, we presented an anomaly detection mechanism to discriminate the il-
legitimate network behaviors of mobile nodes. By collecting the observation sequences of multiple protocol layers, Hid-
den semi-Markov Model (HSMM) was explored to describe the network behaviors of legitimate nodes and to implement

the anomaly detection for various malicious attacks. We conducted extensive experiments using the ns-2 simulation envi-
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ronment to evaluate and validate our research.

Keywords Mobile ad hoc network, IDS, Anomaly detection, HSMM

1 58

Ad hoc M RHE—AHFHLRKRERBHBHLHA
B —ZPaeE B R 4. FE Ad hoc ML H MW A
BEZBNEW, BRI Ad hoc W42 277 mRIPF ST stk
BRA ., FMBEY Ad hoe HELMFEFEGFUTILD
FEM BEhES FHEEURARGNS, JiRiEBRRME
B2k Ad hoc 4B — MR PP, LA HIHERE
B EVN B, R AR R T &N BRI,
FE Ad hoc M ENFER . Ad hoc W2E 5 [EE M KA —
25, 0 Ad hoc M 4% T [ 2 B ml i ; Ad hoc R4 AYE(E
AN RERE ARE R GRS . R IR ZRERE, 4
HAELEEHPIEFEE R Ad hoc MgH , FEEHK SR
EHEREHAENER. B, ERLEFNEE XRERH
m N AR ARKRR RS (IDSYZE Ad hoc WM& P AREIEH, T
LR BRMRERE,

HETET Ad hoc M4 FIA R AR ZFZEEPER

TR H#.2008-12-11  iRk{E H#§.2009-02-25
— T HRBRAEESE AW E (U0735002) % Bh .

ANHE:—EIARRUREEYHFRDY, W ER Ad
hoc MEERFPERIEN, EERESHAYNARBI UK S
WL ¥ 2R 4 B R b HEAT B0 LG B TR AN B AR
S ERB SR BERWARRM AL 5%, _£
STRBBARMBES, BR AR . R H A%, T
FOAT U B AR £ A L5 » U2 PRSI0 58 1 A% BT B0 0 i e A
PLECFIRFIE MW AR, A RME AR R B A
UL R RERUATERRARKERAR, AAK
B AR T RERE S .

TEST XTI B AR BIF T » KE BRI Ad hoc M+
HFEAR BB B T Betb AT B 48 L i B e Y (3B
o4 IR 95 Bt U 4 s B R X F R LR 00 B e B EA
R, L& T AODV B BB A 2K 11 % 40
%. BN HH BT AR R SRR A RAR
T 40 SR » B AR BE X B 40 2 A P R O F B AT HERR B K
BRI ELRX TR MR AN B TR AWEE S NEH
BRI R LR AR R REE, H 3B WAE LR

AR ERBHEANR LRI R (863 iHR) & BIRE(2007AA0IZU4N R ER B RB 2K S

I FAQ983), B . MWL  E BN B R ITE VLMY % 4, E-mail; wangtaosea@msn. com; SMI$ (1958—), B, % . M1+ 48, &

BEHF T B MRE S FRIT R FERE,

n75-



Wk A R, RReARUb R MEGE . U131
T —FE R A MR %, &N IUE S BB
BRI A, B R 4R 6 & 2 BRI 45 3R, BUARA B i B
BOR BN HBUZ S AT RNRARE EE 783
ENTAT. W BT LUE W, R BB R ARG
AR ERRE BRI R IR, RECHE A ZE AR
B—L R AR T AMBEN AL .

ETU RIS, AR S — RS By i B33
R ZRER RGN RERIEH . RIVRESAHUE
AR B, i) T B 2k 55 2R BT oM ) CHSMIMD P SR 1R #8 3l
WA FEAT R RBENI RS R . B Xt SRR B 4 W (E 51
AT GR S, B R M b & T S IEE AT N
R IRTRY , 4K X 2% o () IE 8 5 52 W AT AT FIT 5 U .

2 BEHVHAREITH SR AFSER

WEMMENENER ERREEE . BHREREEN
A LMEHR Ad hoc M AR R EMWINE, HBA MK
HHARBRMEBEREP TFRXEFEENE—FH, ANii Rk
THEFERFEHARF X, I 7T EFMK S Ad hoc R4 H
FEEVFASRENTR, ROFERHRRRRE D IEE T ANT
. SALMEARR, L Ad hoc MEHH ST NZREER
R R (ER G . B ot BEIR 2 FR45) L R SRR3R 45
BIRE SEAESSHERENEW. TEEBINTE
o IR REE 5 BB S ER, R EM T A RER
BEIEREEER S AR ERSHERERURE
FRASHMER . BHFERRSE. BN SR K E
EEMINE L SR BB T SEENERE, EMEIEE T
RUISTTAIIEIL T, 10 0 Y0000 5040 T 52 ot F&) L9 o P E 3 3B 1T
K&, BEFEFERER R, LIEE Y sGE AERE
BRFHMEM S 0EE, TR TR R MR SR
EWTRUE TN E B4 o, I R K TSR BUE T
THFE LR W B HE IR RS, R E T BT AES MR RE
B EEHFHAAR, K8 KR EIE 0 Arp FRO &
SEHEH BRI R REY MAC B 5 (n RTS,CTS
%), BEik, 7 RS MBI ER B R R IE
BT BRI BEERL,

A TR E BT Ad hoc WI4% 19 &% BRIt , AL 35 BH I
th ERIGE B E R R ER SRS RE R X
Tk AT IR H e B S 2 B VAR R . SERTERfE
EHHELRW S ARG AL, 0T UBUERRBINGE S8 E
RSS(Received Signal Strength), RTS/CTS % {5 5-1E y W
8, YIS ST 53 ROMIARE R, Jon 3 B0 445 B AR I e e i ok 9 BB
H1. TEBA BET xRS h BN, AR LR B B .
B ELIE &, A NI R A TR EAREE
B . BHERNYEERSENRNE, #zind H4EMm
F 0ok, WL EE M B 15 B (RTS/CTS S F H MMIE,
SAELEMTHIUZRMBIETS, SRR AT RIS
Th. BAXEREEWEIM RTS/CTS. BEE R EEEEN
A, REIEHBE1E 00 BTA 1 S 0 W {E ¥ 51, 7T LA
WEHBT —MEH R EET AMNET AN HSMM, L
B2 ¢ F— SO BIAH OE B IR (E 4H A — 1> 2 4E UL
MEFH ZORIE P HHRE T 27 < 8 F eI A 5

o« TH o

ST R, B, WS 3 F 42 HSMM /1 558 #E 3
(likelihood) , B R B T R B9 A MBAT A IE AR B

3 RARBEHMSHZE

3.1 ABRMRGEN

AR AR A BRI R GA T HHE
# DS, ¥ 25 AR SR A BRI EIFA R
RV, REGHINA 1 PR, BREHBERE W
HRER R 5 AMRIRE 4 SRR ELPRUBIANF

PN 271 S !

! [ ZEHRE _ Je 3 :

[ ewen [DSETERVE OMEEEN) | |

B 1 Adhoc MEARKNRSSHE

BIERESHAEER. FERERFERMENHILE
MR A I+ BE1T 012 A0 38 , b N B AL %, $ i A AR B vy 1A
PR BEERE .

KA R B B B R BAR , U FE A HE 5
BEE RIS 4y, BER H HSMM ek 47 m & 47
HEREFER T M EEE RN R MR, A&
SO0 FE) PR T A S R B BRI A R 50 X F 1B T AN
AT H HSMM Ms A3, QIR B FEA S, REA R
REFERET S, R AN A S5REW SRR E
B HATBRAKRER . mEHSHIASTEAREAERENN,
W — B EHFERE T A, NTFERRGE,

AR RS EE AR ET G, AR RERIEE A
R R 2Z PR R FH R3S B | AR A TR 0 S5 5k
SREVHRL RS, o, TUUEFISA T S MEERE;
HFRAARNE, UHREERNFET 8%, '
3.2 BSMMESHIIGESRERIEZ

TR ERBAER T S NET R RAZ MR MR
WEEENARFRMER AR SHH BT SEKS
MAC B # RTS/CTS L4 Je W 4% 2 5048 4 48 B B0 16 4 Wi
B, HESMUZMRBER S, B el 1s, F£F
BRI ¢, £ UMUE BRI E 2H AR — Z 4 i SR AHE ) B

0, = (RTS, , Packets,) )
RTS, 2% ¢ #NEWRH RTS Wik E R, Packets, 5t #
HEWRBIMBESHARE ., £ —REN, R 57
PRS- E TS, EEESLT R
KEFETIMETR, HZ RS HE RN SRIGHEXTEE
B B E  MEES U R ERMEFRENE I, AT
PR X s A B R e U RS RS, BEMTR S B E#
TR . STEAAE PR, R TR B e R B EAHE B
MARERRMEmE. B, 7T EREEITE {0} H—
A TRA R, H Markov 3RS (RS X0 G A
Bl MZRE. HSMM BMBREZ MMEEXERER TR
RHEBBEYSN—BB SEERE EMA L E BIE
FHIE LR A EH%E. HSMM SRR EAE LT .

(DS={1,, M} ZRIEHEY AMEBIT AT REKEREE
& MEBRER. MREHD /R REVREEBEREN A=



Lamm I s T o ReBIRES m B BVRES n W, m, n=
1,,M. Bl @ =Prlq=nlq-1=m],m,n€ S,q, Fi~t bt
ZIRE. (OBEETREVBEHENEED R,
P (D=Plr=d|g=m],n RHHRE ¢ KIFLENREK,
dG{19"'»D}9D%ﬁ7§ﬁ%%ﬁﬁ¥kﬁ»ﬂﬁ;@§pm (d)=
Lde€{l,, D}, EXREHZHEH P=[p.(d):mES,d=
1, D], (E XL RS m ot , BRI R R
b (R)=Ptlo,=k|q=m], KPP meESBreV= {1,-,K},
K ZrERS ARS8 0 e 2B WIIME ., S bag
HI b () =1,kEV,mE S, & LHi th WAL B=[h,
B):REV,mES], (Dn BUIHREMEEME , x, =Prlq =
m],m G&WJ%:‘%&W%%%WE%M:Lm €S . Hi,
HSMM RIS 5 A UEHBERIERE A RS B RS
B PSR IERF B UL R REMBEE M -, ik A=
(A,P,B,), AXERNBRRFERY SEFHMETH,
FRUREW S, RELEFETHRUEIEENSERNS
¥ . HSMM BRSE ST E S L oemk[13-15]. 43R
RIR MR8, |TEXN HSMM BRI S HGHITBE. 583
RN RERIT A HSMM BRI, Bl o] F T4 0 k9 4% o
BISREF . AT SHERE W A5 % F HSMM &
PR SRR, WRETEASRE WANTERFESR
HIXN, FRESFESEN SHBEARRERE,

AR T BB R E R R 5 3 HSMM # R 5
REEE. BE of FABKZ 13 ¢ MIRFH, 2 X

a(m,d)=Pr{q=m,z,=d}|0ol A} )
Hip,q Rone BHABRE o TRYITPRE ¢ BHFRFEENIK
. Prig=myo=d|o,A} FRELKEWNF] ot RER
ABE,TE t BPZPRZE R m R, X

a’ (m,d)=Prig=m,,=d,d |A} 3

g4 rEmk, NE
a’ (m,d) _ _a’ (m,d)
Pr{of |A} Ea,* (m,d)

{85 HSMM B 8 304 R BB R MR Priof |a).
B AARETRE WERARFEITH. ERMETEE
TR ER:

(DMBERE a6 (s d) =10 pm (D) s for mE S,d>1,

(DTEMZ ¢, VWA N R ERBERER o1 (0, D)5
mE S LI R SRR o, , U ¢ EZBIBT IR

14 14 7 !
a (m,d )= 2 Pr{q:—l :m7rt"l=d9Qt:m yo=d ,
mEs,d=1

a,(m,d)= 4

of [}
=(a’ (m',d'+1) +mes§¢m”‘:‘l (ms D
Pn’ (d))b," (o) (5)
(DIMBPFF] ot BRI A ISR BERE Ky
Pr{o} |A}=’§ia,’ Gin,dD (6)

SR RIE AT T gL, REERFE—
WHE AR, T4 R BIE R R 7R g g R e —
WHARRIE., X FREB SR, 7 LI R4 B3 DS
EPLRFF R ) RS 1T 5T P RE R R B R A RAT A .

4 ZRHE
4.1 {5ALIRIRE

LRGEFER ns-2, FESHRBE IR 1 551,

#1 FABHE

W& 5% ¥

wHEE 2kmX 2km
¥ EBHRR Random Waypoint Model
FRAEGHE 100s

HEEE 100
VERARGEE 300m
WRBHEE Normal(5,1)

AEHE 20
AEBREEE 4packets/s, 512bytes/ packet

- 3:: 80878 DSR

15 K w8 2h

A E) R 1s

EHESERP, T EBSHEA N RW(Ramdom Waypoint
Model) , 5 A — A~ BEALE s 1 34 BEAL B B R 88 30, Bk
BRI S E— BB, R EHE S 100s. T EBBE
HERSI M ES S normal(5,1), [, BEMBEE
WE,EBM 20 M T ELIBEEEREHBEIH BT ERXE
., EEARRBIF A, TL Ad hoc MKEH ABEE X
B RS AR BN PEERSEAFRETHRE. &
TREMBWEMEKEER FRRETWEBETRE, Bt
FEE [A] Bt 1000~ 3000s & WL I F¥ 51 15 10 0 (0 1| S B 38 4
4,38 100 HFEH, FA R FEFIA 2000 ASWHE. 5
Fh, Xt 3000~7000s B [7] B2 SRR FE 51, 48 1000s BBt fa] B4k
AR IESE & — SRR, WA 400 4~ , 5
D FEFIE 1000 IR, F U0 2 5085 4 3k A4 HSMM
BRI A RS IE S A E RS BN A it —

E 2 RYISREHEE S B AR A X R 15
O . BT AR BRI 5] xR A B R A RN T
—4, 9(HHHRE 2%0) , KEAHFFI A HERBR AT —4. 9,
BR KBRS AT SWER NET R, RRR
REEEKRF —4. 9 FIEEWAFHHIRBEME, BF 2|
TR BRI R E F5, BRI AR RN 2%,

P 3 A Bl A M A P WU 5 < B 4 386 i P B o A
B BREAERENTMEE. TUUER.BEFIIKE
BB, Y FF N EE B m TN EE. B GE
2 Hh 28 W P 51 B, SR R R A I A S 4

0.4 B -4
:
z 0.3 |} —— Test dataset E -5
5 g
g 02 w6
z <
& 0.1 f o
a Aj g ’
0 Lowrss 5
-5.2 -5 48 4.6 44 < g 200 400 600 800 1000

Average log likelihood Index of observation value

B2 gG5RREEEMSRE EH3 MR EN SR EERE
MR AR FFFIK B AL {2k

4.2 WEHEMHE
E ns2 FEHELRFEF . B2 ELR T L E W sst
Xt Ad hoe MM T . ER—MEHET,ib3EM 5008
BB 2P 86 , Bk B i A5 4288 8] % Smin, T 2RI E.
Y A ENFMZEIE TR BB R SR
THRE. RN HEEI MG ERE-BNTSE
FERENEREOSER. IRENTERRESBEY A,
WMREZIZHEE RINELT SR IZEN A BT
MEW SNMB BERBUSAENE. ERZHRHES
o 77 o



IPRHFHEHENS RSP ERT S ERBEREGE. WEBGE
WA B A BRI T E B TR B B s Bl 5
SERRIN R ARE ARP &K, I43E H O S B S HRE
K%,

B WhW S ERA DTN A SRR,
EBRHEHZE. R E EOY SN E e Ed hrEy
LB AR A S E SR,

ERHSEE  BE T AEBRENZETAERER
B, RES I ERZENTSEIETENT SRR
7, EZEY S EABR KBNS, AR ARBHEERE,
4.3 EAER

ZAR3CGE T U TR RN A SCR R T B NE
P RRR, R IEF R FRFIH S R e B E SR E
HLE R F B H IR R SRR R R BGE R E &
BREBGRM R,

4 R0 E RS AR RRYZ LT WM SR A BRI 2R
S5, AUEHRRSNEZFRZRAHAEE. RENILI
FHIx PRSI SRRBE RN T —4. 9, F R B log-like-
lihood<T(T=-—4. ), MEKWBI R . &2 ARRE T=
—4, 9 SRENY SR 2 100s &, 22 3005 B0 JLRH R 48
Wik TR R,

0.4

—e— Train dataset
0.3H —*— Flooding dataset

P
£
?')_ 02
©

0.1

o= I e e S

=52 -5 -4.8 -4.6 -4.4

Average log likelihood

B4 2 S BE R N SR IR A A
®2 3FMBEEMRISR

ZEFR B E R E

EHRLH 99% 2%

ERK & 95.5% 2%
B R A 93.5% 2%

EXEHT T AE B GHSE TSR A RN
i, BT RW B R, B Ar ¥ 85 Bl it ¥ 45 B 1T, 4R K
4 10s,50s,100s,150s,200s 5 M. B BE THEE
WM RGEE W, HES. B 6T EFH,MET B
At SRR K, B3 M E IR INVEL B TS R TR RI M
R, BIR ., BRI EEIMBEHERT.E
SCHR R R B R S R I ¥ M sl L B IR R S R IR R
ik, FET AR REAIRRE R,

1 — £ 0.1

o - 2 « = 149
S 095 2008 N\ b T80
= £0.060+ .
8 a9 . 5004 \:\

085 50 100 156 200 E 00 50 100 150 200

Pause Time(s) Pause Time(s)
B5 FEABZHHFRTHIZE EHe FRABIZRETHMER
B R B 2 KR

BRIF AR T MBI S METRINRE
BT BT 2 U2 BB 51 R HSMM g7 4
RYSTAEEMET AR IER . S35 ALK,
ATFIEREN BRI G HTRG RN, B BRR T LE

. 78 .

W77 A W B ) B — A LR, SFREA B BB S B R AT
HE5XRL A HLAMEFERKOBEMNER. BETEEHFE
— R R, BEHATERAMDII a0 ER b e B W R
B BR(E , 5 IR R R BB R A ST TRAG R R G S At &
Ry KBTI B A R s M R R T IR
TrEI¥E 1%

2 % X &

[1] Zhang Y, Lee W, Huang Y A. Intrusion Detection Techniques
for Wireless Ad Hoc Networks[ ] ]. ACM/Kluwer Wireless Net-
works Journal, 2003,9(5);545-556

[2] Puttini R S, Percher J-M,Mé L, et al. A Modular Architecture
for a Distributed IDS for Mobile Ad Hoc Networks{ C] // Lec-
ture Notes on Computer Science. vol. 2669, Springer-Verlag,
2003.:91-113

[3] Jansen W. Intrusion Detection with Mobile Agents{J]. Computer
Communications, Special Issue on Intrusion Detection, 2002, 25
(15):1392-1401

[4] Vassilaras S, Vogiatzis D, Yovanof G S, Security and Coopera-
tion in Clustered Mobile Ad-hoc Networks with Centralized Su-
pervision[ ] ]. IEEE Journal on Selected Areas in Communica-
tions, Special Issue on Network Security, 2006,24(2) :329-342

[5] Puttini R,Percher J-M,Mc L, et al. A Fully Distributed IDS for
MANET([C] // Proceedings of the 9th IEEE Symposium on
Computers and Communications (ISCC’2004). 2004 ;331-338

[6] Liu Yu,Li Yang,Man Hong. MAC Layer Anomaly Detection in
Ad Hoc Networks[ C] // Proceedings of the 6th IEEE Informa-
tion Assurance Workshop. June 2005;402-409

[7] Sun B, Wu K, Pooch U. Routing Anomaly Detection in Mobile
Ad Hoc Networks[C]//12th Int’]1 Conf, on Computer commu-
nications and Networks (ICCCN’03), Dallas, TX, Oct. 2003. 25-
31

[8] Novikov D, Yampolskiy R V, Reznik L. Anomaly Detection
Based Intrusion Detection[C] // Proceedings of the Third Inter-
national Conference on Information Technology: New Genera-
tions (ITNG’06). April 2006 .420-425

[9] Anjum F, Subhadrabandhu D, Sarkar S. Signature based Intru-
sion Detection for Wireless Ad-Hoc Networks; A Comparative
study of various routing protocols{ C7 // IEEE 58th Vehicular
Technology Conference, vol. 3. IEEE Press, 2003.2152-2156

[10] Nash D C,Martin T L,Ha D S, et al. Towards an Intrusion De-
tection System for Battery Exhaustion Attacks on Mobile Com-
puting Devices[C]// IEEE Int’] Conf. on Pervasive Computing
and Communications Workshops. 2005:141-145

[11] Carl G, Kesidis G , Brooks RR , et al. Denial of Service Attack
Detection Techniques[ J]. IEEE Transactions on Internet Com-
puting, 2006,10(1) ;82- 89

[12] Sun Baolin, Hua Chen, Li Layuan. An Intrusion Detection Sys-
tem for AODV[C] // Proceedings of the 10th IEEE International
Conference on Engineering of Complex Computer Systems
(ICECCS ’05). 2005:358-365

[13] Bose S, Bharathimurugan S, Kannan A. Multi-Layer Integrated
Anomaly Intrusion Detection System for Mobile Adhoc Net-
works[ C] //IEEE - ICSCN 2007. Chennai, India; MIT Campus,
Anna University, Feb. 2007 ; 360-365

[14] Rabiner L R. A tutorial on hidden Markov models and selected
application in speech recognition[J]. Proceedings of the IEEE,
1989,77(2):257-286

[15] YuS-Z, Kobayashi H. An Efficient Forward - Backward Algo -
rithm for an Explicit Duration Hidden Markov Model[ J]. IEEE
Signal Processing Letters,2003,10(1):11-14

[16] Yu SZ, Kobayashi H. A Hidden Semi - Markov Model with
Missing Data and Multiple Observation Sequences for Mobility
Tracking(J]. Signal Processing,2003,83(2) ;235-250



