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Abstract Certificateless cryptosystem realizes the properties of the certificateless,and the key—unescrow. So Certifi-
cateless Verifiably Encrypted Signature Scheme (CVES) was proposed, which is composed of Certificateless Encryption
Scheme and Verifiably Encrypted Signature Scheme. Finally, the correctness and unforgeability of CVES was proved.

This scheme can effectively overcome the malicious signature and collusion attack.
Keywords Bilinear pairing, Certificateless cryptosystem, Verifiably encrypted signature, Unforgeability

1 38

1978 4F Rivest, Shamir F1 Adlemant™ 45—y 8 4248
FHR. 1984 4F Shamir™ 53134 T 2 F 5 4} i # % IDPKC
BIHES . IDPKC B T 3 B Pl 35 B8, B s 1L 7 2%
YEE R &, £ IDPKC MR h, — P REHEN TR
Boneh 1 Franklin®1 2 i} TS5 — N A M MET 4 K INEF
ROEWENAT HE R EADR B S .

2003 &£ Al-Riyami # Paterson ## i TEFLIEPH L
HAMFHR(CL-PKEM, RESH 1 REF L, AP 0%
SRR —MESE=F (KGO £, AP # XA 4%
A A RMBEEE S AR A CHAHAMRSE. R
THEGAAEREFNIERFENE, MAHEKRTET S5
FHEFPEALENNE.

— AN AREMMBEELTRBRB I 255 . 8485,
R DL R — P A{E R = GRR R E) . XEBLAE
FEERSEZERELNE-—HENERES AHMRE
BIASTEITINE = T BRI N E SR ves H R XA R
#H. — T BAE RN % 8 45 IR R AT R A AR A

PIES B #9.2009-01-16 RME H #§:2009-03-06
RERE“TIEBAHEB RGN K.

A RIEH RIS RIES BB RE ves MHIRE S E X XN
BHEBEA#THRME, BREIEE M PRI RG
B4 TATHE N BT ves BB 17 10 UE % 4R UF 4 =2 0 4
REEBBNF R FIRNES .
e E KT RAE %% 4% 77 R i Boneh % AZEX
BROS PR, R REBVB SRR T RAEHE 2K, T
HERE-ERERF S TTP ZEBTHHREM XFF
SRIEBIR T R. A Hess WETHRIEZFES,Gu
M Zho B TN EFHO T RIEMFEL TR, KR
HERERE  ANELEQAHRETAHHN, MAAREN
ANPHRETEHBE. R, Gu Fl Zhu 38 H B W] BAE &
BHRER ERAELK. X8I R, X FAEMH
B ERERETMES T E T RIENNELSE I
TR IEE B A R, HEBENFREFNDARIBEHL
RS A E N IRGE S Wb, ZHEE 5 R BGHBGE,
MERRIEEERKE - NELENTRIEMEELZ)E,
S5ASETURRZEAENFHES.
FXATUEBNE T RS RIEME T RELE S, R
—FEHET LIUEF A B M N SE 4 7 R (CVES), &

AXZERAREB¥ES B SHE.60773175,60673077), M R X LHEAR(BBEE X

R #9730, %, Mo a, i, TEMR T RNERELMELEZHiTE  E-mail: 2mfw@scau. edu. en,

* 105 »



RO G BES MG IREE.
2 1EXER

2,1 WMt

BAGH PTG, * BB Y R g MIEFHF.PRG
HE I, e:G1 XGi—~Gy B— IR MBS, B IF &4

OHXRE. EEMN P,Q.REG B3I «(P+Q,R)=
e(P,R)e(Q,R)F11 e(P,Q+R)=e(P,Qe(P,R). ¥ 33k, %t
{7 a,6E€EZ; K e(aP,bQ) =e(P,Q)* =e(abP,Q) =e(P,
abQ) ,

(2 3ERItE. 74 P.QEG 1] «(P,Q#1,

QAN FEARNEERTH «(P,QXEEN
P,QeG.

WE ERMEFRZERE ¢ BRODEREX .

2.2 CBDH # DBDH 5]

(1) CBDH(Computational Bilinear Diffie-Hellman) |5} .
MFERW a,b,c€ Z; , AEP,aP,bP,cP) i+ (P,
Py,

(2) DBDH(Decisional Bilinear Diffie-Hellman) [5)8% : Xt F4F
B a,b,c€EZ; ,AE(P,aP,bP,cP) Fl hE Gy, IE h=
e(P,P)Y* BREME.

2.3 FTiEHmEER

XEBMEFRNAESEHELET . RAERP L
KGC,%84% S, Wik# R. WELAEAHWT 7 M EIMAN
(FIf: A7)

(DRGZSHE . i1 KGC 58 18 M HER 4 20 N6 B B
E. BASE LBHEFY s. 18 P =sPIMBRES
B params,

()T FAGIBREL . th KGC 58 )i B 1 58 1 2 10 R Bt ] 3
. WA params. EHH s AP WFH ID: €{0,1}* . 5
AP RS RS D, .

GYEEMEE: HAP TRAEREZ T MBS,
WA params AP MR ID; Sl AP HBEHE x .

WHEHRE. — A H AP SRR LT A E B
A params. AP IR FSE DA HREE . 58
HEAPHBES S .

GYAFHARE: i P R HE 2T B 5%,
MA params AP HIEG ID; URFAPHBEE - d
FHAH PK;,

EOMF: A REE S TR BRE ST AT R H %,
WA params JHE m . BWER PKe W% C.

(DRF  HEBBCE RN E S TR BB, MA
params FWE W Sk BB m.

2.4 Guil ZhMETHSHMATRIEMEEES R

Gu il Zhu K& F BB H AT RIERNINES S TR HL
T 7AW AR

(D Setup: B (GG »qre, PYFENLIEB s€ Z,* B Pas
=sP, WEFHFHEERK H,: (0,1} >G, H: {0,1}" X
Gz_’qu LK H; Gh—>Z,, RANFSEE params= (G,
Gz»qse; P, Py s Hy s Hy s Hy) . RGEE 4 (B PKC MRG0
£ so

(2)Extract; 45E AP M EBIRIR IDx , PKGHE

. 106

Qx=H,(UDx)EG, fl Dx=sQxEG
B R L(FEIC Dx 538 %P . RAPHRERE Dx.
R, SHRIRA IDs BPREWAAR Dia=sQueG,
1 Q=H (ID)EG.,

(3)Sign: HEZZHEWRE Dx FMHE m, FEVLES kE
Z; HRFEEE L (U K r=e(P, PY ,h=H, (m, 1),
U=hDx+kP,

() Verify: 25 € B3 HRIRN IDx MEZEXN TFHA m
R (r,U) , BIFETE h=H, (m, D Q«=H, (IDx) , ¥
FREZ AR E AN

r=e(U,P) » e(Qx,Pps) ",

(5) VE-Sign: BEX AR Dx, 1HE m€{0,1}* LK
BENSHIRN IDA B HETHHE Qu=H, UD2)  RFHATUL
THEK:

Fﬁﬂbﬁﬂl kiskz GZ; H

HE r=e(P, P, h=H, (m, ), k' = H; (¢ (Qa,
Pasd*2);

HE U =P, U,=kP,V=hDx+ (ki +Hh k) P+
RQa;

FHTBIEMESE V,ULUD,

(6) VE-Verify: 5 HW17iHN IDx HEZEXNTHA
m WA INELE L V.U, UD) ERITE h=H, (m,1),
Q=H, (IDRFEZZE A LAY

e(P,V)=r+ e(hPps ,Qx) * e(U,,Qs+U>) @)

(7) Adjudication: 24 E P E HIFE Da=sQx LI R B
RHA IDx HBEZEXNTFHE » TREMNNELES (r,V,
U, U B el X OB HA B, mREIEE S, Ui H
U=V—H;(e(D4,U:))(Qu» +U2) , FH 8t . IDHEN B B35
PR IDx I ZENTFHE m MRHEEE.

SERR b, By (Setup, Extract, Sign, Verify) 4l B 2B
BR Hess WETHBHMEZTRY,

GuHl Zhu RV S A TIEA T H AR BRI
B ARG MR ERAEE. R Gu-Zhu M RIFAREELE
— AT RAE RN 2 R R AT R R A
#. HEFRETRIEEREERB U =P BREBRMLH.
AN EEINBEFBOFARIER —1 kL EXERT
HHE U, =kP M =H;(e(Qu,Pu)*), HILEZEERA
HAMEATRATUEEERNTRIEMESES. FHikZX
PR EEES .

A E R Bao F Asiacrypt 04 L3R HIRAY . BUEH H
RS £E IDx STHE m MO BIEM MBS ves 255, 5
FH—NBZE BHITEHR BB ves FEACFTENTER
WEMELE A ves’ , HERERIEE S BZREE T ] EK
13RE %t ves’ HAT MR, ARG I FAXT ves B MPIRGE T M ves
HHH IDx WIFEHRER. MAGHEBGER, WAL FER
FR—FARAHETRECHHEE m MELBRAT BB HH
B4, BT LUOX BRI AP ERAEE.

3 ETFRIEHMABIEMZEEZFR

T Xk 2 T I GE A5 00 2 A AT e UE A B M R 5T, 1R
—FEE T AU B AT RAF ¥ E 4 TR (CVES),
ETRIUEBHITRIEMFEL T RELUT 10 M2 RA



B :

RESBET HE(GHGHg e, DENBY s€Z;
HE P =sP. #%# 3 4 Hash ¥ H,.{0,1}" >G:, H;:
{0,1)* XG>Zy UK Hy:G—~Z,. REAFHER G,
Gy yqses Py Py Hy s Hy s Hy) g%%iﬁﬁyg So

RBERST R 543 ID, € (0,1} ERBALKGC it
B Q=H UD)EG ML MHA D, ,D,;=sQ €G,.

OREMHE AP EIER « € Z; 165 B ST
f&. '
WOEERFEA: A TREACHRA, Si=uD =
z;5Q: o

GOREAFH AR AECHAH PK = (X, Y)=
(P, Q).

OVEZ AEBZBEOTE S FIHE m, VL% L€
Z HEFB SR U P r=e(P, PY* ,h=H, (m, 1),
U=hS;+kP,

(ORIE:AZEH BRI ID: NEZEXNHE m B
& G,U) , RIEEIE h=H, (m, DR Q=H, (ID,) , %%
BEREBHEY AN r=eU,P) « e(Yi, Pus) ™"

(OCVES EZZ:- AEZLMH S, HE me {0,
L BT R

BB & € Z;

a) W& a=x:Ya 6=ela, Pps ), i Yo AEMHREN
2FA

b) 8 r=e(P,P) ,h=H, (m,r), k' = Hy (e(Ya,
Pps)®)

o & U, =h'P,U,=bP,V=hS,+ (k1 +h'b)P+h'Y,

it AR B R AT BRI & & (VUL UL .

(DCVES BERUE: FESH ID. WEH . WEZE
MHEE m WEEBW AT BIEMERESL (V. U,,U),

a) HH b=e(Ss, X)), Hi Sa REMPRFHWREH;

b) & h=H,(m,r),Q=H,(ID;);

o) MHMNY e(P,V)=r+ e(hPus,Y;) *» e(U,Ya+U,;),
BZuEAR, GNES.

(10) Adjudication: 5 E I EHFAE Sa=s U R G
BRRRID; MEZEMNHE m IRIENINFEEL (,V,
U, U BB (D EP o BHAXBRIERHF KM, R R
FEE, M E U=V —H; (e(Sa,U2)) (Ya, +U2), & H
S UDEREBIRIRN IDx NELZEXMNTHE m HRKE
-8

4 BTFRIEEHTRIEMBZEZ T RASH

ETHRIUEBHTRIEMESZ TR, BAEMTRESR
&2 E S GHBEE, T X AR AR 85317
4.1 EMm

BiFEEWE S, BN TIERBL,

e(U,P) » e(Y;,Ppy) " =e(U,P) » e(x:Q; ,sP)*

=e(U,P) » e(x:sQ; , P)™*

=¢(hS;+kP,P) * e(S;, P) " =¢(hS;+kP,P) » e(—

hS;i, P)
=¢(kP,P)=e(P,P)t=r
(DA BUE

e(P,V)=e(P,hS;+ (ki +AS)P+A'Ya)

=e(P,hS:) * e(P, k1 P) « e(P,h'bP) « (P, K’
Ya)

=e(P,hz:sQ:) » (P ki P) + e(B'P,bP) + e(k'
P, YD

=e(hsP,z:Q:) » e(P,P)"1 + ¢(W'P,bP) » e(h’
P,Ys)

=r s e(hPps »x:Q;) » e(U, ,U;) « e(U,,Ys)
=r e e(hPus YY) *» e(U1,Ya+Uz)
)M
HREBNEZLZ/IFHRELTHU.
U =V—H;(e(84,U2))(Ya+U:)
=hS;+ (ki +hB)P+R'Ys— H; (e(Sa,Uz)) (Ya +

Us)

=hS;+k P+h'6P+h'Y s — H; (e(xasQa ,6P)) (Ya +
U,

=hS;+k P+h (bP+Y4)— Hy (e(b24Qa »sP)) (Ya+
Uz>

=hS;+k P+~ (U, +Ya) — H; (e(bYa, Pps )) (Ya+
Uz)

=pS;+k PR U; +Y4) — Hs (e(Ya s Pas )2) (Ya+
U

=hS;+k PHr Uy +Ya) =R (Ya+Uy)

=hS;+k P

hREFRMEZSLBIRBRELTEH r:

e(PU) ¢ e(Y; Ppy) " =e(P,U) ¢ e(xiQ;»sP) ™"

=e(P,U) + e(—hxisQ;, P>

=e(P,U) * e(—hS;,P)=e(U—hS; ,P)=e(k; P,P)=r

W hgRE S (UD BB OERIRR ID: WL EITT
HE m BRBES .

(3) % 7T LARAE Uy B IE Bt

b=e(Sy,X;)=e(x45Qas »x;P)

=e(sYa,z;P)=e(x;YassP)=e(asPps)

Ur=H;(e(Ya,Pu ) )P=H'P
4.2 Futhitd

EE 1 JOUE A A I E % A B O R AEE I v 8
3> B AT B UE b @48 2 Bl T &R 7] th it Y (existential
unforgeable secure under adaptively chosen message, ID and
verifiably encrypted signature attacks, EUF-ACMISA), §iig
J2 CBDH #1 DBDH R HMER .

B By A RE AR NEE L SRR 7]h i —
B, LU ES 2 AT bt T XRI7 P R w g
BT it . RAER S W CER7].
4.3 TRBREEEE

7 Guzhu FRH, EBH £ 00E Rk FIG% 4 #H fufb
BEARBIHHE LR RIEELERB U =h'P BERL.
B, A2 E W LU 4 —A 1R B AT I IE I 35 48 4
ves, W FAEATIRAEE K1t , K ves BREXKMRARH. R,
REANFEFEAFRBE - TMARNEESELS.

AHNREZETE L =H;(e(Ya,Pps)®) , TR EHET
HE b=e(SA, XOBTT R &', fpREXT U, UMV
AIDABHIE R Y. X T AN BSE S & ™4 BN T

e 107 -



EPATRIEMFBESR ves. T GuZbu FREELEETZ
FZHRITA,
4.4 WRERGHRKE

7 Guzhu HFEF . HEIAREF RO HFEFIER—4
b WEZERTHE R =H; (e(Qu, Pup)2 )M U, =k, P,V
=hDx+ by +R' k) PHR'Qa, BN E L FHIEARRE 1 HIESR
TR BT NEEE, X—RASHTHH
WHERRLEHED,

EHFRF, BHEBE b F o BN, a=2Ya,b=¢(a,
Pu) s WERPE 6 A TELS L EORBE . MIERE
HAFH YA, BiIFH b=e(Sa, X)), 118 0 FEELZEZHA
}Fﬁq X *ﬂﬂ’ﬁ%&gﬁﬁ%% Sa. ﬂj@ h’=Ha (e(Ya 9Ppub %)
R R, U =r'P U URF, HTs8 e T &%
WHEESAMA U, iTE B WA RIEMFEL L mMtTIHE
BB 2T RE,

BRIE ARSI T HIEBEEHTEM GurZbu 1y
EFEHHRIBIEMESE 2 RG, &4 XL B e Rur%
2. BB THETFEEBHAIRIENINESEL TR EHTER
B EFERMART i, U R TR LU BEA Gu # Zhu
BEMNTRIEMEEL FRFENERLLMEENE.

X X &k

[1] Rivest R L,Shamir A, Adleman L. A method for obtaining digi-
tal signatures and public-key cryptosystems, Communications of
the ACM, 1978,21.120-126

[2] Shamir A. Identity based cryptosystems and signature schemes
[C]// Proceedings of the Advances in Cryptology-Cryipto’ 84.

Lecture Note in Computer Science; 196, Springer-Verlag,1984,
47-53

[3] Boneh D, Franklin M. Identity - base encryption from the Well
pairing[ C] // Proceedings of the Advances in Cryptology-Crypto
2001. Lecture Note in Computer Science: 2139, Springer-Ver-
lag,2001.213-229

[4] Al-Riyami S S, Paterson K. Certificateless Public Key Crypto-
graphy[ C]//Proc. of Asiacrypt’03. [S. 1 ]:Springer-Verlag,
2003

[5] Boneh D,Gentry C,Lynn B, et al. Aggregate and verifiably en-
crypted signatures from bilinear maps[ C] // Proceedings of the
EUROCRYPT’ 03. LNCS, vol. 2656. Berlin: Springer, 2003
416-432

[6] Hess F . Efficient identity based signature schemes based on
pairings[ C] // Proceedings of the 9t Annual International Work-
shop on Selected Areas in Cryptography. Lecture notes in Com-
puter Science :2595. Springer-Verlag,2003:310-324

[7] GuC X,Zhu Y F. An ID-based verifiable encrypted signature
scheme based on Hess’s scheme[ C] // Proceedings of the 15t SK-
LOIS Conference on Information Security and Cryptology. Lec-
ture Notes in Computer Science: 3822, Springer-Verlag, 2005
42-52

[8] skiree BEFSHMTRIEMFEEZDUNLLEIHI]. i
FEH 24 ,2006,29(9) . 1688-1693

[9] Bao F. Colluding attacks to a payment protocol and two signa-
ture exchange schemes[C] // Proceedings of the Advances in
Cryptology-ASIACRYPT 2004, Lecture Notes in Computer Sci-
ence: 3329. Spring-Verlag,2004:417-429

(EL#% 85 ®)

[2] Akyildiz I F,Wang X, Wang W, Wireless mesh networks:a sur-
vey[ J]. Computer Networks, 2005,47(4) ; 445-487

[3] Medina A , Allman M , Floyd S. Measuring the evolution of
transport protocols in the internet[J]. ACM SIGCOMM Com-
puter Communication Review,2005,35(2):37-51

[4] Holland G, Vaidya N. Analysis of TCP Performance over Mobile
Ad Hoc Networks[]]. Wireless Networks, 2002, 8(2/3) . 275-
288

(5] Lohier S,Doudane Y G,Pujolle G. Cross-Layer Loss Differentia-
tion Algorithms to Improve TCP Performance in WLANs[C]/
Proceedings of the 11th IFIP TC6 International Conference on
Personal Wireless Communications (PWC”’ 06). vol. 4217 of
LNCS. Springer, 2006 . 297-309

[6] Barman D,Matta 1. Effectiveness of Loss Labeling in Improving
TCP Performance in Wired/Wireless Networks [ C] / Procee
dings of the 10th IEEE International Conference on Network
Protocols (ICNP’02), IEEE Press,2002;2-11

[7] Biaz S, Vaidya N H. Discriminating Congestion Losses from
Wireless Losses Using Inter-Arrival Times at the Receiver[ C]
// Proceedings of the 2nd IEEE Symposium on Application-Spe-
cific Systems and Software Engineering Technology (ASSET’
99). TEEE Press,999,10-17

[8] Cen S,Cosman P C, Voelker G M, End-to-End Differentiation of
Congestion and Wireless Losses[J]. IEEE/ACM Transactions
on Networking,2003,11(5):703-717

[9] ChandranK , et al . A Feedback - Based Scheme for Improving
TCP Performance in Ad Hoc Wireless Networks[J]. IEEE Per-
sonal Communications, 2001,8(1);34-39

+ 108 -

[10] Eddy W M, Ostermann S, Allman M. New techniques for ma-
king transport protocols robust to corruption-based loss[J].
SIGCOMM Computer Communication Review, 2004, 34(5) . 75-
88

(1] g BRF,HEK 5 AN YUELL TCP EEIFHLH
(1. s F43,2004,32(12) : 2059-2062

[12] Khayat 1 E , Geurts P, Leduc G . Enhancement of TCP over
Wired/Wireless Networks with Packet Loss Classifiers Inferred
by Supervised Learning[R]. Research Unit in Networking, Uni-
versity of Liége, 2004

[13] Bhandarkar S, Sadry NE, Reddy AL N, etal. TCP- DCR : ANo-
vel Protocol for Tolerating Wireless Channel Errors[]J]. IEEE
Transactions on Mobile Computing,2005,4(5):517-529

[14] Paul R, Trajkovic L. Selective - TCP for Wired / Wireless Net -
works[ C] // Proceedings of the International Symposium on Per-
formance Evaluation of Computer and Telecommunication Sys-
tems (SPECTS’06). 2006

[15] NS-2Network Simulator ( Ver, 2) LBLL OL]. http . // www.
mash. cs. berkly. edu/ns/

[16] Johnson D B, Maltz D A, Hu Y C, et al. The dynamic source
routing protocol for mobile ad hoc networks{ M]. IETF Draft
MANET Working Group, 2000

(171 Padhye J,Firoiu V, Towsley D, et al. Modeling TCP throughpu:
A simple model and its empirical validation[ C]//Proceedings of
SIGCOMM’ 98, 1998

[18] Liu J,Singh S. ATCP: TCP for Mobile Ad-Hoc Networks[J].
IEEE Journal on Selected Areas in Communications, 2001, 19
(7):1300-1315



