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Evolutionary Algorithm and its Applications in Intrusion Detection
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Abstract Evolutionary algorithm (EA) is an effective algorithm which simulates the natural evolution (survival of the
fittest) , begins with a population of random individuals, and converges to the fittest individual representing the opti-
mum solutions, EA has powerful search and optimization performance in a complex problem. Intrusion detection is ac-
tually extract abnormal data from normal data, so we can transform the problem of intrusion detection into optimization
problem. In this paper, the simulated annealing algorithm is used to optimize the clustering results. The experiment
with KDD cup 1999 data sets using matlab 6. 5 tool shows that the method is feasible and effective.
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