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Side-channel Attacks on Single-chip DES Implementation Using Differential Power Analysis
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Abstract Based on the principle of DPA and power leakage principle and leakage model of CMOS device, we first com-
plete software simulation experiment, then we implement DPA attacks to DES running on AT89C52. We succeeded to
receive 48-bit key of 16-th round at 10° power samples. This verifies our simulation method and vulnerability of DES
implementation for DPA attacks,
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