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Abstract It is imperative to consjderate the functional requirements and sécurity requirements on architecture level
when developing the large and complex software system in Internet. Because traditional architecture has no direct com-
ponent, connector and style for security requirements, it is difficult to descript these security requirements on architec-
ture level. In this paper, necessities for security requirements architecture model are discussed, and then, some new
fundamental units based on the traditional software architecture, such as security component, security connector, half-
security component and half-security connector, and so on, are presented, moreover, the formal semantic elements,
constraints and graph for these new units are established, so the representation of security requirements by component-
fashion is resolved. Finally, with an example to show the security requirements architecture model for large distributed
software systems in Internet.

Keywords Software architecture, Security component, Security connector, Half-security component, Half-security con-

nector, Architecture model

B F Internet RAEMF MM S FBARLMAHE  Darwin® | ABC/ADL®?, FRADL™, A-ADLUY, XYX/

HEHR G, BT ZETF Internet. KB E M RG RS
B, BR T % BERGR AR S TR, B B E KGR
ZHELEFR ARIBFFERGIBABFERREELL
BILFEENES. A TXRRENERE ERERITE, M
BEEFEPHHELCEMENZAXENREHN, R
W BERAHEE NS RHSAMEFEH IIREBTTETER
N GTETEANRER LRI HE, WA TX—
ACEFREBPRRETR(EFBE LSBT RIEZLE
BB IE R M, L SIS ELEZHNERS
XEXRFENAE FEHUREZ NI ARERK, X
KRG ZARK ANEHREEOEENREED .

I JUEE , A R 454 SA(software architecture) & gK
RETEHRNREZ—. EEAREHEE, AAMER
BRI, THFRIBOTHPRLE, RRRS
WEFARESRET R38R, 213 10 BHEHBIE, )
BT—RIRE AT AKENEREHHRES, KEMN
% :C212 ACME™  Unicon™ . Rapide®! , SADL"™! \Wright"? |

ADLU# Tracer!™%, REXLEFHARNEREMRHR
BEHRAAEE, HEIAh SA RHRRENHIFL XY
- 5HGZ M EERFRR GERIP HREHR.

BIBAE N 1k ROEE TR REZ ST ROWA .
ERFAER GBI RHE. X, I HHA Internet ¥
f EFRKRBE R RGN, REEEREHER LR
WA XK RENERGEN . AXERBRRTERREHE
KREHBREZLBROLENE. R, EEREREWE
T8/ E B ERM L SIAT WM RS,
BLERN FEEERGEFHBITEI FHH TXHR
THRTHE R E AR L R BEER, Bk T KRS
EEBROWGRIFR. B, - 1ZLORRTHRER
GEEFROEREWERE,

1 ERREHMERLHRREERPHLEY

FEFFRH Internet V& LT R XEE 284 R GRS, 1§
REZLTBROTEBERHNELTRAMBL OHA,

» YE XK 863 FH VPN I H 863-104-03-01 B ¥E By ; 2003 4E B JU )1 AL LI B 03GG007-007 X5, B R i, FEWMRFERELR
R A BREX B ML, EERA T IS E GREL I TAHE,

« 260 -


http://www.cqvip.com

RRBRIREE—ENFRE, FRIERE—ERINE L
BRI FRTHERDR, ER R LRSS T LHELR RN
Z41. B ERYRSEMFHOBRB TESER . ME
FUilal IR R U AR SRR BT A AU .
EFT 50y ia #%]. BLP 425 Biba $1 %), Lipner 221 1
Clark-Wilson BIEI%; 7 4b, 48 — LR A AR b E
IR RS B R AR 2 BUORKR A QI8 & 45 i Vi a) 4%
FIRRISE, B FEIFR IR RGR, il ITEREEER T EH
REZLBY, AXLBERBRAGNELEFTREAIFLE
F o LUK R A8 7 Bt A7 i

{H2, FEEHX R 2R T HARAA B . — 2 &
BRI, RS, BALSK, BE¥AXEREITIEE
SARR )R, R AR B 5 B R T 2t SRR
BERAGIERS%E. HE, ZeBAERER, LIHE 2R
BECHBETE., —MFREISERL, R e A RE RS
B, 3RSk SEBUAR I X S A AR A b L RE R BB T
B, % P LR R 2R RS BR /. 10BN BLP #R
1 Biba B [F& 7E OS 323, AR AITEEGE T, 7R
OS &P=A3e8" . A—MEmEERRMEH, RRIBEA.
Lhr b, B — T LA AR LB, B R A P 3+
AN FIEBA — BRI REE . U7 Grsecurity H17%0, X 3
Ei RS ST, B TR 1 72810, — T MEFR Y
¥ 15 73/ RRHE L R4 5 AMRF R B 18t R A R
SER XA R 595347 B AR T R Z R sE A A
R, Fib HRNRBEREFEE,

AR ZAEHARBR L2 AR AER? WWRE—RE
B GREO B R ER R, W E A NF A A% B R E A
R EHMMRBZ R, WETHENRER A%
HEAGHREEFERKGIBEHRNERZ — BREHRHS
EFENRAERBRNARRE. B, MEEREIRREH
B RIS, At GER AR RE 2T RAERD . &
ETRREEDERGHEREHMER LNERERINEENE
X:—FE, ETUBRRE LT REED mZ 2% it 5E3¥
BB EE, RS ANE; 55—, N R RS
BRE, BT E2 TR EED MR R R G R BRIEH
REEH . SO TELEFROEMERGEWAEER B ]S
BRERFRENMERNERUE. MA ERREWERE
AR FHJFRNELFT RS, AR TFRIALSFRY
BEFRZAHIKBER .

Ehr B ERMEREWER LR T £F R BEED K
IHEEZL R CEAL T R X—EE. X
[9,16,17 17 M & ABC/ADL ( architecture description lan-
guage, fEJF} ADL) \ABC ik, b TEIF AR RE KNS
FIETH BIAT Aspect™ A4, FHELH—KEEERS
Hobf Aspect BT RGE A FFAREH . Aspect £33
R4 — b B £ 5 (cross-cutting) B 55E, FlinE % . H
B, I Aspect BB {HFF & BT AR HE—FhpL I X — 20 57
FRRMRERTEE 2 5 RS LIRS HHEE
BIEHRBRGX B A B RN R G . F B REMNSES
AT N ERM T ER, B FREMN BRI TR EPMEL.
{852, ABC/ADL fil ABC F 5l A Aspect HMFHF AR E
FMBRZGRAET LT RERDRIERREHHR. REXA

£ 000 http://www.cqvip.com|

Aspect MBRERH AR A RAL 2T RNEREHWEER
AR, BHEEEIELELETRERET Internet KEIE Z2
REHHEEMAL X B KA REN L 2T RERDRE
RIR R G B .

BRI LIS, EE RSN R 2R, T RsRE TE A
HIBRZ LM T RBAE LT HBRF T, B TR AR
BARE . ERAH, SBRAEMN—FELTRRE LT EE
BRAENEERE, HIRTEETRNEAER A8
RS EN AT RN LB TR, ARE LR E NS
REBREBANEE. BR. ZL2RENGRERE—T
EHEROBEAREE, LIE —EZENGEER T B
RAKRIER AR E 2= HER S ERN FRAEE
EHEERG MBI, BATRERERZBEE
NREE B BLR, 40— 2o Bl iR B AR (A 2 B T &0 40 FALBH K
BEIRE, — B KT R XER T BoARRNTIEE. —1
ZETHEEERLTRENIE, AXTREZTHI L
EFRR. BREZERGRRIES, HPWXTRE™ M,
BREFFNEERERAERLTRE.

—MRF R R EFE LT RN 25K
R L, B2 BT LM = RS, RUZ S
MEEERE. 8N E2WERRERNE—NELIE,
MEZMEBEAYRES, AP ERRITLRENH, BEEFR
T b B R B E M R 2 X S e A Bt
—MNEAWETEEMUER., RELESWEFTELSWHE

B E. A EeME#TE AR B RE. . EEAAE.
FT XS, BEAT ARt M BE A A B TR E 2 R
g, M HMEZ AR BB, o AR R KRS, BRI T
Y, U8R T REMBEY, R ETH -4 nEE, |
B REVEMGATEZTRMIEREWIENEM. B
W, EERREHER EHRE 2T REZ LW AEILRRT
B/ WEFHREAFTR  BEETEHTERR . FHRE &
GRETRYRERBNTE,

B AT, Internet BT 3 & FR ol Sk B8 I 20 3t B iy 25 AT H9)
HEERE, 28 TN AL MET Internet 5L
AR, AESH . BE . FM. EFHS BFRFEEE
BE, EAAREGEBN KRS LR GRELIET L TE
EHERMNEENE ARREHMER LA RELT R BEED K
B RRAEARER T4 RENXLE,

2 BURZEREB/ROBREMET

FHREELTRNERAEHEREMERE N —B
4y, XN THRARGHPHLFFR RIRAGSREREH
B STR R B R R T X F R 2 TR, RT3
ALLT B 8IT : & 2414 (Security Component) |, 224 ¥ #
{4 (Security Connector) , 3 9% 4 #4 {4 (Half-Security Compo-
nent) Fl 4 & 4% 4 (Half-Security Connector), fHF1 8]
X ERITRTM A R MBR G R AT T ROERL
. THEMIAMESZITRITETANE.

2.1 =2HH4

A (AR R 1 ) A R RRALE B A TR 06 R R R 3R
TR R BT L M RS R MR SRR L
FrRUEAL , 58 36O N8 FRAR 4 A9 SRR3R (AN 8 PR R4 3 1 1

e 261 -


http://www.cqvip.com

IO A R G 4 R e 0 B T R 4 I 45 RES 26— B
BLSER T MEME AN, ARt mE 1,

O—
O_

Interface . __

O—

Component

1 feet R T

BEMGRIERE PRI L M E LT, B4
REPREFTRIOGHRETT, R R 2RI AL
HRBE. BT EENAGEEIGRAZ —HEMERE O MR
T XTI RS S B R R B B RIE
XML, FEREREBRMRENZLFTR, Hitt, &A1
H T ZEWGHIRE,

EX T REMHER-NEEFREBERTE—NEL
FTRHERT, CHELENMLAERAR. ReBEOL
REWHES S REM S HES, B Security_ Port;, , Securi-
ty— Porty y+++, Security— Port,), Wi — il 5 Security.
Port; B—/~+_J0# (SID, Pub_ Security;, Ext— Fun_ en-
tryis Ext-— Sec_entry,, Ext_ Sec— Dependency;, Ext— Envir-
oment; , Ext_ Sec— Enviroment;, Pri— Sec. attribute;, Sec—
Beha;, Msgs;, Cons;, NowFunc;),H ¥,

SID B&Z2M{F AR

Pub_ Security; B2 | MM A RBR AN
BHHEWHNEL2REES

Ext- Fun_entry; RESWHE M EMKBITHTE
BRHEWGRIIEES;

Ext—Sec—entry; BEEWFE i MEMSBITHTFE
HHERZLMGRREES;

Ext— Sec— Dependency; REEMGH i MEfhKBFTR
SHEZEMHKBER;

Ext_ Enviroment; B2 i NMEMSRBITRIE
HIFREERES

Ext_ Sec— Enviroment; B E2WH i MEfhSEITH
RN E2REERES;

Pri_Sec— attribute; T 2MHH i MEMEANALER
HES;

Beha; BT 2MHHE i NMERR 24T B R

Msgs; RESMFR { MEMSFTEHENES:

Cons; X EL2MHH  MEMAR 2T YR, EEF
BEREBTHGE &G ERENEBRG., ARRAT
BERX 3 MR, TR BB Cons(init, precond, post
cond), init, precond M post-cond FHIFT RV FF IR
FFEBERGNES;

NomFunc; RHFE i A B SR ThREVEEA, R IE 14
REFEEQF R GERS)  ATEHERSE.

¥ Ext_ Sec_ Dependency; \Ext— Enviroment; ,Ext— Sec—
Enviroment; , Pri_ Sec— attribute; , Sec Beha;, Msgs;, Cons;
1 Non-Func; RN E W8 Internal speci fication, K
THEEZLMGEEMEREN, ETH P ERE XA
EAHE, @ 2, Security— Port Fi¥ £~ ; Ext— Fun-
entry FlBRMEFR /R s Wi Ext— Sec— Dependency FIEERR .

s 262 -

P 000 http://www.cqvip.com|

—11

©"— (nternal specification
o—|° L]

Ext_Sec__entry

S ! 11

~ L

2, - e o o o
_______ <=
i~ S /{ D

<
-
~-

Security_Port

Ext_run_entry
2 ReEWHNEERR

2.2 $(zeMHt

B RFAZIA P HELETRE, LREBHHEEN
S5 ELMHFEXEMREXR. WA TZEAPB4HA
iE, & R W) 5 S W4 (ZenE) TEH
BEEERPARER. XBOWEBRFRMERLME.H
ENRRBESHHEMZ M ERNRRMAY, SFE
SHHFTRENARSURGER, X85 ARETERP, X%
IR S — S SR X BT k. B RATEBH TE%
M RFTIRE,

EX 2 FREWHER-NESREWEAEXEMEERX
ARMBE BT R—MTHE AT, Bl 0 SR A /.
BROBMG 55 EAR EES B Porty , Portz s +++, Port,),
Ti&— N8R Port; B— A+ =04 (HSID, Pub,, Ext-
Fun_ entry;, Ext_ Sec— emtry;, Ext. Sec— Dependency;, Ext—
Enviroment; s Ext— Sec— Enuviroment;, Pri_ attribute;, Beha;,
HS_ Beha; , Msgs;, Cons;y NornFunc;), £,

HSID R& MR,

Pub, BYZLMAR  MEMSRBREATEIHEN
HHIThRESE S

Pr;_attribute;, B¥REWFE i M EMSHFERE
£48;
Beha; AR 2MIFE | MRS —RATHIE LR

HS_ Beha; ¥ E2WHF i MEMKSE2MHHE
AT RIE LR

HESBREXSEEWEME ., ¥ Ext— Sec— Depen-
dency;, Ext— Enviroment;, Ext_ Sec— Enviroment;, Pri—at-
tribute; » Beha; , HS_ Beha; , Msgs; , Cons; f1 Non-Func; B #
FR B LHMEN) Internal speci fication, kT {§ 244G
EWERER. ETHAPER X ZLWHRBE/FETRH
K, 40E 3, Port RIBIFR R ; Ext- Fun- entry FIBAHER R ;
Ext_Sec_entry FIEEZER.

O— Internal specification
O—— >~ - 7 D
\\ 3
______ AN ! Fxt_Sec_entry
5 ~#0
T
ez S
-~ X
Port ‘
Ext_Fun_entry

3 REZEHMEREERS

Rl , 2 22w E T LA A T A ERE
REW ZENRAERAIRL SR EWENE S L EZLWE.
MAEERZLWHRME LR WA NES, TFRARTTE
BEHURGENE2EREWER, BT 3T 5 K.


http://www.cqvip.com

2.3 REEBUMEREERY

R (connector) B A REM B — MR 4, €
T8 1 X 1B 5 AR N B AR SE B M R R RE . 5H
HARREEBEHATERF, EEAEEE SARNEER
Bz —, CERIAR THMEZ EMZERAEZE B,
MR , RS EN# R EBAERE
THEASMIEZ P, B E S, SA BET -RERRE
W BRNE T REH BB RETAMERMA T, Wik
HTHRIMLATEAEFOMEEZE BERGMNIE
7. EERFERENRRIEXRDA 4.

interface
. , specification
(D Internal specification ()
specification

interface

B4 RREEMERNEERR

EN 3 BLEERGRTEMGSELMGZB4ERT
HERBEAERBERNER. ERE—IANTHCSID, Sec-
Role, Sec— Beha, Msgs, Cons, NonFunc), 4,

SID R & & EEMMIRE;

Sec—-Role AR L EBHSREMENTEANES. B
A Sec_ Role={(SRId, Action, Event, LConstrains)#H%. H
d1.SRId & Sec_Role B¥riR; Action 3 Sec— Role 1E 5 i &
£, BNES B F 8% GE 1D 4 5 Event & Sec— Role
PR A ;s LConstrains J& Sec— Role ARE S . 1
Sec—-Role NEL2HERANECBESFEBERYBMESR
HERANESE BN RS EHTTRR 52 MNE2H
HHRE .

Msgs BT 4AEEMDE Sec— Role R4 914 B

D,

Sec- Beha S AT BT 0 038 SUHOA s

Cons RESHEEHFARNVES , CAFBERGNWHE
H BIBAGREBRG. ARATHHETRX 3 NG, T
. BEER Cons(init, precond, postcond),init, precond Fi
post-cond P HIFRVIBEK G FEXHMEBEATNES.

NomFunc BRESERGIETIREN Y, QTR T §
P,

¢ Sec— Beha. Msgs.Cons 1l Non-Func ¥R T 4L &R
-89 Internal speci fication, A THEEHEEBEMERE
W.EFRARE SELEEERBE/FERR X, A 5.
Sec- Rolet FI¥A 75 s Internal speci fication MBI FER,

@ Sec_Role

A5 ZeERGNERRR

BN A4 ¥LLEBRGRREMES¥REMEG 2 %
FHAT AR TG BIEBE MR E. ER—N/N\TTH(HSID,
Role, Sec- Role, Beha,Sec— Beha, Msgs, Cons, NomFunc),
Hep

HSID B%Z 2 HERANRN;

Role A¥REHEERMSH T LEMENZTERNES,
> Role=<{HSRId, Action, Event, LConstrains) . ¥ :

Sec_Role

£ 000 http://www.cqvip.com|

HSRId B Role %51 ; Action 2 Role G5B &, B MG
i S % 8 GBIAD 4 s Event J& Role =4 E{4E S
LConstrains 5& Role AR ES;

Beha ¥R 2ERBAT HIIE LR

HesBNE L SRLEEMME. ¥ Beha,Sec_Be-
ha. Msgs.Cons fl Non-Func Giff R L2 EE G0 Internal
specification, X T ZLEEAEMEREAR, EFH7
HF R eE R REFRRAHE, B 5, Sec_Role FiZF
2% s Role TR 7R ; Internal speci fication FINKBEIFRFER .

’ Sec_Role

B 6 REEEEFEIKET

FLEERNSREERMEAR, REEEF PR R
ME S E R, T T 2E R — Y R A R 2m i,
Al R EERE M,

TEFERMMERSERA BT LA A CRRHEH
AAEAREHNREE RS ReERTRAIRRES
EBRGEEREREEREN . XETLUNRITAREBHRE
SRETRAREES 3 BB R = B REEMFB SN
ARAHEIAL.

3 BHRZEREFRNUHERENER
X5 BRHRERLTROKREHME .
Sec_Arch=UHS,+ (s, + [ HSC,+ (sG.+ (.G

Role

i
(5~8)+ U HC, (HS-S)

He:

iy 7y by Lymon RIEABE

S; \HS: Bk 2

HSC, .SC, RE&EEFMPZEEREM

G (S~S) HC,(HS-S) REZLEE N SR EHEEN.
KL SR EE B2 NE AR,

LRARH KB RELZ LT ROBREMh Ll 2k

ELMIHES FEEERN LR e EEMEERTR. %)EJOS;

+0sc, +kL__3JOCk (SN, iL:JOHSi + () Hsc, +1L—jo
HC,(HSoSWAE2N%. BEBNTENGERIXLTE
REBUAFTBENEBLZ 2RSS ELAEHNIEBNEER
W BB RORAEREHMELEROEREH ZRIKAZT
MEE. HEX S ERZLTFROERGHME.

« Bf A (envelopment) . IS5 T LW LR
eMEtSTeMt . B2t 5%l kLMt S5k RS
MAREH S ERREREESHE—MEREN.

» Bk (hierarchy), 1% 2T RMEREH T HL S
M EETMR, MEREH X DB EBARENELR
IR R

» O] 7t (expansibility) , Bl — P 2E L 25 R K
TEMATTLGES B ARG .

+ ZH M (interaction) . BIES R REWH BB HE
HARGHNEZEEMFEROERENEERER. £48

« 263 o


http://www.cqvip.com

GRBRT U HETRMEZLFRNGEENZE.

4 MIMBEREZSHIMEFRENAGEREN
=E

EX—TH . RINEG“ M LMY RERTELTRH
BREWITR (B2 SR ELERG L ELE
BHOMEREWEE . REE XS5, “MEBW RESHIL

EFREMEREHWERNT .
Sec— Arch={

TAIE# {4 (Authentication) 5

FAP B 45 B (User Identity);
BHZO S (Key);

FF 4 5] & 1 8 28 (User Access Attrib-

te);
Eﬁ}’ & 45 F W 4 (User-Subject Ban-
ding)

}ﬁi’l@ﬁﬁ (Login)

-

\ Architecture Edge for
\Securlty Requirements

~~ Architecture for
Security Requirments

pooo mprwmawmcmﬂ

SC=
IES - P B 05 B
INESA AR O
IEE— B P Uaa R
?EW#H%FWIW%%W#
={
\ B R IEA 7

}

AT EMEREW, BA TP _E R 5 A iEF REEHEK
HEREHFIERTR YR, B 7, £8 7 F, QX FEHR
(Login), B— LR LM 0.0 .0 .OMODRE LW, H
FORIAIER R (Authentication) , @ B I P & #+5 BB @
RAPEHROCER, ORI MEGSEER, QRS
TR REERR. QR R LERN, ERE FERAAER
3;:@.©.ONOEME SFEEN, OEZA P FHEBER
MAEBR, ©FE AP EHR O S 5INEBR, @ &P
5EERH R, QERK R UiH RS AEER,

_ Architecture Kernel 0
, @Secm‘lty Requirements P

B7 MLEMPAEFRENBRGEREH

G HKAGRREWRLFERERFTRALCENES.
RETFROKFRREMAETEENE L FERALE:

(D) BELEFRGUEFREKGERREHE K LR
BHLH kK, X R HEE KR REMAT BT, XH K
HERREWA RTTEN;

2 ERREHER FRNEIALFFRNEZLTEK,
FEATFHXEER(EELFERNZ2FRONEBRARA
M HgH HEEBR BT R M AR LS ETENR 2
BRERNEELLSHLRT

) RUHRARLERNEREWER, RKERLH
RED RLERMWEUER ETRER KL BRE
SEBMREEANE; '

(O BELERESWEFFTREKFERREWE K LR
BRER, AHTHERZLFTRESLRLTRZIBMEZE
MREX R

H—HR TR OF XELERREHWERNH#RIE
. ROBABEAFTEET, —BY RAANABBKFKARA

# ADL, [ BB R RGN B LB REM; 5 —THEE

» 264 -

4t ADLIEE. QBER— SRR e hREH K
R HIH BT R L.

& £ X W

1 HEE.&RENE BREEREHTRER. KEEHR, 2002,
13(7):1228~1235

2 Medvidovic N, Rosenblum DS, Taylor R N, A language and en-
vironment for architecture-based software development and evolu-
tion. In: Proceedings of the 21st International Conference Soft-
ware Engineering (ICSE*99), 1999. 44 ~53. http.//www. ics.
ucl. edu/~dsr/icse99-dradel. pdf

3 Garlan D, Monroe R, Wilel D. ACME; An architecture descrip-
tion interchange language. The CASCON 97, Toronto, Ontario
1997

4  Shaw M, Deline R, Klein DV, et al. Abstractions for software ar-
chitecture and tools to support them. IEEE Transaction on Soft-
ware Engineering,1995,21(4):314~335

(FHF 277


http://www.cqvip.com

A RS ESHE R TE TR A UML ZHEARRE R
g, X[I6 BT —METFHRNI %, EEETE
YRR I8 (Live Sequence Charts, LSCs)!') f— P RjA T £
B, (B IE R0 B AR BE R TR S RO ) SR A — B A
— BT Java FEF I TAED 12 RE FRRG IR EAR™ #Y,
B FRESE AR LERE, ZEARNNAZE T LR,

B AXES TR UML TR EZREIXT Java FF
BATHRRAE . T AEU— YL HIEERFA 2
T T IEFENBI Java BT, B8 —HH T RIER TR IF BT
Bk, i RFEITHERN UML 7R B &R H T
FIMHLE, T AR UM B SETARAHITRE. £
AR BATREERAN B T RRAIEHES 54, 5T R T B
1T T LHIP 5.

WEAE TR A FERHAE T 7 4 FEHLI R 41 094K 5k
B, XI—REATLUFERMNER - BHEHG TERIT
H, KK RRIE THEMSAE ., Eil, X—8ARER /NG4S
A& T R AT

T—#HIEEERN T REMIEEHEITY 7, 85 B3t
A5 —PAREA LR UML LA R BIE, DL R 355
RMBIE, F0, AT A SR EEoL s 6 4E RA8 8 A g8
2B 3k, BEXTFEVLI A 10 A B LA TR 5T, LB R
i AR N RGN BIE.

2 £ XK

1 Bartetzko D, Fischer C, Moller M, et al. Jass-Java with Asser-
tions. Electronic Notes in Theoretical Computer Science, 2001,
55(2)

2 Bjork R C. The Simulation of an Automated Teller Machine. ht-
tp://www. math-cs. gordon, edu/local/courses/cs211/ATMEx-
ample/Links, html

3 Brorkens M, Moller M. Dynamic event generation for runtime
checking using the jdi. Electronic Notes in Theoretical Computer
Science, 2002, 70(4):21~35

4 Clarke E M, Grumberg O, Peled D A, Model Checking. MIT
Press, 1999

5 Damm W,Harel D. LSCs: Breathing Life into Message Sequence
Charts. Formal Methods in System Design, 2001, 19(1):45~80

6 Drusinsky D. Semantics and Runtime Monitoring of TLCharts.
Statechart Automata with Temporal Logic Conditioned Transi-
tions. Electronic Notes in Theoretical Computer Science, 2001

7  Finkbeiner B, Sankaranarayanan S,Sipma H. Collecting Statistics

10

11

12

13

14

15

16

17

18

19

20

21

22

23

25

£ 000 http://www.cqvip.com|

over Runtime Executions. Electronic Notes in Theoretical Com-
puter Science, 2002, 70(4):1~19

Foundation for Intelligent Physical Agents. FIPA Iterated Con-
tract Net Iteration Protocol Specification. http://www. fipa. org/
specs/fipa00030/, 2002

Gutjahr W J. Partition Testing vs Random Testing: The Influ-
ence of Uncertainty. [EEE Trans on Software Engineering,
1999, 25(5):661~674

Hamlet R. Random Testing. Encyclopedia of Software Engineer-
ing, 1994. 970~978

Havelund K, Pressburger T. Model checking JAVA Programs U-
sing JAVA PathFinder. Int ] Software Tools for Technology
Transfer, 2000(2):336~381

Havelund K, Rosu G. Monitoring Java Programs with Java
PathExplorer, Electronic Notes in Theoretical Computer Science,
2001, 55(2):1~18

Holzmann G J, Smith M H. Software Model Checking: Extrac-
ting Vrificatioin Models from Source Code, In :Proc. 12th Int’!
Conference on Formal Description Techniques (FORTE/PSTV ’
99), 1999

Huang J C. Program Instrumentation and Software Testing.
Computer, 1978, 11(4),:25~32

Kim M,Kannan S, Lee I,et al. Java-MaC:; A Runtime Assurance
Tool for Java Programs. Electronic Notes in Theoretical Comput-
er Science, 2001, 55(2)

Lettrai M,Klose J. Scenario-based monitoring and testing of real-
time UML models. In: Proc. 4™ Int’1 Conference on Unified
Modeling Language (UML ’01) Lecture Notes in Computer Sci-
ence 2185, 2001. 45~80

Li X,Qiu X, Wang L,et al. UML State Machine Diagram Driven
Runtime Verification of Java Programs. Manuscript, 2006

Li X, Wang L, Qiu X, et al. Runtime Verification of Java Pro-
grams for Scenario-Based Specifications. In:Proc. 11th Int’1 Con-
ference on Reliable Software Technologies (AE ’06), 2006
Nortel Networks Corporation. FIPA-OS Distribution Notes. ht-
tp: //fipa-os. sourceforge, net, 2002

Object Management Group. UML Superstructure Specification,
v2. 0. http://www. omg. org/docs/formal/05-07-04. pdf, 2005
Oriat C. Jartege: a Tool for Random Generation of Unit Tests for
Java Classes. In:Proc. 2nd Int’l Workshop on Software Quality
(SOQUA ’ 05) Lecture Notes in Computer Science 3712,
2005. 242~256

Park D Y, Stern U, Skakebak J U, et al. Java Model Checking.
In:Proc. 1st Int’{ Workshop on Automated Program Analysis,
Testing and Verification, 2000

Peled D A. Software Reliability Methods, Springer, 2001
Rumbaugh J, Jacobson I, Booch G. Unified Modeling Language
Reference Manual, 2nd ed. Addison-Wesley, 2004

Stolz V, Huch F. Runtime Verification of Concurrent Haskell
Programs, Electronic Notes in Theoretical Computer Science,
2004

(L% 264 T

5 Luckham D C, Veral J. An event-based architecture definition
language. IEEE Transaction on Software Engineering, 1995, 2
(9).717~734

6 Taylor R, Medvidovic N, Anderson K, E, et al. A component and
message-based architectural style for GUI software [J]. IEEE
Transactions on Software Engineering, June 1996. 390~406

7 Allen R, Garlan D. A formal basis for architectural connection.
ACM Transactions on Software Engineering and Methodology,
1997,6(3):213~249

8 Magee J, Kramer J. Dynamic structure in software architectures.
In: Kaiser G. E. ed. Proceedings of the ACM SIGSOFT’96: the
4th Symposium, Foundations of Software Engineering (FSE4),
New York: ACM Press, 1996, 3~14

9  TBOG. SRS ABC/ADL: —#E T XML W4 RS
WIHAES. ITEVR 5 R B, 2004, 141(1),1521~1531

10 M8, KER . BH.F . BTERANACEINKGEREAR
2. 24, 2000,11(8) 1078~ 1086

11

12

13

14

15

16

17

18

RYE B E, N . AADL. S BRI RRIERLEHE
RIES . B4R, 2000,11 (10).:1382~1389

IR, FEHEM, B . oLk RS MR RIEE XYZADL.
¥R, 2000,11¢8):1024~1029

HER DY .4 . BT ES RGN R RSN R
I . BAE2EAR, 2000, 11(8):1024~1029

EH BEELEH. BETEZRELRBN a1,
HEYL2ER,2004,27(5) :620~624

Grsecurity. http://www. grsecurity. net/

Mei Hong, Chang Jichuan, Yang Fuqing. Composing software
components at architectural level. The Int Conf on SoftwareTheor
yandPractice, Beijing, 2000

MoE, R BB TR, %5 . ABC. B TR R 454 T8 1A W 42 0 Bk 14 FF
R . B, 2003,14(4),721~732

Kiczales G, Lamping J, Mendhekar A, et al. Aspect-Oriented pro-
gramming. In. Proceedings of the European Conference on Object-O-
riented Programming ( ECOOP), LNCS 1241, Springer-Verlag,
1997. 220~242. http://citeseer. nj. nec. com/63210. html

o 277


http://www.cqvip.com

