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Abstract Digital rights management (DRM) system is the effective schemes for digital transactions. A new DRM
model based on highly secure iris recognition is proposed, which is can achieve the rights management of digital content
exactly through the illegal user’s access control. To overcome the security loopholes in the distribution of digital con~
tent in the current DRM, an automatic iris recognition system rather than password is adopted during the process of i~
dentifying the users. To ensure the security of the biometric data, a protocol based on PKI is proposed. The analysis

and the research show the proposed model is highly reliable, and is applicable to the secure distribution of digital con-

tent.
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