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Cryptanalysis of a Public Key Encryption Scheme Based on Torus Automorphisms

ZHANG Lin-Hua CHEN Yong
(College of Math& Computer, Chongging Normal University, Chongging 400047)

Abstract Based on strong chaoticity of the torus automorphisms, a public key encryption scheme is proposed by L. Ko-

carev, Theoretical analysis shows that discrete torus automorphism is related to Chebyshev polynomial, and the scheme

is not a novel scheme but a special case of LUC system. Meanwhile, experiment test shows that the algorism proposed

by Kocarev cannot make the scheme possess higher efficiency.

Keywords Torus automorphism, Chebshev polynomial, Chaos, Public key encryption

1 318

TR R GRS AR W S BEUR, IR SR B
ATRI—SHnERFR. ARAFEEFED . RIMNEHA,
%} Baptista IAIRIEFRHRERL , Rt LEEE
545 BRGNS B ASEES. MYETERNAHAE
WA RIS, MF XENEEMLRRBFTERA
BFR. B, e B LRt AHER L R E T B
F 5 B i PKI A NF TR HERA.

14 E T8 T ML 8 31l (Cellular Automata) iR
MAREE, R EF ERPR2Z 3 Gutuwitz fFHEPE. Fengi
Y T —F ElGamal ETEH £ HRZ T Rk RKE
BRI AR R, B th vy LUAR H548 B A9 2% SCAT - 3B 4R B R B
BEEREERETR BRABEXE _RMKERAL, Ten-
ny ZEX[3]PRAPHRIEXKUEINNRERIT T —FL4m
FEHR, BAEERATEMER SRR ENTE,FEER
BHHE—NER, U ENESEMEREZR Z hEE.
Kocarov 1 Tasev ZE 3[4 14 T —FE T Chebyshev £
MR AP EBEITFE, HR A Bergamo F| f X [a]
[—1,1] L Chebyshev ZIAM FHSE B Z T HERLE
%5, Bif ,Ruanjan FIAZRMRERE T —FMRIHTAY
FHEABIE B RI[7, 8R4 FIF Parseval SR 44 T i
B SE A B B IE B R it r i BRI AT . B e [9]
1 Kocarev F) FIF i B [F]#4 48 1 i) —F 2 RSA Wi 2
BEESSIAEE. RHERGEZFERERAEESHE
FSCER A Fo st AT R AT, KA R vl 0 B EOE p S 4R
[ EFALBIB AR L. MEEREFEHETHEZRER
BEATENLE, X—SBANZECTHRIERRT &
FEM TN,

AXAFMAH TEF R HB{H T EHFRAER EETL
Chebyshev ZIA 15 BRI b K3 HFF], H AR
EPRERR—-MFRMES R, MR LUC REMSE. FE
i VEE AR SR R B B R ST B N4 , FOCR R T PKI
PXT LUC REERIIRHE.

2 Chebyshev BT B E
i& To(o)=1,T1 (x)=2x, X;j‘ neZ+ ,iiEfE)‘(

Ttz () =22To1 () — T, (2) D
W T, () FRH n B Chebyshev £I5,,

BRE

T () =T (T, () =T, (T, (2)) (2

ERE—1,1] ERar, CI8IHEMIER T (2)RNAE(—
oo, +co) FREEMRI . HEE

EE 1 Fx NEREH p HETEEN

T, (2)=x(mod p)

ﬁ&&%ﬂ%ﬁﬂzquwuwﬁpw;ymxmﬁa

T, (0 ZL%ZJ (ZP )x"_Z‘ (2! —1)'=z(mod p)

4 N=pq, WA LIRER (DX T £ F. 8 LFSR £H
RER Zy LEX—NEUERBBLAFER T . HFR$RE
B—NERY. RITA

B2 IWEBRBE - BB BFEHRR ed=1(mod
& M e F1d )

T, (x)=x(mod pg)

UE: PR & (18 ed=1+ kg, 8K

T (x)=T114 (x) (mod pg)=z(mod pg)

dME B ML, ETERRTE ARERE AREE B OHL, EEWRY N B0 NFERRLE,

'91'


http://www.cqvip.com

3 3 Kocarev 2R 77 R FR

Kocarev 2AMHM%E FR AR F ARG B R, FHHE
W B T R IR M T PR R, RN B SR E RA
RIEY Chebyshev BM AR EFBH R, RIALHN,

FRATAT LAE S
Tot2(x)=2xT 41 (x) — T, (x) (mod N) 3
HE BB BEE, W Kocarev 243 I8 7 RO 7] &
R .

(DENERERKER » o, EMRFHILHKE,
HitE

N=pq,¢=(p"—D{("—D

(2)Bob L e, 178

1<e<<g,ged(e,9)=1
FHRE R

1<<d<¢,ed=1 mod ¢
Bob AFFHEHN(N,e) , RAAFEH d.

(3)Alice ##f58 me {0,1,--,N—1}, 3 Bob B2
N, OHE c=T.(m)IH K% Bob,

(4)Bob FiFAEH d KA m

m=Ty()=T4(T.(m))=T, (m)=m(mod N)

4 BRSHMIHEER

&3 Chebyshev £ MRBITE L, RITAEZILEH
g EREPF ARSI N AAEBRERREX.
Fhr EL, M 1993 R K /EH LUC R4, Gong-Horn R4 A
XTR RGBT . ENERREI % RSA — 88, AR IR
%t RSA BEEHE W RERTEGE, & TE TR TR
B —semd, ‘

— i, IR EEBIAX R T LLERTR N

Tore=5sTwr1—tT, (€]
HFGo=1nh—ERBH. & apHBTRTE 2" —sz
+t=0 BWFR, W {o" -+ 7 } B3 ITEF B — N FE (e N
(VoD D), BT Z M Lucas F¥), MaT@E (T, (o)}
8,15

2T, (m)=V,(m,1) )

IR R, T HRE B WA FRIFE—FH
B R. MR LUCREN—MFHl. ERIFL 2 HEH1,
EZELBZFRE LUC ERBHBR—MFH.

Fit, FREBGLANRANEEERE —SER,
B ARG BRI RAKIF b Chebyshev 5 #3377 LA
RABHRITHE Lucas FFFIKE B, BRIE Kocarev HEE
B, BEX B, RIRAUTIREE T XM .

Bob & AH e N
66680144328798542740798517907212577971447583223159081
60396257811764037237817632071521432200871554290742929
91059343324044588880165411936508036335605233083004609
51575795140145584630782859118140247289650161358866019
81690748037476461291163877401
HRI 12 BUE R p Mg, W2

[ log: p 1=400,[ log: ¢ 1=399
RGN Alice f£38f5 8. RITARA 512MB K. 7 2.
4GHz 4b 28 289 L 7E Unix 35 T 3F 200 (L fR.8 m:
12345678901234567890123456789012345678901234567891023

.92'

pooo hgp://www.cqvip.coml

45678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890
AT, M B 8] 24 53ms, fF FBFE Y 138ms. RATRA
52 Kocarev Rt i MEREUE B H B B IKZ RRET
Kocarev I LR EE R, {H 5 PKI F LUC R GEAH R K35
THRRERMALTE 10 FU LD, BRIMFRMFERHA,
MES ERAT B MR, BRE EERNERR —ME
AWEE, ENURE AN AR AN 35 #ik (Binary
Method) B8 584, {H Kocarev R REFIAH| LUC RELUT
i fy =

(DHEAV, (m, D R EE

(2)¢ AT A Lehmer BEE X ITF :

== (2P (F) ®
=,

p=lem(p—1,p+1,9—1,9+D)

Hb ) RELEEAFS (Legendre symbol) , lem B/
AER D=5 —a=4(m*—1),

i F Kocarev BEEHR BRI F R MO HHFBRWEKR, A
WA BB R AT KRR AT RN TR

(D#EFReEF AL —1,1] Lk Chebyshev £ 19 E

RIS
(OHEAH
T.(m) T.(m ) Z T, (mymy ) )
Ty, +, (m) (mod N)£T,, (m) T, (m)(mod N#T,, (T,
(m))(mod N) €))
SHATHRS ROA BT B & X BE MBS EXN &
FREEH.

it Kocarev AR BB T AR MM AT R I HZEA
HENFR,ARATRESI —FMAAERNBEANELE
WE AR, RRRAMXIC10,11, 14184 THME M. R
AN T RELNETRRE L BEREEN, BKAR
HAREF RN A A

HHRIE HEE TR MR TR RS X2
REBPGER L TR B, BRGS R SEGEBN
RO LERT  FAFEFRBFEARIBEETRY
ETRE. RA—EHNBHFE, LRE%eRH RREN
KR LRFRR—FEAFBEEN TS, FHARUHE
BEFRYTE. NERELAERBERF I AESAH#T
B9, AT BB N R R W I IR RS BT R 05 5 R AR
RMFH M,

XXM

1 Guan P. Cellular automaton publickey cryptosystem. Complex
System, 1987,1.51~57

2 Fengi H. The Interpolating Random Spline Cryptosystem and the
Chaotic-Map Public-key Cryptosystem [D]. University of Mis-
souri-Rolla, 1993

3  TennyY R, Tsimring L. Additive Mixing Modulation for Public
Key Encryption Based on Distributed Dynamicstl, IEEE Trans
Circuits Syst I, 2005,52;: 672~679

4 Kocarev L, Tasey Z. Public-key encryption based on Chebyshev
mapst®), In: Proc, 1-th Int Circuit and Syst Symp [C], 2003. 25
~28


http://www.cqvip.com

D000 http://www.cqvip.com|

HEYLE2E 2007 Vol. 34No. 12

BBy SR A EE RS R AT

mEE HEX
eEXBAFTENSFEBEAZER X 100044
B E RETOARBEIFARBEIMNGAR L, A ERARBIFAH FH A EREGIER, TAKRABR
S A PR, LERAEARSRET MOLAP 695 it FH K987 8 £-20L prefix sum R4k B A A Ak, ALt
Bt EB ARG SR FHHATAR, SN TAESRBE RS FEPEE, AR ETESHA TR T HZ . REIRPET
TERBRERG SR, AL XA IRGFT kP BT BEMEARXBNFTEAFTEBARBTHOER,
RAADE SR F RO AL,
*@W KBIFR,EEEW.XS

The Research on the Partition for Aggregation Range Queries in Data Cube

SHI Zhi-Bin HUANG Hou-Kuan
(School of Computer and IT, Beijing Jiaotong University, Beijing 100044)

Abstract A range sum query is one of effective tools to analyze data in data cubes. Pre-computing can speed response
times of range query through computing and storing the query result on-the-fly, The researches on pre-computing based
on MOLAP are mostly based on technologies of prefix sum and partition recently. This paper works on partition
scheme and analyzes the methods and capabilities of current technologies of partition. Two new methods of partition are
put forward in this paper. They are nesting partition and partition based on the border of prefix region respectively.
This paper discusses constitution and characteristic of two methods and it shows that they bring forward the new means

to partition in data cube and supplement the current methods of partition.
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