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Extensions to Athena for Analyzing Guessing Attack
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Abstract In this paper we extend Athena approach based on strand space, considering the intruder’s guessing poorly-
chosen password ability for analyzing guessing attack automatically and efficiently. Firstly, we present a new notion
and its expression of verifiable term to describe the conditions of guess attacks and enhance the intruder’s ability in
strand space to endue the intruder’s guessing poorly-chosen password talent, Then, in order to relate verifiers in the
search process of the next-state function of Athena, two new notions of guessing verifier goal and guessing verifier goal
binding are presented. Accordingly, the state expressive way and inference rules are adapted. In addition, next-state

functions is extended, so that it is able to analyse guessing attacks. Finally, we analyze the key-establishment protocol

using the extended Athena approach, and find a guessing attack when pk is a symmetric key.

Keywords Athena, Guessing attack, Strand space, Poorly-chosen password, Authentication

1 5§

PEEEBME AR N, €2 BUHE ARG L 2E
EHRITEESHREE. R EMTE 2 BIR
#, Dolev-Yao IR B R G T — AR B, T HFX
MFEFEEEFANEZLPLAENZLEE . Lht,
FEBRGEHAREWT HE, LHEAMAERLREPE
HFHFF RS OSHEALT , BEE W DIEX 504,
FAEW P FREAE, BN REH BN, EFITHEIR
BT RN E2NR, M PR EFNBGENEIRR
DER, EHEAXFERRE, RS E SR g d 1T T
R HREFEEPERTMSHFENTE., AXHHRES
BHERERBFEI 53T L

TERE W B R4 8T 5 18 Gong $2 H T—FP B RO H i3k
BEEFRREHED . AR5 8T ERIERRERE
EWHRAER R, BFERBIET B AR R4
BT s Ding #1 Horster 1%} Steiner £ EKE Hp LAl F 3R
WA= RN 44 T —Fh B 0 7 200 W B0 R 7
B AHS WO 2B — A AR IER RN
X EH RIS H , Halevi 1 Krawezyk B {#FHE R
BRI EIML R WS BEE R TIHEE &%

*)ARSBEE BARFEESTH (45 :0542052) ¥ HY .

R, BB, AEEA BT Z /G Lowe B RIE AL
RE T S B FRE R B RAE A9 5 2 R CSP XX R
HHATEEIF ARSI 8% FDR #17 TRM™ (B 28R
36 RN » 2 S 0T B 2 UIh IO, O i e R 2 s [R] 4R 4 4 R
B, EFXTLLE R, —MB B 4R AR SRR F SO B
RSB X RS T HEAT B 3 R A AT

WL RATER TR T R MK Athena ST 7 8.
B BR—MEE THRERB M E A EBIERHEAR (8%
BRI g AT B B R T R RS M, B
N ZeMNERRBHFARETHTRIE,. BAER. &
B AHRAS . HRE, R Athena 437 I BLZ iR
00 Bk B IR R0 SO, R BB AT B R, i,
FEA TR IA TAEMEER 0, AT Athena 434105 35 4T
TY R, (EHAE B 3T s RO AT oGk .

Athena 538777 8 FP O TH B FOR LL & 25 [ R Ok Beml) 5
WA SCHE S S [ R B B P A T W R IE T M R 3%
AT R B R, RN R T b REE
HBES LU FOGEE XTS5 04 HRE I, 78 Athena J7BAR
BFEABEFTIAEWRE B b7 R 5558 UE B iRg e i,
FHIPRA R HEFEHN P 84 Init F1 Final SLRIHATHI BB, DA
55 40K PRI R B v S BN TR IE T 0 SRR L 3] B % U T

.« 65 =


http://www.cqvip.com

ii. BNEREREHTYT B Y BEWRE AL
BRI MRS, BJSE Y BISH Athena FEX &GRS
g7 P (key-establishment protocol) #4743 #7. 44T % 9,
¥ pk A XTERE LA, MUEERE BT , A T B iR,

2 BTENTR

MEFFEE, K0 A Athena FE#GT B, TS
V8, A x2S (R R % Athena BYEEREALR A AT, &
KAAAAS R XL7, 81 R A SR T,

XS EENNY BEEEERATE: HATKNY B
MAREERNY E.

2.1 BRWMETR

F b, FERTEFERE BT ] REHE M40 CF SCRRAE AT 76 1
FH) HHEANEO4;

EX1 AIEMESEHE K BRTAETTRENEH R,
PIRFIF b, ATRERESHNE R b WESR.

EERHPRE, RARETHIENENER A H 6
il b, HESWE, Hi b HREFES,

W Z BT LARESE T, BB h I E SR 7 B
FRABETRRIEFN R ELH. Hik, EHS e
ISR AETR BIBR R R R A 1 [ — R T (RE T B B
EHUCPHBBE-#HF D BB LB RE.
KRR AT IR TE , A CF AT RIER IS

EX2 AU &, B E T EHRAHR.

D eguA

D, T}

HPrhe A,kEK,

SO ¢, BBRFEFH, R QOYLH ¢, LFHI
EUMHRNESEHMEBEN TP, TRIERSRIFRAR,
AT VSR A] ROV RIETUN I . i AT RIEPRA R NES TR
HATBAELE Bk V.

2.2 BHEHBYVNT R

HTFFATHHENBUNEH . FEAREEBNER
WEBEITE  AREVHFRNBERMARE A CHBK.

THEHALHWMAGESSENRARESHE X,

EX 3 AES5HEWMBHRH T RIS ER:

(OFTE 2SS

QA AREH. B FNAABRAURENMGETE
B PR IR B X IR T4 5

EEN 3 HEME.SHAREMHIRE .

EX 4 AREFEHHE X init-info(PYMITF -

D ABREENEESHERB RN

€A% SV LR B

GIABEZEMERELEY.

BRARE P MRl initinfo(P) 3 . EEMHZFR
AREVHTHES Kp. Kp BEOBARER FFEAR
ENRAEES ARERET &R ERDIENSEN
SRR L B AT S 4 .

AREEBBINE S, RS EI AN IR FEREK
HEREEHMNER, WEFNNE. Athena BZARER
B ARENERTERE. A CELER ESIAFNARE
BRI

GLE] %68+, XBEEEK,,

WAREABNESY ER. II=(M,F,T,V,R,K,E,

¢« 66 o

P 0 00 http://www.cgvip.com|

D,G}.

3 Athena 5 EHT R

Athena ST kY B EBEGQERERFENY B8
BNy R AG SRS R R

3.1 RERTENT R

A7t Athena JE 8k R B R Bk h RER B UET  LAHIBTHE
W v, % Athena J7 BRRPRIS TR PEI AR BRAE AR R

WKL Bir5FE MBS,
E)Z 5 ﬁm%ﬁ Eﬁb%"/!\:ﬁéfﬂ(lw n)ﬁ@@.ﬁign
(W=—,t,€V., NCHKBFURIEEIFEELEC FHAR

MEIEBRHES B GGoOkRER.

AHMER I BB UE B br 2 — MK B AR, BRI RE
SRR .

EX 6 FHEURIEBFG, », FURTESED » |,
ELENERS Juyiny Ju

(1)sign(x')= +

(2 term(n’) = tv

(In€XpVr'€Xy
Ha, SnEREEES. B oSy ERBNRITEBRSE.

BRI E 2T RIERNES, (EHEEHANRE Y
A=A M R — BT B E UM A G BR , DL FoR 4T i M Ie i
MIRLETR .,

B FEIA TR B A7 X5 3 85 E e, sHR
VAT M.

EX7 BREYEA—-IETHS,G S ),

Hei:

(DS B—EM;

(DGES PREHFBENARES

) BIRHEENRE;

WOSEBMEIEERHERRER.

R .CHEEEXFRILAN, A LA S fl—~iH
k.
VRERRESSIATSERR, HEBMIRE ( PAUEBER
Bl BARSEE X R, R A 8B BB 78 WU 3R UE AR 982 1
XFR. ATXESHSIARREREPSIATERNRER
WHENAZF RN, ABMRIEBESELARE BRFBEP
— AR O, B SHGIAF B AR &1

3.2 BERAVNGT R

HEFRH Y 45 B T : Init SR AP BN Final $1
Ny &,

3.21 hmitAMSATE

KRIEEWRP;T FA BB T —MERARFF L
A E L R—RE:

LP,D) kA
P;r |:A

BIERES Lo (P, D) B RATAT— W5 B F 1 A&
M EBFRHEDIN PHAGRET T 9HHAS. WHERE
L(P\D)=(5Gr,@,0), X8, S BAntEIET T WE/NE
A WYL, S B I B3k & =49 5% 4 151 ¥ P & (backward
closure) ; Gr i1 Sr HHHEHRK .. FIHRREBRHE H#AT BIRG
FE FSE W B BARSEE , Bk R R HSHE,

MBIERE b=0(P,.D)NEHURIEXTTUES T
TR T AR


http://www.cqvip.com

<,

VC. I'€E C=Cevy)

REWRBRETEIHATHR. EHAE.

3.2.2 final MY &

#H ANIFE L FAFRAM TS (leaf sequent) . ¥4 [ FAFR
K FF| BRT AR G2 R final HEEHL .

ANIFED
LFA

AIEE AR B . TR X T EE R R C.C
EV D), L CES MBERL.XHENANIFs M A CH
THEMREIETH. [ FABHE.

#FG=¢,3F B final LW AREEZH, W S7THEKTF I FA
RERN, ERAEL.

FE & G=¢ WX — P ER & s, s€S, K ALY s
€C, HEFHE—TENMNC,CEY (D), FANTE A PBAE -
BEES W IAERATREE CH, XERE ICEY (),
ANI=¢,FHIb I A BR45IRM. B REFE B FIU RT3, 384
MR RSRAN. X MEEF IS E— TR € BR
TR —RE T sy . HIR SRS, WX AMER
3 BR MR W I I — IR S R s Bk . B G=
& SAREUH T XA T 5 7772 B F R [ 5 R 7= A AT
BEW A LA SBERER (SEANLAFNRE B S,
SR B9 AT BRI B A BS UET . A0 S 08 VEI B B SR
B R A R RIE O SC L6 T B Atk (4) R — 8
S FrointrACS, DF#AS, DHE =W € IKU (g}
BR—EE TR BHFAARR A EBIER, TR
BT,

3.3 BHRSHNMYE

HEBI PIRE (1=(S,G,—, S WEHRE. ik
VAP ERFIEAE AR gg= (2., ) €GG,HATCi )50
BRE [ ARFAERE R B4R, Mk E - M REHENE
tr g€G, AT .

COHBERFAIBRBIED . HE—BREESUP
(t.)  SHEBE—AT u=r. i}, o) EUP (t.) , M B8R A
mrE.

(1) #18 Su=="1) * [6(r, iNJE— (TR
SRR, o ((ry D) HEERY S, I BE= EE B
W BERET oy DWEURIIA o) BRTIRT 5,

O A FEBIFHETNHERE (P se S, EFE—1
By 8y Sw N4, Bl 7. (Sw Fl () HIF BT
FOIBA o() I Suth—ALhlfk. MEH—MFIRE =
(8 ,G ' Sy XE,

DS =6(DU{7(Sw};

2w = () U1 vid (g}

(gg BERFTRAE st B4R, EE N Birgt il S 005
M EEE);

DG RE L WP &HITE

DS '=s(SHUG idSelge)}

H SutEh— M ME TS T - RE
(additional next state) =(S",G", =",5"),

DS'= 6(s) U Su;

2)="=6(>)U{(Su, iyo(gg)}

(gg BRRFIRIE BAr R AR EEN BARGSERE Su b
MERE—TT D

£ 00O http://www.cqvip.com|

NGRIE L EH &HATER

HS"=6(S)U{(Su, Saelge) ).

CiHEXRT : 5 —EESUPQ SHEE—I «
=([r, i], ) EUP() W& F—MREWTF .

(L) #18 Su=(=>"1) * [¢(r, iR (THEEHE
AVELEANERLL o((ry DHERY A EHE> EEHA
1 EEET o(ry N HEURIE o) HRTERT A,

) ¥ TFREEFHTVHERES (WEse S, EHFE—1
B 7, #1157, (S Nols)F ¢, B 7. (Sw) F o () FAFIAG T
ROBRA () JE Su iy — LRIk, HEH— RS =
(8,G ', <"y X H.,

DS =6 Uy, (Sw};

2)'=6() Uy Dalg)}

(B g B s By5 i T RE5E) 5

NG RIE L P &HITEH

PS'= 5,

(3 ¥ SufEh— &, s TN T —RE
=(s.¢",~" 5"y,

DS'= () USu;

2)-»"=¢(—==)U{( Su, i)(s(g)}

(B#f g BEE Su FHBE—TWA):

DGR EHEIAITES

1
NS =5,

Ja HRARZS FTRETRH . 308, 9 45 th T HIBT . 430
X Hor— RN B A B R LA Rl 4 S 6 ) AR A 5
R o.

X614 5 5| A undose 3 7 3B X SE i 25 R AT 7]
B R FZEERANATH. L. v REIES, R 28 o
Lk INERE] (v}, B R E (0} 88 v, SEET X
9 r AR BN PR AT "R AT

F£ Athena FH AT DATR B 4R st S R OLAY K 4 2R 0
TR T —F=> R H A BT, W 0 ER. BN SRX B EE -
T #7745 LAS = A B 0, Sl 7 A 6 PR LT 5 TR G A 60
27E Athena HIRR IR B3 Hi .

4 KBISH

X[2]H Bellovin fl Merritt A8 TITF R FHOSHE
EHEABR . XE pk B—PEMHRER £ REHHS
WEFEH. X[6]% Lowe iz Casper/FDR 4% i H k&
AW, WEREE pk FONIERTFREH I LEH, Lowe
W pk AXERE HE AT e, R R T B G, A3GEH
YIRS H Athena J7 gt 4097 . 48 1 T L6 Jh RIS 18 .

1. a=>b: as{pk}
b>a: {{k}pk}smw
a—>b: {Na},
b—>a;: {Na,Nb},

5. a—>b: {Nb},

XEMH A NEE T T, 2 pk HAEXTFREH
B BB AIE R R 19, 2 pk AR SHRT , Athena B
KEPRSERAR FRA T HUREG, HAEERHE. B
FTRE AU pk AXFREHRT Athena # LBAPRHE,
HEMMP . HEEEE, ARLREES BT A
REMOHSBHER - ESTLRPH TFSEAREHE. S
HREEED .

o

(F#% 81 /)
o« 67 »


http://www.cqvip.com

— B HIBF . :

HRE ETEMCHIEREREAUERERRR
¥RV ARTEEE. FRERL TRETR BFE
HeRE b2 5, A0 B RTA R LR 7 R HERETEAR
BT RAREN, B R TR LR B TKEE.

8 £ X m

1 Savage S, Wetherall D. Network support for IP traceback.
IEEE/ACM Transactions on Networking,2001,9(3) :226~237

2 Song D, Perrig A. Advanced and authenticated marking schemes
for IP traceback. In:Proceedings of the IEEE INFOCOM, An-

D000 http://www.cqvip.com|

chorage, Alaska USA, 2001,2:878~886

3 Peng T, Leckie C, Kotagiri R. Adjusted probabilistic packet
marking for IP traceback [ A]. In:Proceedings of the Second IFIP
Networking Conference (Networking 2002) [C]. Pisa,Italy,May
2002, 697~708

4 LiuJ,Lee Z J,Chuang Y C. Efficient dynamic probabilistic packet
marking for IP traceback [A]. Networks, ICON2003 [C], 2003.
475~480

5 HAKLBE NNRE. S ETFHNERMCEEN IP BEHEART
F[J]. HEHEER, 2003,26(11): 1598~1603

(k3% 67 W)
LV M A[A,B,Na,Nb]
LA €€— 4A LT
\l] LG LD -{pk}pab €««— +<A,{pk}pab>
((J rp P —>> -pab \l]
-{pk}pab -pab €€— +pab +{pk}pab
B[A,B,NaNb] -{pk}pab pPkipa
‘l’ I.D \l’
+<A,{pk}pab>—>> <A, (pk}pab> -{{k}pk}pab -pk <e— +pk +{pk}pab
LE J J LD G
k . k <c— +k
+{{k}pk}pab +{k}pk >> -{k}pk (NaNbJk <<
r>> -Na ‘l’ 1.E \l] I.D
+{Na}k _p> -Najk * <c— +k  -(NaNbJk +{Na,NbJk ——>> -{NaNb}k
\’ \’ ) \ )
+{NaNb}k Nb S +Nb +{Na,Nb}k +k
\’ \’ +{NaNb}
-{Nb}k << +[Nb}k

Bl 1 Athena ¥y BB ZRAAE

Al 1 AT BE R Athena Jrk 4 BB KREAR.
HERTEX R ANI=Q,Final MU A EEZEH, B G=0 #HHA
EHEARTERE . XB GGAO W H, AR B, BT LgR A&
AR U o e R B

SSRGS BRSPS IE TR Nb, HoAE ),
TREERBH RN TR

(DHEEBIR pk) s 5

(2YBRF 4 pab, 13F] pk;

BIE R e b s

WOFIF pab F(2)HFIRBIH pk,12EF] k;

(5) AR (Na,Nb}s» {Nb}i ;

(6)FIFH b f% {Na,Nb}e , 132 Nos 9% (N6} 182 Nb,
FERAAR MR =4 RIEST Nb.,

HRIE ACEREARTH TIEMER B4R Beh
Xt Athena ST T T B, HZ AT BJF# Athena J7
BXH ML HIHAT T 4007, 38 M B B3 . a30HTY R
B Xt Lowe 7E3C[6 R R E LB BE MK GHTT
BEEEL. BEMHRTREER, HREFBEEAGFWOFE
=43 (v€ ASYMMETRIC_KEYS Av ' € IK) % B,
AT LBl W BT 2 B A & A R B T UM P R EE R R
REF SR =4 RIETT Ol RIE ST HEBEN P B BB R
HiP—FHE) . B— 0317 8RR B3 iR
BT HMGHES, B TH BT B AT BEHEI I, diBiR R

[B) 77 35 7% A AR T B T B 0 B 3%, B R A TR B T
BEtE . FHEH& BB RSN ENMIUREE
1, REFBRRE DR TREY .

2 £ x &k

1 BN, B2l 20 £ HRI]. &AFER, 2003, 14(10):
1740~1752

2 Gong L, Mark T, Lomas A, et al. Protecting poorly chosen se-
crets from guessing attacks[J]. IEEE Journal on Selected Areas in
Communications, 1993,11(5) : 648~656

3 Steiner M, Tsudik G, Waidner M. Refinement and extension of
encrypted key exchange[]J]. ACM Operating Systems Review,
1995,29(3):24~29

4 Ding Y, Horster P. Undetectable on-line password guessing at-
tacks[J]. ACM Operating Systems Review,2000,34(4) :12~20

5 Halevi S, Krawczyk H. Public-key cryptography and password
protocols{ AJ. In: ACM Transaction on Information and System
Security[ C]. New York, USA, ACMPress,1999,23 ;230~268

6 Lowe G. Analysing protocols subject to guessing attacks[A]. In:
Workshop on Issues in the Theory of Security WITS?02[C], Jan-
uary 2002

7 Thayer F J, Herzog ] C,Guttman J D. Strand spaces; Why is a
security protocol correct? In: Proceedings of 1998 IEEE Symposi-
um on Security and Privacy{ C], 1998.160~171

8 Song D, Perrig A, Berezin S, Athena: a novel approach to effi-
cient automatic security protocol analysis{]J]. Journal of Comput-
er Security, 2001,9(1-2); 47~74 ‘

9 RM, BER. ETHAMEN Athena S HERFRI]. 3HE
PR, 2006,33(8):9~13

0810


http://www.cqvip.com

