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Optimal Defense Strategy Selection Method Based on Network Attack-Defense Game Model
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Abstract In order to reduce the loss of security risk and make the optimal network defense decision under the limited
resources, the optimal defense strategy selection method based on attack-defense game model was proposed. First, net-
work attack-defense game model was established and the existence of equilibrium model of the mixed strategy Nash was
proved. Then, the network attack-defense strategy selection algorithm based on the model was given,including the at-
tack-defense strategy searching algorithm based on network attack-defense strategy graph, the calculation method of
utility function under varied attack-defense strategies based on the common vulnerability scoring system and the method
for solving mixed strategy Nash equilibrium. Finally, the validity of the model was analyzed and verified in a typical at-

tack-defense experiment. The experimental results show that the model can effectively generate the optimal defense

strategy.

Keywords

B & TSI 2% B B PR A R A0 K, 2 22 4 H A
I 5 D) 4 o7 P i o R R S T ), O T
B KA Tt ROH L By RS AT B 6 A A T A el
B, AR Hb B A 2R S A K ST X BT A RO B0 AT S R E 8 R
B 4P G o Pl T R AT B A ¢ B A Tl 5 AUAE AR R,
B A Y IR AN B A 2 T8 HURE S A T PR A B Ak 5 2R
0 R SR S DL e /N B AR IS R R B A o BRI 0 2 T
PO A 5T AT Rl A 4 S 7 WU (v B 19 2R o) 2% T s ) e
BTy 0 SR W [7) RS 45 3 PR 0B R AT O

B AT, 142890 78 I 45 22 4 U0 31 2 75 ) 4 T 7 9 i 32
BT PR T — s ORSS . AN R T — b
T4 Z2 G0 2 4 DY 1) 190 46 T 7 1 GRS T o B Y R 68 0 XL
o EAT DA o M40 fo D8 7 A0 A 7 2 Bl 9 0 50 et 5 (L LA
T4 17 R W 140 250 PR B A T B P A A U R A R,
RERESEC AR T 58 A A B 2 A 1 R 2 S B e R AL Sl

FH H W .2017-04-14 3R 4E H W . 2017-07-06

ACZ [H K A AP

Network security,Game theory, Attack-defense game,Optimal strategy

FU 17 00 255 A 977 161 A A S T3y PR AR L 9 20 S0l 4 T
T ot 25 B AEE 5 25 B WA 7 5 Bl 2R s s =i A
AT 4> % IR B A R B R RAT Sy i BE LS b S X R
STV RS S B T B A 2 A I 59 AR R G S AUT AR
W X L AT AR, B TR A A SRR A SR WS A AT 4, A
T 477t 5 A0 T80 By o 36 5 L 2 9 20 SR W £ T )R BR T 5 T ot S g
B — XN BRI T R 25 S i A T RE B4 I 4 SR

EEXS LR SE AN AR SCHENT T A R I 4% T B R e
B[] Ay ) 24 T B 1SR R R TE B TR A SR W 4 A 38 A 1 A
eV B TR B Y AT AT 1 s E ST I 2% I B R g i A
e s i L T TR R e A B s A S R A A D S s
AR R R SRR T B B R W S RN S A TR R 5 45 5 18 TR
A PE5 & 481 (Common Vulnerability Scoring System, CVSS) ,
X BB W5 AEAS R g T 25 el B R AT T B AT i
T F UL o R0 IRDE 5 45 1T SRR AR R TR G SR A A 2

45 (61602491 WEHp,

XEEE1990—) B B4R FEHFFEIT 10 W 462 4 B PR, E-mail : jjszjpsg@ 163, com; X R F (1974 —) , 2 W+, B B ¥ . FE W57 1)
Sy ) 2% 2 42 25 H B I 48 42 A K I L E-mail : 80822448 @ qq. com GHRAF/ER ) s B R R (1964 —) . 5, i+, 82, R B W5 J5 0] g W 4% 22 4714l
O (1989—), B A, BB iR 4R A R LA (1991 —) B LA L BRI T ]k 4% S R



118 AN I A =

2018 4F

7 F) B o AR e P ORI 3 3 55 B A — A SR Y ) 4 4
B 52 451 37 5% T X AR AU TG 3 00 A e HEAT T 0 A A EE

1 MEWR R R

[ 2% T B 1 25 4% B NADGM (Network Attack-Defense
Game ModeD) i 78 T % 45 T 57 % Bt v 2 o 35 70 B 180 R 496 1) 3
AT B P2 PR e PR AR B B LTS I A T g 1 Bk
75 40 Bl 4 A B T8 37 07 78 A [5) SR 2R 005801 R
1.1 WERPEERERENE X

EX 1 MU NADGM & — A7 o4, nf
Fm KN NADGM=(P,H,F,E.S,U),

1) P={Attacker, De fendSystem} , 3% 7~ Z N1 38 ) J5)
NES BN # MG R S, 4 B0 i 0 R T 1,0
TR LA — BT B B AT B A B R g 0 B
KT 1. WFRRRGA Z AR U [F B R G b AT B 1

D)H TR EWNTEES, MFH-DEHWTEH. =
(Host1D,Authority ,Connectivity,v) » HostID 1% EHLTT 54,
145 s Authority R EHL SR AEAE FH 9 ALBR . Connecti-
vity RN EEHLY G HAB Y R BE C RV RO Z EH
RGP A X T RS 0 0= {VWlID . CVE, Pre-
condition,Ef fect} ,VullD TR Wit 4% , CVE KRRz M55
PEW) CVE %5, Precondition 27~ 1% Me 55 15 9 B0 F FH B 75
B AT AR L E f fect 3N 2 ME 55 1B LT R H 5 )
JARE,

3)F R7n B A AR 55 1 17 A 3 4 4 &, RV BI7 480 2R 48 T RE Al
T E B AENE S . X T8 — B E, £ (o) RR
B7 460 2R 6 0 WE 55 1 o HEAT B AR

DE R Bt # 0 Uk SRR & BV X0t 3 T RE AT Y
A RFRGHES . N TH-DEFIBGE e.e= (AtzackID,
Source, Destination,VullD) , AttacklD 3 7 J& T W o % 5 .
Source F/m L F B >k 1Y EHLT R Destination Fm R+
Uil BAw.

S={S",S") . KRR/ AWKBES. "= {s,
sy s anee s RN WU I MO M AR L B O T ik
) Bty B AR AT RE A T 00 0 A T SR W AR G5 SV = (il uss e
sitoeee ity 271 B A ZR 8 1) 77 0 SR I AR L BRIV 7 AR 2R 8 T A
BT AT B AR SR 4% . Bk SR ¢ = Cevvensirrie) (e€ED
KR A FHMKRKAEF e veo s oo ve, SFI0HET SRR AT T s 5 B A0
HME st =1 fCo) s fCu)amns f(o, ) (f(0) € F) FRBTH RS
X o0y, FHEBHEIITEA,

OU={(U" U}, Fom i NI OH sk . U
U 53 50 78 Yk 25 A D7 10 28 8 19 R0 pR B0 T3R8 28

w' Csit s u Cst s
U* =
L Csitssih) w' Csitysit) |
Mt Cstfyst) w Csiasi) ]
UD:
L Csfysi) u Csfasi)

Hodr e G ysO T w G as@) GE L, k] €1, h D 4T A £ oR
AT R BUR WS s FIB A 2R G0 R BUSR W s 15 T8 B U7 4%
AR .

1.2 m R M 4% TOBh 3R g O 1 ZE M IE IR

E X 2( M H 47, Nash Equilibrium)™™ 45 & — 4 M 4%
Wi e i NADGM= (P, H,F,E,S,U),s¢ BT # %
W o st R B A R G RM  2 ELAS 2 9 2 T B XU Y B A
HEMEIE L SEME (s o5 DR L R A

Yiaut (54 L5 Y=ut (58 st )

Vil (s s O Z=ul s

PRI o 76 190 2% TBC B3 T 9 v 290 1 340 A ef 2 TR B WL 1Y e £
BB SR W, SO W7 A SR B A 3 485 O A RE AR AR R K Ak
Wezs . A FR T R0 4% T T g b U 19 AT B B S L K
2% T 155 1L 0 600 5 WS 00 A 24 TT BE T S A7 AE R 3 R
TRA R T a2 1

OCsi) Fe R By B BOR I ¢ AIAER . 0Cs) RR B &
SRR s MER . Vi,V .5 €S .57 €SP,0<0(sf )<<
1,0<C0(s/ ) <1, 20(sf) =1, 20¢s) =1, IRAWFHHEmK

vsd

V"t“ 7
OCse) = (OCs) 2 0Cs5) s ee 0 ) Fe R BLati 3 DAL 3R 19 B 20k
WRUTA T RE 1 T R M R A B SR M 0 (s = (OGS,
OCss' ) nee s 0Cse) 5=+, 0Csi)) FR R B B 3R 46 LA 38 1) O =X 3k K
Al BERI B AW, & 0(sf) =1, Vw #i.s58 =0, B
OCs)=C(0,,0Cs{) 5=+, 00, MR A SR Mg 0Cs) iR Ak 21 3R m
st PR 5 R R S SR 1 — P AR BRI O

EX 3CRG M B) 25 58 — > W 2% 25 By 17 2 4
# NADGM=(P,H,F,E,S.U).0(s*); I HIRE N,
OGO, RPIHRGIR G KM, AR OGO .06 )&
— AR Y B TR S R W = TR XU 1Y g I )
SR, RIS A

YOG ut (0Cs) ™ ,0(s)) " ) =u (0(s*); ,0(s) ")

VoG ut (@)™ .0 ) =u (0Cs*) ™ ,0(s) ;)

B 1N IR 28 — A W 4% e By 1o 2 A 7%
NADGM=(P,H,F.E,S,U) , W & /A7 48 — A AT ¥ i .
F75 4l 5% W 2 A 2 46 0 TRL  SRE AT R A

% 2% Y i i 2R 85 8 NADGM= (P, H,F,E,S,U) & —4
SERERIEZE B ShESE E MV OB SR RS 48 S LR R
AT BRI PRI I ) 46 1 B 2R AR A NADGM J2& — A~ BR 19
g5 AR RS 3h 5 2 FOE B T A — A BR 1 gR AR A7 A 4 AT
#5004 T B 2R A A NADGM 77 76 — A~ F 8 11
YAt A, B0 45 e — A P 4% OB I R A RN, — i W] ARt L
5 PR T SR

2 4 T B 1 2 A AL 3R I B A B

5 28 YA 7 R W R S B 4 B 4% LABF A R G Sl A1 Y il
H N AEAE — i i 58 g B B A R G AN 7 a5 R AU J s 1 By
TSR W 5 EL 2 17 4 22T RE 9 CE SR B L BB R AT B A
2 JEAS [R) 0T R T 45 i A SR s 1 LA AL L 9T ALl T 2
AT SR M 1Y Sz 2 A SRR SR A e L 5 SR M £
W i AL N Ak B TR BT Y O 2% 15 By 192 A
e S i R B 9 T LA A A O A [, LA AR AN Bk 1
i .
ik 1 KU ARG 5 U 3 SSelection(P, HD
WA S5HIENRDAP, EITEAGFLE H



55 6 3]

X 55 B3 55 < R I 45 O T 2R A TR 1% e 1 75 0 SR s BB 9 119

i ARl S s SR B A e s
1. AR A SCH) R Ak ) 46 BB 2R A NADGM
2. 57 W 45 BB HE s Bl NADSG 5
3. PO R e 8 R Bk R A TTRE M Bk R g 4 L SN = (s,
Shaeasi)s
A 77 A0 66 W 48 2% 5k R T A AT RE 1) B 4O MG 4R . SP = (s,
sg,---,s{:};
5. AR 4 T8 — X R (5] s € S X SP
6. R IR B 7 5 w50 Y o B8 Ak 1%, R A ks 3 0 R g s
B0 22 et BT s IR o (s s AL 0 s s 5
7. PG FREE R
8. SR fife 1P 24 13z 5 17 2 A5 B 1) TR 5 S s A A 24 487, AT A5 B e 0 B SR
W st AR B A s
9. M st Fl st
T 1 46 B0 5 SR I 3 T 9 o A e B R s e g B vk
BB W 80 bR B A T 1 R A SR s 400 1 350 K i O 1k
TTHEAIN 4,
2.1 MPRmEEREE
e W 45 T 5 g Hp L ek O R B AR AR G5 Y A TE 2 R B0
SRS R T AN ast U T R 0 g U0 SRR L T A R T A AT BRI BB
M . A SCEEF B B 1 L ME 5 1 R S MILASBR T A 3T I 4%
T B SRk 1], I LR AT 48 g, LUAS B T A AT RE 1 T B R e
E X 4K 2% B B 5 i 18], Network Attack-Defense Stra-
tegy Graph, NADSG) W 4% T B s | — A~ A A
NADSG=(H.,V,E), Hm HZEENWSE, B4k
R—BEIAEN OV EH MTH A F—NT N EER
FHLNT R —AWEHF P B 05 E 2 B A 1 4R, RN
St A L RE Y 0 Bh 1R
BT M SR i — AR, Hh g 3 A&
WL Ry shy shy 54 A FEHUABR T 8L R Ry, R, et Fo pp
R B E B AG BOGE Y A AP AT E R B AR AL BGE
M by FEER LA by BB B Ry s he T AAEAE 3 A MESIHE o
Uy 50y s hy T IRAEAE L AWESIME v M ervesses e TR
di H AT RERE A 4 AR T

P10 205 A 7 S W s 4]
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