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Abstract Access control is needed in any system where the resources are shared by different users. In this paper, we
develop a logic based approach for decentralized authorization management in which users are delegated, granted or for-
bidden some access rights. A set of general logic rules are provided to handle the delegation correctness, conflict reso-
lution and authorization propagation along the hierarchies of subjects, objects and access rights. By combining these
general rules with application-specific rules defined by users, we can derive the authorizations holding in the system. In

addition, some semantic properties are further investigated.
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