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Abstract In order to resolve the problem that current scanning detection algorithms can not recognize hidden scanning
and slow scanning, a scanning detection algorithm based on finite machine of protocol status is proposed. It can more
exactly detect common scanning, and has effect on hidden scanning and slow scanning which current scanning detection
algorithms can not recognize. Experiment indicates that the algorithm can augment the performance of scanning detec-
tion, decline the rate of misinformation and alarming times. '
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PR % Packet_ Status..-Check— in—Protocol - Status— Machine (link ptr-
ProtocolStatusMachinePointer, link ptrConnectxonPomter)
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ptrPositionSourcelPNode = ptrConnectxonPomter /* G
IP s it 35 S TAEQL B 54T * /
ptrPositionDestination]PNode =  ptrPositionSource]lPNode->
rightlnk; / * ¥13546 B &9 IP sbhk W S TR B8 % = /
ptrPositionDestinationPortNode = ptrPositionDestinationIPNode
->downlnk; / * ¥4k B #9350 W S TIEL B4 « /
ptrPositionSourcePortNode = ptrPosmonDestmat:onPortNode -
>rightlnk; / » ¥ B4R O35 S TAERLE RS « /
ptrPositionPacketNode =  ptrPositionSourcePortNode — ->>
downlnk;/ * MR EEPMICT S TIEMEIRS * /
ptrPOSxtlonProtocolNode = ptrProtocolStatusMachmePomter /
* VR BCRESH R B SRS S T BSR4 * /
ptrPreviousPositionProtocolNode = ptrPositionProtocolNode; /

* PR CRSH R A VAT —RET R DML EH

*/
packetStatusError=false; / * ¥JIA4LRSCRA &8 H 1 * /
tempR=0; / VAL B Y F e B ¢

tempM=0; @Jﬁé%ﬁéﬁﬁ&ﬁfﬁ%ﬁéﬁ"l:%uﬁiﬁ*
tempN=0; / » FIIRLERAGOLMA =4 TAr(V BT H « /
tempK=0; @Jﬁﬁ%iﬁ)‘(’!ﬁ*ﬁ&ﬁ,ﬂ?%uﬁiﬁ*/

for i=0 to k ptrPositionSourcePortNode>>pkt [i]=0; / * ¥}
@*ﬁ&ﬁiﬁqﬁiﬂ‘ﬁj\ﬁkﬁﬁﬁ‘%%ﬁﬁﬁf% Ny
o, MER I MFRRHE * /

for i=0 to ptrProtocolStatusMachine}"‘ointer—_)ﬂagAT num do

[ * EEBENE - T RICEE NI EHIREMLAS * /

if ptrPositionPacketNode-) flag = ptrProtocolStatusMachine-
Pointer->>flag
then
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break;
packetStatusError=true;
else
continue
end if
if packetStatusError = true then ptrPositionSourcePortNode-
>pkt [0]2 1;
[ * BEEBNREERICRERE/FEHIONE » /
do whilef (lptgl;ositionPacketNode! =null | packetStatusError
==false
if ptrPositionPacketNode->>statusCode= = ptrPreviousPo-
sitionPacketNode->>statusCode

ptrPositionPacketNode =  ptrPositionPacketNode- >
rightlnk; / * 408 YRR %5 T HECREH B 5 3160
3] ?u —RE, ML T T ROCRERE * /
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ptrPosmonDestmatxonPortNode>con [tempN] =
;_);rPosxtionDestmationPortNode> con [ tempN ]

1;

ptrPositionDestination[PNode->> con [ tempM,
tempN ] = ptrPositionSourcelPNode->> con
[tempM, tempN]+1;

ptrPositionSourceIPNode ->> con[ tempR, tempM,
tempN ] = ptrPositionSourcelPNode -> con
[tempR, tempM, tempN]+1;
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K% String Array Scanning_ Attack  Detection (link ptrConnec-
tionPointer, int NumberOfConnectionIP-ErrorlsScannin-
gAttack)
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BEGIN
String Scanning-. Attack_. IP_ List [R];
ScanningAttackExist=false;

For i to R do Scanning— Attack— IP_List [i]="*?; / * ¥th
feal T 1P Mt T s« /
ptrPositionSourceIPNode= ptrConnectionPointer; / * #4814k
U5 1P sty bk 37 S AR B A4 » /
do while (ptrPositionSourcelPNode->>downlink )! =null;
for i=0 toR—1 do
OneDestination]PConnectionError=0;
NumberQOfDestination]PConnectionError=0;
forj=0 to M—1 do
for k==0 to N—1 do
if p}trPositionSourceIPNode—> con [i, j, k]=1
then
OneDestination][PConnectionError=1;
Break;
end if
end for;
if OneDestinationIPConnectionError=1 then
NumberOfDestinationI[PConnectionError = Num-
berOfDestination]PConnectionError+1;
Break;
end if
end for
end for
if NumberOfDestinationIPConnectionError > NumberOf-
ConnectionIPErrorlsScanningAttack then
Scanning  Attack_IP_List [i] = ptrPosmonSourceIP-
Node—>SourcelPaddress;
ScanningAttackExist=true;
End if
ptrPositionSourcelPNode =
downlink;

ptrPositionSourceIPNode->

end while
if ScanningAttackExist=true then
return Scanning— Attack— [P List;
else
return “Scanning Attack does not exist!”;
END
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