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Abstract Buttyan L, et al. found out a security flaw in Aridane and proposed a secure routing protocol, EndairA,
which can resist attacks of active-1-1 according to ref[ 9]. But unfortunately we discover an as yet unknown active-0-1
attack, “man-in-the-middle attack”, which EndairA can’t resist. So we propose a new secure routing protocol, En-
dairALoc. Analysis shows that EndairAl.oc can not only inherit security of EndairA, but also resist “man-in-the-mid-
dle attack” and even wormhole attack. Furthermore EndairALoc uses pairwise secret keys instead of public keys Endai-

rA used, so compared with EndairA, EndairALoc can save more energy in the process of routing establishment.
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1S > *: (rreq,S,D,Qia),

2) R ->*: (1req,S,D, Qig.R1),

3) Rp->*: (1req,S,D, Qu:RiR2),

4) D->R;: (1rep,S,D, Qia.RiR,, Sigp),

5) Ry->Ry: (rrep,S,D, Qig,RiR,, SignSigro),

6) Ri->S : (rrep,S,D, Qia,R|R;, SigpSigroSigr) )
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