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The Research of Quantitative Vulnerability Assessment of Computer Host and Network

XIA Yang LU Yu-Liang
(‘Teaching and Research Office of Network Engineering of Electronic Engineering Institute, Hefei 230037)

Abstract In the field of network security, the research of quantitative vulnerability assessment of computer host and
network is becoming highlighting. This paper brings forward a method of network-vulnerability quantitative assess-
ment, and a corresponding system, based on this method, is established closely after that. In order to obtain the vul-
nerability measurement of target host, the possibility of the existence and the exploitability of vulnerability are evalua-
ted quantitatively in the system. On the basis of that, by combining with network topology, the dangerous path and
critical node of network are analyzed in terms of the refined shortest-path algorithms. Thereby, the administrator can

patch the vulnerability with a definite purpose, and which undoubtedly would enhance the general security performance

of the network.
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